MHUHUCTEPCTBO HAYKH U BHICHIEI'O OBPA3OBAHUS
POCCUIICKOM ®EJIEPALIMA

N

np, 13
*‘ *anpupmaTEnSY ,‘
/

YacTHoe yupeskaeHune BbICIIEro 00pa3oBaHus
«BpIcIIasi HIK0JIa NPeANPUHUMATEIbCTBA (MHCTUTYT)»
(HYBO «BIIII»)

PABOYAS ITPOT'PAMMA JTUCHHUIIJIMHBI
b1.0.14 «KoMmubrTepHbI€ CETH

Hanpasaenue noaroroBku: 44.03.01 Ilenaroruyeckoe oopasopanue

Hanpasiaennocts (mpouiib) nporpaMmsel 0aKajaBpuara
«Andpopmarnka u uHGOPMALMOHHbIE TEXHOJIOTHUA B OCHOBHOM M CpelHeM 00111eM 00pa30BaHUMN»

OJOBPEHO
VYuenrniM coBetoM UYBO «BIII»

[IpoTokon 3acenanust
Ne01-02/23 ot 20 HOs06pst 2023 1.

[okyMeHT nognucaH anekTpoHHON L1 POBO NOANUCHI0
VSHP EDS GEN 1, yHVKanbHbIN KN4 AOKyMeHTa:

8F30-29EE-EB2F-GNI5
OpraHusauus: YyBO “BLUM”, MHH 6903013604
[ata nognucaHus: 20.11.2023
Mognucan: AnnabsH M.I".

Tseps, 2023



PaGouas nmporpaMmMa qTUCUMILIHHBI Pa3pad0TaHAa B COOTBETCTBHUH C:

@®enepanbHbiM  3ak0HOM 0T 29.12.2012 No 273-®3 «O6 obpazoBanun B Poccwuiickoit
denepanuny;

[Ipukazom MuHHCTEpCTBa HAayKW U BbIciiero ooOpasoBaHus Poccuiickont ®enepamuu OT
22.02.2018 Ne 121 «O06 ytBepkaeHuu (DemepasbHOT0 TOCYIAPCTBEHHOTO 00pa30BaTeIbHOTO
CTaHJapTa BBICHIETO O00pa3oBaHUs — OakajaBpuaT 1O HampasieHUio mnoarotoBku 44.03.01
[lenarornueckoe obOpazoBanue (3apeructpupoBaH Munioctom Poccum 15.03.2018 Ne 50362)
(manee — ®I'OC BO);

[Ipukazom MuHuctepcTBa Hayku M Bblciiero obOpasoBaHus Poccuiickoit ®enepanuu oT
06.04.2021 Ne 245 «O06 yrBepxknaennn Ilopsiaka opraHu3al ©  OCYIIECTBICHHS
o0pa3oBaTeIbHON JEATEIbHOCTH MO 00pa30BaTEbHBIM MPOTrpaMMaM BBICIIETO OOpa30BaHUSA —
mporpaMMaM  OakanaBpuara, mporpaMmaM CHEIUANIWTeTa, MporpaMmMaM MarucTpaTypbD»
(3apeructpupoBano B Muntocte Poccuu 13 aBrycrta 2021 1. N 64644);

[lopsnkoM opraHM3alii W OCYIIECTBICHHS  00pa30oBaTe€IbHOW  JAEATEIBHOCTH 11O
oOpa3oBareibHBIM IpPOrpaMMaM BBICIIETO 00pa3oBaHUsi — IporpamMmam OakajaBpuara,
nporpammaM Maructparypsl B HYBO «BIUID», npunsaTeiM pemenneM YueHoro coera HYBO
«BIII» ot 12.04.2023 (mmpotokoi Ne 2);

JlokaJlbHBIMH HOPMAaTHBHBIMHM aKTaMH 110 opraHuzanuu ydeOHoro mporecca B HYBO «BIIIy,
OZ0OpEHHBIMH Ha 3aCelaHMH Y YEHOTO COBETA, YTBEP)KICHHBIMH MTPUKA30M PEKTOPA.

VYuebupiM TIaHOM 10 HamparieHuio moarotoBku 44.03.01 Ilemarormueckoe oOpas3oBaHmeE,
yTBEepKACHHBIM pemeHrneM YdueHoro coBera HYBO «BIID» ot «20» HosiOpst 2023 T., IpOTOKOIT
Ne(01-02/23.

Pabouas nmporpamMMa 1 OIEHOYHBIE MaTepHaibl o AucuuiuinHe «KommbioTepHblie cetn» — 2 cTp.



1. HEJIA U 3AJJAYY JUCLHMIITAHBI

Henpto wu3ydenust aucuuiiiuHbl «KommbroTepHbie ceTw» sBiusgercs (OpMUPOBAaHUE Y
0o0y4JalmMxcsi OCHOB MNPO(ECCHOHANBHBIX 3HAHMM HM YMEHMM B 00JacTsIX MOCTPOEHUS,
(YHKIIMOHUPOBAHUS, MPUHLIUIIOB YIPABJICHUS U JTUATHOCTUKU KOMIIBIOTEPHBIX WH()OPMAIMOHHBIX H
TEJICKOMMYHHUKAIITMOHHBIX CHCTEM U CeTeH, pPa3BUTUS CIIOCOOHOCTEH NPUMEHEHHUS IOMYyYCHHBIX
3HAHUH IS PEIICHUS TPHUKIAJIHBIX M HCCIICIOBATEIIbCKUX 3a1a4.

JIy1st 5TOTO B paMKax JUCHMIUIMHBI PEIIAIOTCS CICTYIONIUE 3a1auH:

— M3y4YEHHE MIPUHITUIIOB TOCTPOCHHS COBPEMEHHBIX MH()OKOMMYHHUKAITMOHHBIX CETEH;

— 3HAKOMCTBO C OCHOBHBIMU OIPEICICHUSIMH M Kiaccuukanmeir nHPOKOMMYHUKAITMOHHBIX
CHCTEM U CeTeH;

— U3Y4YEHUE MOJIETTU B3aUMOJICHCTBUS OTKPBITHIX CUCTEM;

— M3y4YEHHUE CTPYKTYPHI U (DYHKIMA TEPPUTOPUATIBLHBIX CETEH;

— 3HAKOMCTBO C TUTIOBBIMH YCITyTaMH TEJIEKOMMYHHUKAIIMN U C CUCTEMaMU yIPABICHUS CETIMMU;

— M3y4YEHHE METOJIOB MapIIPyTH3aIMH HH()OPMAITMOHHBIX TTOTOKOB;

— M3YYEHHE CETEBBIX CITYkO0, MOJENN pacrpeneieHHOW 00paboTKM WHGPOpPMAIMK W METOJOB
obecrieueHrst 0€30MaCHOCTH TIepeaadl HHPOPMAIIHH,

— OCBOCHHE MMPOTPAMMHEBIX CPEJICTB YIPABICHUS WH()OKOMMYHHUKAITMOHHBIME CETIMU;

— M3y4YEHHEe METOJIOB TTOCTAHOBKH, IMIOATOTOBKH M PEIICHUS HAYYHBIX, HHKCHEPHO-TEXHUUECKUX
M OKOHOMHYECKMX 3a7ad B OOJIACTH TEJNCKOMMYHHKAIIMA C WCIOJIh30BAHHEM COBPEMEHHBIX
WH(POPMAITMOHHBIX TEXHOJIOTHH.

2. MECTO JUCIHMIIVIMHBI B CTPYKTYPE OIIOII BO

JlucuumniamHa — ABIAETCS  KOMIIOHGHTOM — oOsi3arenbHONM  vactu  brmoka 1 ocHOBHOM
npodeccuoHanbHONH 00pa30BaTeNbHOM MPOrPaMMbI  BBHICIIIETO OOpa30BaHUS [0 HAIMPABICHUIO
noaroroBku 44.03.01 [lemaroruveckoe oOpa3oBaHue, HaNPaBICHHOCTH (Mpoduias) — Mubopmarrka u
MH(POPMALMOHHBIE TEXHOJIOTUH B OCHOBHOM U CPEIHEM 00IIleM 00pa30BaHUU.

3. INEPEYEHb IIVIAHUPYEMBIX PE3VJIIBTATOB OBYUYEHHUSA 110
JAACHUIIJIMHE, cooTHeCeHHBIX ¢ MHAMKATOPAMM [JOCTHKEHHMSI KOMIIEeTeHIIUil
YK-1, OIIK-9 npeacrasiied B Tadjanue:

Taoauua 1. Pe3yasTarbl 00yuyeHus

Kon HaunmeHnoBaHue HNnpexe u HaumMeHoBanue | JleCKpUMITOPbI — OCHOBHbIE PU3HAKHU OCBOEHMS
KOMIIeTe KOMIIEeTeHIINH HHIHKATOPA CoAep:KaHUSA (moka3aTesin JOCTUKEHUS Pe3yabTaTa)
HIINH KOMIIEeTeHIINH
YK-1 CriocobeH YK-1.1. Criocoben - 3uamwb: MeTonpl U HHCTPYMEHTBI IOUCKA
OCYIICCTBIIATh OCYIICCTBIIATE TIOUCK H HHPOPMAIIUH, OCHOBBI KPUTHIECKOTO
MOUCK, KPUTUYECKUH | KpUTUUYECKUI aHAIN3 MBIIIUICHUSL.
aHaJIU3 U CUHTE3 nHpopmaru - Vmuems: OcymecTBnATh IOUCK
nHpopmaruu, nH(OpPMALUK B Pa3INYHBIX UCTOYHUKAX,
MPUMCHSTh KPUTHYECKH OIICHUBATh U aHAJIH3UPOBATh
CHUCTEMHBIN ITOIX0] MIOJTyYCHHBIE JaHHBIE.
JUTSL pETICHHST - Bnadems.: HaBbikamMu 3G GEKTUBHOTO
MTOCTABJICHHBIX 3a/1a4d rmorcka MH(pOpMaIMK U KPUTHIECKOTO
aHaJIN3a JaHHBIX.

Pabouas mporpaMma 1 OLIEHOYHBIE MaTepHaibl o quciuiumae «KommbsroTepHasie cetn» — 3 c1p.



YK-1.2. Criocoben
HpI/IMeHHTB CI/ICTCMHI:Jﬁ
MOAXO JUISL PELIEHUS
[OCTABJIEHHBIX 3a/1a4

3namy: TIpUHIUTIBI 1 METO/ABI CHCTEMHOTO
MIOJIX0/1a, OCHOBHBIE ATAITBI PELICHHUS
3azad.

Ymemo: ®opmynupoBats 3ana4u,

pa3pabaTbIBaTh U Pea30BEIBATE
KOMILUTCKCHBIC PEIICHUS.

- Brnaoemw: HaBrlkaMu CHCTEMHOTO
MBIIIJIEHUS] U METOJaMH PELICHUS
CIIO>KHBIX 3aJ1a4.

OIIK-9 - 3name: NpUHIUILI PA0OTHI COBPEMEHHBIX

Cnocoben nonumars | OIIK-9.1. Cnocoben p p vp
HHGOPMAITHOHHBIX TEXHOJIOTHH.
MMOHUMATh TIPUHIIUIIBI

NPUHIUIBI pabOThI
- Yumems: noHMMAaTh IPUHIUIIEL PAOOTHI

COBPEMEHHBIX PaboThI COBPEMEHHBIX
COBPEMEHHBIX HH(POPMALOHHBIX
HHPOPMAITHOHHBIX MH(POPMAITHOHHBIX .
. . TEXHOJIOTHH.
TEXHOJIOTHH U TEXHOJOTHH

- Brademwv: HaBBIKaMU paboOTEHI C

HCIIOJIB30BaTh UX IJIA
COBPCMCHHBIMU I/IH(l)OpMaIII/IOHHLIMI/I

peuieHus 3aga4

. TEXHOJIOTHUAMH.
npodheCCHOHATEHON 3 ;
- Hamb: IPUHIUIIBI PAOOTEI COBPEMEHHBIX
eATELHOCTH OIIK-9.2. Criocoben P P vp
MH(OPMALIMOHHBIX TEXHOIOTHIA.
HCIIONB30BaTh
- Ymems: pemars 3agaun
COBPEMEHHBIE

po(heCCHOHANBHON AEATEIbHOCTH.

nH(OpPMaITMOHHBIE
- Braoemu: HaBbIKAMU UCIIOJIb30BAHHS

TEXHOJIOTHH JUISl PELLICHHS
3amad npodeccroHanbHOM
JeATeIbHOCTH

MPUHIOUIIOB pabOTHI COBPEMEHHBIX
MH()OPMALTMOHHBIX TEXHOIOTHH.

4. CTPYKTYPA U COAEP KAHUE JTUCIIUITVINHBI

4.1. O0beM [AUCHUIJIMHBI B 3a4eTHBIX €IUHUIIAX C YKa3aHHEM KOJMYecTBa
aKa/JIeMUYeCKUX YaCOB

OO6mast TpyIOEMKOCTh YYEOHOW AUCIUIUIMHBI COCTaBIseT 5 3aueTHBIX eawHul], 180 dacos,
BKJIIOYasi BC€ JOPMBI KOHTAKTHOM M CAMOCTOATEIHHON PaOOTHI O0YJAIOIIHUXCS.

O0BbeM TMCHUITHHBI 110 Y4e0HOMY IUIAHY COCTABIISAET —

5 3auéTHbIX equHuL = 180 akageMUYeCKUX 4acoB.

KonrakTHas pabdora o0y4yaromerocs (CTyIeHTbI) ¢ HAYYHO-IIEAArOTMYeCKHM Pa00THUKOM
oprasHusauuu (Bcero) - 62 akageMUYeCKUX Jaca,

B TOM 4HCJIE:

Jlexumonnsble 3ansaTus (Jlek.)

[Ipaktuueckue 3anarus (Ip.) - 36 akaJIeMUYECKUX YacoB,

Koncynprauuu (Kosc.) - 2 aKaJIeMMYECKHUX Yaca.

CamocrosTeabHas padora o0y4yaromerocs (CTyIeHTa):

CamocrositensHas padota (CP) - 73 akageMUYeCcKX Jaca,

Tekymui KOHTPOJIb yCIIeBaeMOCTH

U MPOMEKYTOYHO-3204HAs aTTecTanus odyuyarouerocs (CTyIeHTa):

Yacsl Ha KOHTPOJIb - 45 akaJIeMUYECKUX YaCOB.

- 24 akaieMHYECKHUX Yaca,

Taoauna 2. O0bEM T CHUNINHBI

Buabl yueOHoil e TeJIbHOCTH,
BKJII0YAsl CAMOCTOSITEJILHYI0 PadoTy
o0yvarouuxcsi (CTyIeHTOB), Konawbl

No Pa3nesi/Tema Cemectp/ .
H TPYI10EMKOCTD (B aK. yacax) ¢GopmMupyembIxX

itaid A R Kype KOMIIeTEeH NI

Pabouas mporpamMma 1 OLIEHOYHBIE MaTepHaibl o quciuiumae «KommbsioTepHsie cetn» — 4 c1p.



Buabl yueOHbIX 3aHITHH 110
JUCHHUILIHHE Camocr
OSITEJILH
Koncynnb a
Jlek. Ip. Ty pa6ora
1 Tema 1. Beenenue B 3 cemectp/ 1 3 ) 5 VK-1.1, VK-1.2
KOMITBIOTEPHBIC CETH 2 Kypc
) Tema 2. Monens OSI u 3 cemectp/ ) 4 ) 6 OIIK-9.1,
TCP/IP 2 Kypc OIIK-9.2
3 Tema 3. Ousnueckuit 3 cemectp/ 2 2 ) 6 OIIK-9.1,
YPOBEHD 2 Kypc OIIK-9.2
. 3 cemectp/ OIIK-9.1,
4 Tema 4. KananbHblil ypOBEHb 2 kype 2 2 - 6 OITK-9 2
5 Tema 5. CereBoil ypoBEHb 3 cemecrp/ 2 2 - 6 OIIK-9.1
2 Kypc
6 Tema 6. TpancnopTHbIi 3 cemectp/ 2 > ) 6 OITK-9 2
YPOBEHD 2 Kypc
7 Tema 7. [TpuknamHOi 3 cemectp/ ) ) ) 6 VK-1.1,
YPOBEHD 2 Kypc OIIK-9.1
Tema 8 Anpecanus u 3 cemectp/ OIIK-9.1,
8 2 2 - 6
MapIIPyTU3AIHS 2 Kypc VK-1.2
3 cemectp/ OIIK-9.1,
9 Tema 9 BectipoBomgHbIe cetn 2 kype 1 3 - 6 OIIK-9.2
3 ceMecTD/ VYK-1.1, VK-1.2,
10 Tema 10 IToaroroBka k 3a4ety ) P - 2 - 6 OIIK-9.1,
ype OIIK-9.2
11 Tema 11 CeteBble ycTpoiicTBa 4 cemecrp/ 2 2 - 2 VK-1.2
2 Kypc
12 gsc:;)z;ﬁoif{zeBTSICTeMH u 4 cemecp/ 1 3 - 2 YK-1.1,
2 Kypc OIIK-9.1
AJIMUHHUCTPUPOBAHUC
13 Tema 13 CeteBbie npoTokonsl | 4 cemecTp/ 1 3 ) > OIIK-9.1,
0€30I1aCHOCTH 2 Kypc OIIK-9.2
Tema 14 BuptyasnbHbie 4 cemecrp/
14 yactHble cetu (VPN) 2 Kypc ! ! ) 2 OIIK-9.1
15 Tema 15 OGnaunbie 4 cemectp/ 1 1 ) ) VK-1.1
BEIUMCIICHUS U CETH 2 Kypc
Tema 16 CoBpeMeHHbIE 4 cemectn/ VK-1.1, YK-1.2,
16 TEH/ICHIIUU B PA3BUTHH 2k P 1 1 - 2 OIIK-9.1,
KOMITbIOTEPHBIX CeTei ype OIIK-9.2
4 comectn/ YK-1.1, VK-1.2,
17 Tema 17 Utorosoe 3aHsiTue Cze ceTp 1 1 2 2 OIIK-9.1,
pe OIK-9.2
3-4
HUTOrOo 73 ak.
ceMecTpsl/ 62 ak. yaca -
aymuTOPHBIX YacoB/CP: yaca
2 Kypc
3.4 9 ak. yacoB
Yachl Ha KOHTPOITH cemecTpsy (¢popma npomMe:KYTOUHOM aTTecTAlUU — 3a4eT — 3 cemMecTp)
36 ak. yacoB
2 Kypc .
(dopMa NpoOMeKYTOUHON aTTEeCTAIIMN — YK3aMeH — 4 ceMecTp)
3-4
BCETIO ak. yacos: cemecTpbl/ 180 akageMHYeCKHX YacoB
2 Kypc

5.2. TemaTn4yeckoe comepsKkaHue IUCHUANINHbBI
* KONMYECTBO aKaJIEMUYECKHUX YaCOB M BUJIBI 3aHATHH MpeIcTaBiIeHbl B Tabmuie No 2.

3 cemecTp

Pabouas mporpaMma 1 OLIEHOYHBIE MaTepHaibl o quciuiumae «KommbroTepHsie cetn» — 5 c1p.




Tema 1: BBeieHne B KOMIIbIOTEPHBIE CETH
Hcrtopust pazButusi koMmrbloTepHbIx cereil. OcHOBHblE (YyHKIMM U 3afaun ceteil. Knmaccudukanus
ceTel o pa3Nu4HbIM KpUTepusiM. O030p CETEBBIX apXUTEKTYP U TOMOJIOTHH.

Tema 2: Moaeas OSI u TCP/IP
Monens OSI: ypoBuu, pyHkmun u npoTtokosbl. Ctek mpoTokonoB TCP/IP: apxuTekTypa u KItO4YeBbIC
npotokoinbl. CpaBHenue moaeneit OSI u TCP/IP.

Tema 3: @usuveckuii ypoBeHb
OcHOBHbIE KOHIIENIMH U TEXHOJIOTHH (u3nyeckoro ypoBHs. Cpenbl nepeadyn JaHHbIX: IPOBOJHBIE U
OecripoBoHbIE. TEXHOIOTHU KaOeIbHBIX CUCTEM: BUTas apa, KOAKCUAIbHBIN Ka0elb, ONTOBOJIOKHO.

Tema 4: KanaJbHbIi YPOBeHb
OYHKIUA W TPOTOKOJBI KaHaabHOTO ypoBHS. MAC-ampecainus W ymnpaBieHHE JOCTYIIOM K Cpeje.
Texnonoruu kananbHoro yposss: Ethernet, Wi-Fi. MeToab! 06Hapy>kxeHUsI U KOPPEKLUHU OIINOOK.

Tema S: CereBoil ypoBeHb
OYHKIMM U MPOTOKOJIBI ceTeBoro ypoBHs. [P-ampecanus u mapupyrusanus. [Iporokonsr IP, ICMP.
BrHyTpeHHME U BHEIIHHE MAapLIPyTU3aTOPBI, AJITOPUTMBI MApIIPYTU3ALUH.

Tema 6: TpaHncnopTHBI YpOBeHb
OyHKIMM M OPOTOKOJBl TpaHcrmopTHOro YypoBHs. Ilporokonst TCP u UDP: ocoGenHoctu u
IpUMEHEHHE. YIIpaBleHHe CeaHCaMU, TOTOKaMHU U KOHTPOJIEM OIIMOOK.

Tema 7: IlpukiaagHoil ypoBeHb
OYHKIMM U MPOTOKONIBI MpukiaaaHoro ypoBHsa. OcHoBHble nportokonbl: HTTP, FTP, SMTP, DNS.
CereBble NPUIIOKEHUS U CITY>KObI: BeO-CepBEpbI, TOYTOBBIE CEPBEPHI.

Tema 8: Anpecanus 1 MapIIpyTH3anus
[P-anpecamusi: [Pv4 u I1Pv6. Tlogcetn m wmacku mnoxacereit. Cratudeckas W JUHAMUYECKast
Mapupyrtusanus. [Iporokonsr mapmpytusanuu: RIP, OSPF, BGP.

Tema 9: becipoBoaHbIe ceTH
OcHOBHbBIE KOHIICTIIIMA M TEeXHOJOruM OecnpoBomHbiXx cereid. Crammaptel Wi-Fi, Bluetooth, NFC.
Moobunbusle cetd u texuonorun 4G/5G.

Tema 10: IloaroroBka K 3a4ery
[ToBTrOopenue u 00600IIEHHE MPOMACHHOTO Marepuaina. PemeHrne THUMOBBIX 3a/lad W BOMPOCOB IS
3a4era.

4 cemecTp
Tema 11: CeTeBble ycTpOlCTBA
MapipyTuzatopbl, KOMMYTaTOpPbl, MOCTBl M TUIIO3bI. [IpuHIUIBI pabOThl W HACTPOWKA CETEBBIX
YCTPOICTB. YIpaBisieMble 1 HEYNpaBIsieMble YCTPOUCTRA.

Tema 12: CeTreBble OnepaniOHHbIE CHCTEMbI H A/IMUHUCTPUPOBAHHUE
O0630p cereBbix omepammoHHbIX cucteM (Cisco 10S, Windows Server, Linux). Hactpoiika u
aJIMUHUCTPUpPOBaHUE ceTell. IHCTpYyMEHTBI M YTHIIUTHI JUIsl CETEBOTO aJMUHUCTPUPOBAHHSI.

Tema 13: CeTeBble NPOTOKOJIbI 0€30I1ACHOCTH

OcHOBHBIE yTpO3bl M MeTOAbl 3amuThl cereil. [Iporokonsr 6ezomacnoctu: SSL/TLS, IPsec, SSH.
MexceTeBble SKpaHbl U CUCTeMbI oOHapykeHus: Bropxkenuii (IDS/IPS).

Pabouas mporpamMma 1 OLIEHOYHBIE MaTepHaibl Mo quciuiumae «KommbsroTepHsie cetn» — 6 cTp.



Tema 14: Bupryanbnbie yactabie cetu (VPN)
OcHoBbl u mpuHmunsl pab6orel VPN. Tumet VPN: PPTP, L2TP, OpenVPN. Hactpoiika u
ucnonb3zoBanue VPN [u1s 3a1UThl TaHHBIX.

Tema 15: O01auHbIe BLIYUCJICHUSA U CETH
OcHOBBI 00avHBIX BBIYUCICHHH. CeTeBble acleKThl 00JauyHbIX CEpBHCOB. Monenu o0CTyKUBaHUS:
[aaS, PaaS, SaaS. BupTtyalibHble ceTH U UX IPUMEHEHHE B 00IaYHBIX HHPACTPYKTypax.

Tema 16: CoBpeMeHHbIe TEHACHIMH B PA3BUTHH KOMIIBIOTEPHBIX ceTeil
HoBele TenaeHunun u TexHonoruu B oOmactu KommbioTepHbIXx ceteil. Wurtepner Bemieit (IoT),
nporpamMmmHo-onpenensiemble cetd (SDN), cereBbie dynkiun Bupryanuszanuu (NFV). [lepcnextuBs
Pa3BUTHSA U UCCIIEOBATEIbCKIE HAIIPABIIEHUS B 00JIaCTH CETEBBIX TEXHOJIOTUH.

Tema 17: UTorosoe 3ansaTue
[ToBTOpenune u oOoOIIeHHE MPOIICHHOTO Marepuana. PelieHHe THUMOBBIX 3a/lad U BOIMPOCOB IS
JK3aMeHa.

5.2.1 Conep:xanue NpaKTHYeCKUX 3aHATHI

YPOBeHb

Ta0auua 3
Ne Oo6bem B HaumeHoBaHMe TeMBbI ConeprxaHue MPaKTHYECKOTO 3aHITUS
n/n aK.yac. (pa3aena) AMCHUIINHBI
3 cemecTp
1 [pakTtunyeckoe 3anaTHe | 3amanue: V3ydeHue UCTOPUH U KIACCH(PHUKAINN KOMITBIOTEPHBIX
1: BBenenue B cerei. llogroroBka mpe3eHTaUUMM @O OAHOM H3 CETEBBIX
3 KOMIILIOTEPHBIE CeTH TEXHOJIOTHH.
Ienb: O3HAKOMHUTBCS C OCHOBHBIMHM 3TallaMH pa3BUTHI U
knaccudukanyeil KOMIBIOTEPHBIX ceTeld. Pa3BUTh HaBBIKH
IOMCKa MH(OpMAIMK ¥ IPE3ESHTAIIH.
2 IIpakTnyeckoe 3anaTHe | 3amaHue: AHaIM3 M CPaBHHUTEIBHOE HCCIICAOBaHME YPOBHEH
2: Moaeas OSI n mozeneit OSI u TCP/IP. CocraBieHune TaOMUIBI COOTBETCTBUI
4 TCP/IP MEX/ly YPOBHSIMH.
Henp: W3yunte u cpaBHuth Mogenu OSI u TCP/IP, monsTh
(YHKIMY ¥ IPOTOKOJIBI KQYKIOTO YPOBHSL.
3 IpakTnueckoe 3anaTue | 3aganue: IIpakTudeckoe HM3ydeHHUE pa3NUUHBIX Cpe] Iepenadu
3: ®usuyeckuii ypoBeHb | NaHHBIX M TEXHOJOTMH KaOelbHBIX cHcTeM. [IpoBenenune
) SKCIICPUMEHTOB C BHUTOW Mapoi, KOAKCHAJIbHBIM KabereM u
OTNITOBOJIOKHOM.
Llens: IloHATH MpUHOMIBI PaOOTEI U OCOOEHHOCTH PA3IMYHBIX
CpeJl IIepeiauu IaHHBIX.
4 [pakTnyeckoe 3anaTue | 3amanme: HacTpoiika W TeCTHpPOBaHHE CETEBBIX YCTPOWCTB Ha
4: KananbHbI YpOBeHb | KaHAIPHOM YpOBHE (KOMMYTAaTOpPbl W MapIIpyTH3aTOPHI).
2 Hccnenoranue padbotel mpotokonoB Ethernet u Wi-Fi.
Lenp: U3yunth (yHKIMHM M MPOTOKONBI KaHAJIbHOTO YPOBHS,
0CBOUTb 0a30BbI€ HABLIKA HACTPOMKHU CETEBLIX YCTPOUCTB.
5 IpakTuyeckoe 3anaTue | 3amanue: KoHdurypanus ¥ TeCTHpPOBaHUE MapILpyTHU3aTOPOB.
5: CeTeBoii ypoBeHb Hactpoiika cratmueckol M IUHAMHUYECKOM MapLIpyTHU3allUU C
2 ucnons3oBanueM nporoxonos RIP u OSPF.
Hens: Ilomsts npunnuns! IP-agpecanuu u MapuipyTusanum,
OCBOUTh HACTPOMKY MapIIPYyTH3ATOPOB.
6 IIpakTHyeckoe 3anaTHe | 3amanme: M3ydenue paborsl mporokosoB TCP wu  UDP.
6: TpaHcnoOpTHBII PazpaboTka © TECTHpPOBaHHE CETEBBIX MPWIOKEHHHA C
2 YPOBeHb HCTIONIb30BaHUEM 3THX MPOTOKOJIOB.
Hemb: OcBouTh (QYHKOMM © OCOOCHHOCTH IPOTOKOJIOB
TPAHCIIOPTHOTO YPOBHSI.
7 [pakTtnyeckoe 3anaTHe | 3amanne: Hactpoiika u TectupoBanue cereBsx ceprcoB (HTTP,
) 7: IlpuknagHoii FTP, DNS). Pa3pa6oTka nmpocroro Beb-cepBepa.

Henb: [oHsaTh (GYHKIMH M MPOTOKOJIBI MPUKIAJHOTO YPOBHS,
OCBOHTH 0a30BbIe HABBIKM HACTPOWKHU CETEBBIX CEPBHCOB.
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8 IIpakTuyeckoe 3anaTue | 3ananue: Co3naHue M HacTpoiika mozacereid. Kondurypaums u
5 8: Anpecanus n TECTUPOBAHUE NMPOTOKOIOB MapiipyTusanuu BGP.
MapIIpPyTU3alUs Hens: OcBouts npunuunel [P-agpecanuu, mnoacered wu
IIPOTOKOJIOB MapIIPyTU3ALIUU.
9 IIpakTHyeckoe 3anaTHe | 3amanme: Hacrtpolika M TecTHpoBaHHE OECHPOBOJHBIX CETEH.
3 9: BecnipoBoAHBIE CETH W3yuenue cranpaproB Wi-Fi n Bluetooth.
Lens: [TonsaTs NpUHIMIBI pabOTHI OECTIPOBOIHBIX CETEl, 0CBOUTH
WX HACTPOUKY.
10 IIpakTHyeckoe 3aHsITHE 3ananue: PenieHne TUMOBBIX 3a7a4 U BOIPOCOB IO NPOHAEHHBIM
) 10: IoaroroBka K TemaM. OOCy)IeHHE CIOKHBIX BOIIPOCOB U paz0op OIMHUOOK.
3a4yeTy Hemnp: TToBTOpenne m 0000mIEeHNEe TPOWICHHOTO MaTepHaia IS
YCTEITHOHN c1a4y 3a4eTa.
4 cemecTp
11 [pakTtuyeckoe 3anaTue | 3amanme: Hacrpoiika © TeCTHpPOBaHWE MAapUIPyTH3aTOPOB,
11: CeteBble KOMMYTaTOpOB W MOCTOB. VM3ydeHHe ympaBlIieMbIX U
2 ycrpoiicTBa HEYTIPaBIISIEMBIX CETEBBIX YCTPOICTB.
Ilens: OcBOMTH NPUHLUNBI PabOTI M HACTPOWKU Pa3IMIHBIX
CETEBbIX YCTPOMCTB.
12 IMpakTnyeckoe 3aHsiTHe | 3amaHue: YCTaHOBKA W HACTPOWMKA CETEBOW OMEpaIMOHHOMN
12: CerteBble cucteMbl. HacTpoiika ceTeBbIX C1y0 M MPOTOKOJIOB.
3 onepanyvoHHbIE Ienb: OcBoWTh HAaBBIKM  AJAMUHHCTPHPOBAHUS  CETEBBIX
CHCTEMBI 1 OIEpallMOHHBIX CUCTEM.
aIMHHUCTPUPOBaHHE
13 IIpakTHyeckoe 3anaTue | 3aganue: Hacrpoiika u TeCTHpOBaHUE ITPOTOKOIOB OE30MACHOCTH
3 13: CereBble (SSL/TLS, IPsec). YcraHoBKa U HacTpOIKa MEKCETEBOTO AKpaHa.
MPOTOKOJIBI Henb: M3yunTh OCHOBHBIE METOABI 3aIUTHI CETEH, OCBOMUTH
0e30MacHOCTH HAaCTPOMKY IMPOTOKOIOB O€300acCHOCTH.
14 IpakTtnueckoe 3anaTue | 3aganue: Hacrpoiika u TtectupoBanue VPN. W3yueHue
| 14: BupryanbHble paznuuHbIX TUNIOB VPN 1 ux npumeHeHue.
yacTHble ceTd (VPN) Hemp: OcBouts mnpuHOUNBl paboTel VPN, HayunTecs uX
HACTPOUMKE U MCHOIb30BAHUIO.
15 [pakTuyeckoe 3anaTHe | 3amanne: Pa3BepTriBaHMEe W HAcTpoiika OOJIaYHOTO CepBHCa.
1 15: Od1aunbie HccnenoBanne ceTeBHIX acleKTOB OOJIagyHBIX CEPBHCOB.
BbIYMCJIEHUA U CETH Henp: TloHATh NpUHOMMBI PAOOTHI OOJNIAYHBIX BBIYHCICHUH H
CeTei, OCBOMTh HABBIKM UX PAa3BEPTHIBAHMUSI.
16 IpakTnyeckoe 3anaTue | 3amanue: IloaroroBka pedepara Mo COBPEMEHHBIM TCHICHIUAM B
16: CoBpemeHHbIe pa3BUTUH  ceTeBbIX  TexHosoruil. HccimegoBaHue  HOBBIX
1 TeHACHUMHU B Pa3BUTHH texHonoruit (IoT, SDN, NFV).
KOMIBIOTEPHBIX ceTel enb: O3HAKOMUTBCSI C HOBBIMM TEHJCHIUSAMHU U TEXHOJIOTHSIMU
B 00J1aCTH CETEBBIX TEXHOJIOTHH.
17 IIpakTnueckoe 3anaTHe | 3amaHue: PenieHne TUNOBBIX 3a/au U BONPOCOB Ul MOATOTOBKU
17: UtoroBsoe 3ansiTHE K 9Kk3aMmeHy. OOcyk/leHHE KIIOUYEBBIX TEM M Pa30bop CIOXKHBIX
1 BOIIPOCOB.
Llens: IToBropenne u 0600ImIEHNE MPOIICHHOrO Marephaia JUIsl
YCIICITHOM c/1a4i SK3aMeHa.
5.2.2 Conep:xaHue caMOCTOSITeIbHON PadoThI
Taoauna 4
Ne CamocTrosiTes b Koab1 komm. HaumeHnoBanue XapakTep 3aHATHII ¥ HeJIb
n/n Hasi padora HHIHK H KpaTKoe
o0yuarouuxcs conepikanne
(ak. yac)
3 cemecTp
1 1. U3yuenue 3ananue: IIpounTtars peKOMEHJOBaHHBIE ITIaBHI U3
JINTEPaTyphl N0 | y4COHHKOB o UCTOpUU pa3BUTHSA u
5 VK-1.1, VK-1.2 | BBeaeHuio B KIaccU(PUKAMM KOMIBIOTEPHBIX ceTeil. M3yunTs
KOMIIBIOTEPHbIE | OCHOBHBIC (PYHKIIMH U 3a]adH CETEH.
ceTu
2 6 OIIK-9.1, 2. U3yuenne 3amanwue: [IpountaTs M1aBbl U3 YICOHUKOB U CTATEH
OI1K-9.2 moaeau OSI u no moxenar OSI m TCP/IP. U3yunts QyHKIMH U
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TCP/IP

IIPOTOKOJIbI KAXKJI0I'0 YPOBHS.

3 3. N3yuenne 3amanue: M3yunte ydeOHBIE MaTepHallbl IO
OIIK-9.1, ¢pusuyeckoro (u3MYeCKOMY YpPOBHIO, CpelaM Iepeiadd JaHHBIX
OIIK-9.2 YPOBHS U TCXHOJOTHUAM KaOENBHBIX CHCTEM. Pemmth
3aJ1a4M 110 BEIOOPY M HACTPOMKE CpeJibl Iepeiadu.
4 4. N3yuenne 3aganue: [Ipounrtarh IaBel y4eOHHKOB 110
OIIK-9.1, KAaHAJbHOI0 KaHaJIbHOMY YPOBHIO, IIPOTOKOJIAM M aJITOPUTMAaM
OIIK-9.2 YPOBHA JocTyna K cpefe. Pemmuts 3agaun Mo HacTpolke
CETEBBIX YCTPOMCTB HA KAHAILHOM YPOBHE.
5 5. U3yuenue 3aganue: M3yuuth ydeOHbIE Marepuaybl 110
OITK-9.1 ceTeBoro IP-agpecanum  u  wmapupytuzanuu. Hactpoutsb
YPOBHS MapIIpyTHU3alHui0 C HCIOIB30BAaHWEM IPOTOKOJIOB
RIP u OSPFE.
6 6. M3yuenue 3amanme: IlpounTaTh TIaBEI W3 YYEOHHKOB IIO
OITK-9.2 TPAHCIOPTHOIO | TpaHCHOPTHOMY ypoBHIO, mpotokoiam TCP u UDP.
YPOBH# Pazpaborars u IPOTECTUPOBATh  CETEBOE
IPUIOKEHHE.
7 7. U3y4enue 3amanue: IIpounTtars ydeOHBIE Marepuanbl IO
VYK-1.1, NPUKJIATHOTO npotokosiam mnpukiagaoro yposus (HTTP, FTP,
OIIK-9.1 YPOBHA DNS). Hactpouts u mnpoTecTHpOBaTh CETEBHIC
CEPBHCHL.
8 8. U3yueHnue 3aganue:  M3yunTh TaBel  y4eOHHKOB MO
OIIK-9.1, aJpecanyu U IP-agpecaun u  moacerssm.  Hactpoutrs u
VK-1.2 MapUIPYTU3alH | IPOTECTUPOBAThH MapIIPYTU3ALHUIO c
U ucnons3oBanrueM BGP.
9 OITK-9.1 9. U3yueHnue 3ananue: [lpounrtars yueOHBIE MaTepHaNbl 110
OHK-9‘.2, 0ecnpoBOIHBIX cranmapraM OecnpoBomHBIX ceredl. Hactpouts u
cereii IIPOTECTHPOBATH OECIIPOBOHBIC CETH.
10 VK-1.1, YK-1.2, | 10. HoaroroBka | 3ananue: PemieHue TUIOBBIX 3aa4 U KOHTPOJIbHBIX
OIIK-9.1, K 3a4eTy BOIIPOCOB M3 YUYEOHUKOB M METOAMYCCKUX MOCOOMI
OIIK-9.2 JUIS TIONTOTOBKH K 3a4eTy.
4 cemecTp
11 11. U3y4yeHue 3amanme: M3yunte y4yeOHBIE MaTepHANBl IO
YK-1.2 ceTeBbIX CETEBBIM YCTpOHCTBaM. Hacrpouts
YCTPOIiCTB MapIIpyTHU3aTOPbl U KOMMYTaTOPbL.
12 12. A3yuyenue 3amanme: IlpounTaTh TIaBEl W3 YYEOHHKOB IIO
ceTeBbIX CETEeBBIM OINEPAIMOHHBIM cucTeMaM. HacTpouts
YK-1.1, ONEePAlMOHHBIX | CETEBBIC CITYKObI U TPOTOKOJIBI.
OIIK-9.1 CHCTEM M
AIMMHUCTPHUPO
BaHHeE
13 13. N3yuyennue 3aganue: M3yuurh yueOHblE Marepuaybl 110
OIIK-9.1, CeTeBBIX nportokosiam  OesomacHoctu  (SSL/TLS, IPsec).
OIIK-9.2 NPOTOKO0JI0B Hactpouts u mpoTecTupoBaTh MEKCETEBOM IKPAH.
0€e30aCHOCTH
14 14. U3yuenne 3ananue: [Ipounrtars miaBel yuyeOHHMKOB 1o VPN.
OIK-9 1 BHPTYILHBIX Hactpouts u nporectupoBars VPN-coeaunenue.
YaCTHBIX ceTei
(VPN)
15 15. U3yuenne 3amanme: M3yunte y4yeOHBIE MaTepHANBl IO
VK-1.1 00JIAYHBIX 00NIaYHBIM BBIYUCICHUSAM. Pa3BepHyTh 1 HACTPOUTH
BbLIYMCJIEHUI U 00IauHBIN CEpBHC.
cerei
16 16. A3yuyenue 3amanme: M3y4uTh CTaThll W HCCIENOBAHHS 1O
VK-1.1. VK-1.2. | coBPeMeEHHbIX HOBBIM TEHICHIMAM M TEXHONOTHAM B oOmacTu
OHI,<-9.1, > | TenaeHU NN B ceTeBbIX TexHojorui. [lonroroButs pedepar.
OITK-9 2 pa3sBUTHHU
KOMIbIOTEPHBIX
cereii
17 VK-1.1, VK-1.2, | 17. HonroroBka | 3ananue: PelieHue TUIOBBIX 3371a4 U KOHTPOJIbHBIX
OIIK-9.1, K 9K3aMeHYy BOIIPOCOB  JJI1  IOAIOTOBKM K  3K3aMEHY.
OIIK-9.2 [ToBTOpEHKE MPOKIEHHOTO MaTepyara.
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5.  VUYUEBHO-METOJIMYECKOE W  HWH®OPMALIMOHHOE OBECIEYEHUE
TACIATITAHBI

5.1. Ucnosnb3yeMoe mporpaMmMHoe odecrieyeHme:

Microsoft Windows 11 Pro mnu ananoruunas OC, Bkirouas 1uctpuOyTuBbl Linux, Hampumep,
Debian, Ubuntu, OpenSuse, B TOM 4ncClIe OTEYECTBEHHOTO MPOU3BOACTBa, Hanpumep, OC Astra Linux
Common Edition (Pazpab6otunk: AO «HIIO PycbUTex»), OC «POCA» (Pazpaborumk: «HTL[ UT
POCAV).

Microsoft Office 365 nnu ananoruuselii opucHsli naket, Hanpumep, OpenOffice, LibreOffice,
ONLYOFFICE, B TOM uuciie OTE€UeCTBEHHOTO MPOU3BOACTBA, Harmpumep, MoitOduc (Pazpaborumk:
00O «HoBbie 00agHBIC TEXHOTOTUNY ).

Adobe Reader win ananornunsiii npocmorpiuk PDF, nanpumep, Okular, Foxit Reader, B Tom
YuCie 0TeuecTBeHHOro mpousBoacTea, Hanpumep, Okymsap [OCT (Pazpadoruanx: OOO «Jlaboparopus
50»).

Google Chrome niu aHanoruuHslii Be6-0paysep, Hanpumep, Microsoft Edge, Mozilla Firefox,
B TOM WYHCJE OTEYECTBEHHOTO NPOM3BOACTBA, Hampumep, Annexc.bpaysep (Paspaborumk: OOO
«SHmexey).

5.2. Ilepeyenr pecypcoB HHGPOPMALMOHHO-TEJEKOMMYHUKANMOHHON ceTH «UHTEepHeT»,
HEOOXOIMMBIX [IJISl 0CBOEHMSI TUCUUIIJIMHBI (MOLYJIs1)

1. DnexrponHo-6mbnuoreunas cucrema BOOK.RU [OnekrponHslit pecypc]. - Pexum pocrtymna:
https://book.ru/

5.3. CoBpemenHble npodeccHOHAJBbHBbIE 0a3bl JAaHHBIX M HH(OPMaNMOHHBIC CIPaBOYHbIE
CHCTEeMBbI:

Ooyuaromumcs (6akanaBpam) odecriedeH A0CTyn (YIaJIeHHBIH TOCTYI), B TOM YHCJE B clydae
NPUMEHEHHUS 3JEKTPOHHOTO OOydYeHHs, JUCTAaHLIMOHHBIX O00pa30BaTEeIbHBIX TEXHOJIOTHH, K
COBPEMEHHBIM MPO(GECCHOHANBHEIM 0a3aM JaHHBIX M HH()OPMAIMOHHBIM CHPAaBOYHBIM CHCTEMaM
(noonescawyum obHoBIEHUIO NPU HEOOXOOUMOCTUL), & UMEHHO:

1. Koncynprautllntoc:  crmpaBOYHO-TIOMCKOBas ~ CUCTeMa  [DJEKTpOHHBIM  pecypc]. -

http://www.consultant.ru
Muposas mudposas oudnmnoreka: http://wdl.org/ru

Hayunas snexrponnast Oubnmmoteka «Scopusy»: https:// www.scopus.com

Hayunas snexrponnas 6ubmuoteka ScienceDirect: http://www.sciencedirect.com

Hayunas snextponnas 6ubnuoreka «eLIBRARY»: https://elibrary.ru
ITopran «['ymanutapHoe oOpa3oBanue» http:// www.humanities.edu.ru

®enepanbhblii nopran «Poccuiickoe o6pazoBanue» http:/www.edu.ru

© NN kWD

@denepanbHoe xpanunuine «EnuHas KoyieKnus TUQGPOBBIX 00pa30oBaTEIbHBIX PECYPCOBY

http://school-collection.edu.ru

9. Tlouckossie cuctemsl Yandex, Rambler u mp.

10. Dnexktponnass ~ OmOnmuorexka  Poccmiickori  TocymapcrBenHoit ~ bubmmoreku  (PI'B):
http://elibrary.rsl.ru

11. DnexkrponHo-O6ubnuoreynas cucrema http://www.sciteclibrary.ru

5.4. OcHoBHas1 JIMTEpaTypa:
1. MenbauxoB, II. II. KommbioTepHble TEXHOIOTHMH B 3KOHOMHKE: ydeOHoe mocobue / II. II.
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MenbaukoB. — Mocksa: KnoPyc, 2022. — 224 c¢. — ISBN 978-5-406-09812-7. — URL.:
https://book.ru/book/943858

Xne6uunkoB, A. A. MadopmarnmonHsie TexHomorun: yuyeonuk / A. A. XneOHukoB. — Mocksa:
KuoPyc, 2022. — 465 c. — ISBN 978-5-406-08923-1. — URL.: https://book.ru/book/942103

5.5. lonoJiHMTEIbHAA JIUTepaTypa:

Hazapos, C. B. D heKTHBHOCTS M ONTUMHU3AIMS KOMITBIOTEPHBIX CHCTEM: ydeOHOe mocodue /
C. B. Hazapos. — Mocksa: Pycaiinc, 2020. — 293 c¢. — ISBN 978-5-4365-5576-8. — URL.:
https://book.ru/book/9415465

Kopomnes, I1. C. OCHOBBI HaJIe’)KHOCTU BBIYMCIUTEIBHBIX cUcTeM: yuebHnoe mocobue / I1. C.
Kopones, C. H. ITonecckuit, B. O. [[seTtkoB, K. A. bensieB. — Mocksa: KnoPyc, 2023. — 181
c. — ISBN 978-5-406-10932-8. — URL.: https://book.ru/book/947831

5.6. [lepuonnyeckue M31aHUA
Kypnan «IIporpammupoBaHue)
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6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHHUE JUCHUITJIMHDbI

3aHATUS JEKIUOHHOTO THUINA W 3aHATHUS CEMHMHAPCKOro THMa (TMPaKkTHUECKHUE 3aHATHS) HPOXOIAT B CIEUUAIM3UPOBAHHBIX  AyJUTOPUSX,
OCHALICHHBIX IPE3EHTALIMOHHON MYJIBTUMEIUHUHON TEXHUKOU.

[TomemieHust A7 CaMOCTOSITETBHOM pabOTHl OOYYAOLIMXCSI OCHAIIEHBI KOMITBIOTEPHOM TEXHHUKOW C BO3MOXXHOCTBIO TMOAKIIOYEHHS K CETH
«MHTepHEeT» M 0OecneueHreM JOCTyIa K 3J€KTPOHHOM HH(POPMaLMOHHO-00pa3oBaTenbHol cpene Opranuzanum.

MarepuanbHoO-TeXHHMYecKas 0a3a 00pa3oBaTeIbHON OPraHU3alu:

HaumeHoBaHue 000py10BaHHBIX Y4eOHbIX KA0OMHETOB, Axpec CoOcTBeHHOCTH IHonnoe JoxymeHT -
00BbEeKTOB /151 NPOBeeHUs Y4eOHbIX 3aHATHI (MecTONoI0KeH | MJIH ONepATHBHOE HAaUMeHOBaHMe OCHOBaHHe
¢ epe4yHeM OCHOBHOIO 000pY10BaHHUSA ue) yueOHbIX ylnpaBJjeHHe, cOOCTBEHHUKA BO3HMKHOBEHHUS
Ka0MHETOB, X03s5IiCTBEHHOE (apennonareJs, npaBa (PeKBU3UTHI
00beKTOB Be/leHHne, apeHaa ceynoaaresist) Y CPOK JICHCTBUS)
JJIS IPOBeeHUst (cybapenna), o0beKTa
YueOHbIX 0e3BO3Me3IHOE HEeABHKHUMOI0
3aHATHI N0JIb30BaHMeE, HMYLIECTBA
NPaKTH4YecKas
NOAT0TOBKA
1 2 3 4 5
CneuunajJn3upoBaHHas MHOTO(pYyHKIMOHAJIbHAS 170001, be3Bo3mesnHoe Boraues JloroBop
yuyeOHass aynuTtopusi Ne 24 i mpoBeldeHUsi y4eOHbIX TBepckas MOJIb30BaHUE Cepreii 0€3BO3ME3THOTO
3aHSITHI  JIEKHHOHHOTO W  CEeMHMHAPCKOI0  THIIOB, o0acTs, AnexcaHapoBu4 MOJIb30BaHUS
rPYNNOBBIX M  MHAMBHAYAJIbHBIX  KOHCYJbTAIUI, r. TBepp, HEJBUKUMbBIM
TeKyllero KOHTPOJsi M IPOMEKYTOYHOI/ HTOroBOM ya. Cnapraka, HIMYILIECTBOM
arrecTaliid, B TOM 4HcJIe Ui OpPraHuU3aluu a. 26a Ne 01-18/H
NPAKTHYECKOi MOATOTOBKM 00y4arolMXcs, ¢ NMepedyHeM ot 01.11.2020
OCHOBHOIO odopynoBaHuUs: MUCbMEHHbBIE CTOJIBI C MPUIOKEHUAMHU
00y4JaromMXCsl; CTYbsI OOY4YaIOIIUXCs; MUChMEHHBIE CTOJIBI NoNe 1-3;
Uis  O0y4arolmuXcsi C OrPaHUYCHHBIMH BO3MOXXHOCTSAMHU
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340pOBbs; CTYJIbsA JIA O6y‘-IaIOH_[I/IXC$I C OI'paHUYCHHBIMU

CPOK JEHCTBUS

BO3MOYKHOCTSIMH 3JI0pOBBS; MUCbMEHHBIN CTOJ JIOTOBOPA:
MEarori4eckoro  pabOTHUKA;  CTYl  I€Jaroruyeckoro c 01.11.2020
pabotHuka;  Kadeapa,  MarHUTHO-MapKepHas  JIOCKa; o 30.09.2025
MYJbTUMEANHHBIA ~ TPOEKTOp;  JKpaH;  HOYTOYK ¢

BO3MOXKHOCTBIO ~TMOJKIIOUEHUs K cetu «MHTepHeT» H

obecriedeHuemM JocTyna K ANIEKTPOHHOM

MH(POPMaLMOHHO-00pa30BaTeIbHON cpene 00pa3oBaTeabHOM

OpraHu3aluu

Crnenuajau3upoBaHHasA MHOTO(QYHKIIHOHAIbHAS 170001, besBo3mesnHoe Bboraues JloroBop
yuyeOHasi aynutopusa Ne 28 i mpoBegeHHMs y4eOHBIX TBepckast I10JIb30BaHUE Cepreit 06€3B03ME3THOTO
3aHATHH  JIEKIIMOHHOTO M CEeMHHAPCKOI0  THIIOB, o0nacTs, AnekcaHapoBHY M0JIb30BaHUS
TPYNNOBBIX M HHAMBHAYAJIbHBIX  KOHCYJIbTalMi, r. TBeps, HEJIBUKUMBIM
TeKyIero KOHTPOJsi M IPOMEKYTOYHOH/ HTOroBOM yi. Cnapraka, MMYLIECTBOM
arrectauMd, B TOM 4YHCJIe I  OpraHu3anuu I. 26a Ne 01-18/H
NPAKTHYECKOH IOATOTOBKHM 00y4aloIIMXCs, ¢ NMepedyHeM ot 01.11.2020

OCHOBHOTO0  00OpYIOBaHHSI:  KOMIIBIOTEPHBIC  CTOJIBI
oOyJarommxcsi; CTyldbsi OOydYalOmUXCs; KOMIBIOTEPHBIE
CTOJIBI TSt 00yJaronuxcs c OTpaHHYCHHBIMU
BO3MO)KHOCTSIMH 3/I0POBBSI; CTYJbS JJIsi OOyYaroIIUXCs C
OrpaHUYCHHBIMH BO3MOXKHOCTSIMH 3JI0POBbSI; HCbMEHHBIN
CTOJI TIEarOTUYECKOro Pa0OTHHKA, CTYJ TEJaroruueckoro
paboTHHKa; CTeIIax TUIS y4e0HO-METOANYECKUX
MaTepuaioB, B TOM 4YHUCIE Yy4eOHO-HANIAIHBIX MOCOOUN;
MHOTO(YHKIIMOHAJILHOE  yCTPOWCTBO (TIPUHTEP, CKaHEp,
KCEpOKC);

HHTCPAKTUBHAA JOCKa,

MIPOEKTOP; HOYTOYKH C BO3MOXXHOCTBIO TIOJIKJIFOUEHHUS K CETH

MYJIBTUMEANMHBINA

«HTepHETY W O0OecredeHHueM JOCTyHa K JIIEKTPOHHON
nH(pOpMaAITMOHHO-00pa30BaTEILHON Cpelle 00pa3oBaTeIbHON
OpraHu3aIuH

C IPUJIOKEHUSIMU
NeNe 1-3;
CPOK JIEHCTBUSA
JIOTOBOpA:
¢ 01.11.2020
o 30.09.2025
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ITomemenne Ne 20 paias camMoCTOATEeNbHOH pPadoThI 170001, be3Bo3mesnHoE boraues Jlorosop
o0yyaloumuxcsi ¢ mnepedyHeM OCHOBHOIO OOOpYIOBaHUS: Teepckas 10JIb30BaHUE Cepreii 0€3B03ME3THOTO
MUCBbMEHHBIA CTON 00ydyaromierocsi; CTya oOydYaroIierocs; o0nacTs, AnexcaHipoBuY M0JIb30BaHUS
MUCBMEHHBI  CTON OOydYaromerocss ¢ OrpaHUYEHHBIMU r. TBeps, HEJIBIKUMBIM
BO3MOXKHOCTSIMU ~ 3[I0POBbS;  CTyJll  OOydYaromerocss ¢ ya. Cnapraka, HUMYLIECTBOM
OTPAaHUYECHHBIMU BO3MOKHOCTAMH 3J0POBbS; CTEJUIAXK IS . 26a Ne 01-18/H
y4eOHO-METOANYECKUX MaTeprasoB; MHOIO(QYHKIMOHATbHOE or 01.11.2020
YCTPOUCTBO (IIPUHTEP, CKaHEP, KCEPOKC); MOHOOIOKHU (B TOM C MPHIIOKESHUSAMHU
quclie, KIABUATypbl, MBIIIN, HAYIIHUKH) C BO3MOYKHOCTBIO NeNe 1-3;
MOJKIIIOUYEHHUS K ceTH «VHTepHET» U 00ecrieueHuEM 10CTyIIa CPOK JEeMCTBUS
K 9JIEGKTPOHHOM HH(QOPMaIlMOHHO-00pa30BaTeIbHON Ccpene JIOTOBOpA:
o00pa3oBaTeIbHOM OpraHU3aIun c01.11.2020
no 30.09.2025
ITomemenne Ne 25 pas camMocTosITeNIbHOH pPadoThI 170001, be3Bo3mesnHoe boraues Jlorosop
o0yyalumuxcsi ¢ mnepedyHeM OCHOBHOIO OOOpPYIOBAaHUS: Teepckas 10JIb30BaHUE Cepreii 0€3B03ME3THOTO
MMCBbMEHHBIA CTON 00yd4aromierocsi; CTya oOydYaroIierocs; o0nacTs, AnexcaHipoBuY M0JIb30BaHUS
MUCBMEHHBIA  CTON  OOydYaromerocss ¢ OrpaHUYEHHBIMU r. TBeps, HEJIBIKUMBIM
BO3MOXKHOCTSIMU ~ 3[I0POBbS;  CTyJll  OOydYaromerocss ¢ ya. Cnapraka, HUMYLIECTBOM
OTpaHUYCHHBIMH BO3MOXKHOCTSIMH 37I0POBBSI; HOYTOYK ¢ 1. 26a Ne 01-18/H

BO3MOXKHOCTBIO TOAKIIOUEHHss K ceTh «MHTepHeT» WU
obecrieueHuemM J0CTyIa K AIEKTPOHHOMN
nHPOPMaLIMOHHO-00pa30BaTeIbHON cpene 00pa3oBaTeIbHOM
OpraHM3aIK;,; MOHOOJIOK (B TOM YHCIIE, KJIaBUATYPbI, MBIIIIH,
HaYHIHI/IKI/I) C BO3MOXHOCTBIO IIOAKJIKOYCHHA K CCTH
«HTepHeTY» W oO0OecredeHHueM JOCTyna K AIIEKTPOHHON
nH(pOpMaIIMOHHO-00pa30BaTEIBLHON Cpelie 00pa3oBaTeIbHON

OpraHu3anuu

or 01.11.2020
C IPUIIOKEHUSIMU
NeNe 1-3;
CPOK JEHCTBUS
JIOTOBOpA:
c01.11.2020
o 30.09.2025
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7. OLEHOYHBIE MATEPHAJIBI JUISI TEKYLIETO KOHTPOJIA
YCINEBAEMOCTH U MPOMEKYTOYHOM ATTECTALIUM OBYYAIOIIMXCS IO
TUCHMUILIVHE

O1neHOYHBIE MaTepHalibl TEKYIIETO KOHTPOJS YCIIEBAEMOCTH M NMPOMEXYTOUHOW aTTeCTaIllH
oOyuatomuxcst 1o aucuuiimHe «OCHOBBI  MH(OPMAIMOHHOW O€30IacHOCTH»  CO3MAI0TCS B
COOTBETCTBUHM C TpEOOBAaHMSIMHU 110 aTTeCTAlMM OOYYalOIIUXCS HA COOTBETCTBHE HX YYEOHBIX
TOCTIKCHUI ~ TOATAalHBIM ~ TPEOOBAHUSM  COOTBETCTBYIOIIEH OCHOBHOM  mpodeccHoHaIbHOIM
o0pa3oBaTenbHON TporpaMMe Ui TPOBEACHUS BXOJHOTO W TEKYILIETO OICHUBAaHUS, a TaKxke
NPOMEXYTOYHOH arrecTanuy oOydarommxcsi. OIEeHOYHbIE MaTepUalibl SBISIOTCS COCTABHOW YaCTHIO
HOPMAaTUBHO-METOMYECKOTO 00ECIIeUeHnsI CUCTEMBI OLleHKH KadecTBa ocBoeHust OITIOIT BO.

OneHouHble MaTepuaibl — KOMIUIEKT METOAMYECKUX MaTepuasoB, HOPMUPYIOMIHUX MPOLETYPHI
OIICHUBAHUS pE3yJIbTaTOB OOydYeHMsI, T.€. YCTAHOBJIECHUS COOTBETCTBHSI Y4YEOHBIX JOCTHIKCHUM
3aIJIaHUPOBAHHBIM pe3yJibTaTaM OOydeHHs W TpeOOBaHMSIM 00pa30BaTENbHBIX MPOTpaMM, pabodux
MPOTrpamMM JUCIHTUIHH.

OneHounble Marepuanbl 1Mo aucuUIUiMHE «OCHOBBI
c(hopMHPOBaHbI HA OCHOBE KIIFOUEBBIX MPUHITUTIOB OICHUBAHMUS:

nH()OpPMAITMOHHOW OE€30MaCHOCTH»

® BAJIHIHOCTH: OOBEKTHI OIEHKUIOKHBI COOTBETCTBOBATH IIOCTABICHHBIM IIEJISIM O0yYCHUS;

® HAJCKHOCTH: HCIIONb30BAHUE EAMHOOOPAa3HBIX CTAHJAPTOB U KPUTEPUEB MJISI OLCHUBAHUS
JIOCTHIKCHHUI,

® OOBCKTHUBHOCTH: pa3HbIe OOydalomuecs ITODKHBI MUMETh PaBHBIE BO3MOXXHOCTH JOOUTHCS
ycrexa.
OCHOBHBIMH TIapaMETPaMH M CBOMCTBAMHU OIICHOYHBIX CPEIICTB SIBIISIFOTCS:
MpeIMeTHas HalpaBI€HHOCTh (COOTBETCTBUE MPEAMETY U3yUEHUSI KOHKPETHOU JUCIUILTUHBI);
colepaHue (COCTaB W B3aMMOCBSI3b CTPYKTYPHBIX €IUHUI], O0Opa3ymoIIux cojepiKaHue
TEOPETUUECKON U MTPAKTUUECKON COCTABIISIIONIUX TUCIUILIAHBI);
00beM (KOJTMUYECTBEHHBIN COCTaB OI[EHOYHBIX MaTepUasoB;
Ka4eCTBO OIEHOYHBIX MATepUATOB M OICHOYHBIE MaTepHalibl B IIEIOM, OO0ECIEeYUBAIOT
nmoydeHue OOBCKTHUBHBIX UM JOCTOBEPHBIX pPE3yJIbTaTOB MPU MPOBEACHHH KOHTPOJIS C
Pa3IUYHBIMU LESAMH.

[IporpamMoii  TUCHMIUIMHBI TPEAYCMOTPEHBI  CIEAYIOIIUE BHJbI
YCIIEBAEMOCTH W TMPOMEXKYTOUYHOH arTecTanuu oOydarommxcs. DOopMbl OIEHOYHBIX MaTepPHAIOB U

TEKYILLEro KOHTPOJIS

KpUTEpUU OLIEHUBAHUS (OPMHUPYEMBIX YHHMBEpCAJIbHBIMU M MPO(PeCcCCHOHATbHBIMU KOMIETEHIUIMHU
MIpe/ICTaBJICHbI B TAOIHIIE HUXKE.
OrneHoYHbBIE MaTepHallbl U Kbl OLIEHUBAHUS

Kparkasn
HaunmenoBanue IIpeacrasiienue
XapaKTepuCTHKA
OLICHOYHOI0 OLIEHOYHOI'0 IIkana oneHNBaHUA
OLIEHOYHOI'0
MarepuaJja MarepuaJja
MarepuaJja

Pabora Ha 3aHITUAX [IpoBoguTcs B
JTNAJIOTOBOM PEXUME.

IIo3BoIsIE€T BBISAIBUTH

CCMHUHAPCKOro THUlia

Bomnpocs! u 3ananus
(mpakTHuyecKue

JJIA 3aHATHI TpaaUuIIMOHHAA CUCTEMA
BaHSITI/ISI) B BUJC 3HaHUA

CCMHUHAPCKOTO TUITa

OTBCTA HAa BOIPOCHI
neagaroru4yeCKoro

oOyuJaromierocs, ero
YMCHUE CJIYHIAaThb
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paboTHuKa,
JIOIIOJIHEHUS K
OTBETaM JIPyrux
oOyJarommxcs

BBICTYTUICHUS JIPYTUX
00y4aromnmxcs,
yJIaBIIUBATh OMIUOKH B
BBICTYTUICHUSX, 1aBaTh
KOMITJIEKCHYIO OLIEHKY
BBICTYIUICHUSM, a
TaKXe yMEHUe
JIOTUYHO BBICTPOUTH
OTBET B COOTBETCTBUU
C IOCTaBJICHHBIM
BOITPOCOM.
BocnuteiBaet
KOJUIEKTHBHbBIE HABBIKU
paboTHI.

Pedepar-Texymas
arTecranus

Pecdepar xax 0630p
colep KaHus HayYHOU
(Hay4YHO-ITPAKTHYECKO
i) muTepaTypbl
MO3BOJISIET BBISIBUTH
yMEHue
oOyJarorerocs
PaHXXUPOBATh
IPaBOBBIE MPOOJIEMbI
110 Ba)KHOCTH,
CpaBHUBATb
pa3UYHBIE TOUYKU
3peHHS Ha MPEIMET
WCCIICIOBAHNS,
JIOTUYHO U KPaTKO
u3jaratb CyTh
HAay4HOTO
UCCIIEIOBaHUS

Temaruka pedepaton

TpaaUuIIMOHHAA CUCTEMA

Cucrema
CTaHIAPTU3UPOBAHHBIX

3aJaHuH,
TecTbI-Tekymas MTO3BOJIAIOIIAsS
TecToBble 3a1aHUs TpaJuLIMOHHAs CUCTEMA
aTTecTauus AaBTOMATHU3UPOBATH
MpOLIeTyPy U3MEPEHUS
YPOBHS 3HaHUU U
yMEHUHI
Bomnpocs k
ITo3BoJISIET BBISIBUTH .
[IpomexyTounast MIPOMEKYTOUHON
c(hopMHUPOBAHHOCTh TpaJuLMOHHAs CUCTEMA
aTTecTalusa-IK3aMeH . aTTeCTaluy —
KOMIIETEHIIUI
JK3aMEHy
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IIpouenypa oueHnBaHus 3HAHUI, YMEHUIi, HABHIKOB U (WJIN) ONBITA /IeATEIHLHOCTH

Tpaguuu Onucanue nmokasareJiei
Ikaua
OHHAsl

OlleHUBAHUS

cucrema

OT1anyHo OcBoeHa B BBICOKHI YPOBEHb OCBOCHHS Y4€OHOTO MaTeprana;

IIOJIHOU BBEICOKHH YPOBCHb YMCHUA UCIIOJIB30BAThL TCOPCTUUCCKUC 3HAHUA
MEpe ITPU BBITIOJIHCHUHW NPAKTUYCCKUX 3a/1a4,

BBEICOKHI YPOBECHb YMCHUA aKTUBHO HUCIIOJIB30BATh DJICKTPOHHBIC
00pazoBarebHbIC PECyPChl, HAXOAUTH TPEOYIOIIYIOCS
UH(OPMAITUIO, H3y4aTh €€ ¥ MPUMEHSTh Ha IPAKTHKE;
000CHOBaHHOCTh M Y€TKOCTh U3JIOKEHHS MaTepHalia;
odopmileHrEe MaTepralia B COOTBETCTBUH ¢ TPEOOBAaHUSIMU
CTaH/IaPTa;

BBICOKUI YPOBEHb YMEHUSI OPUEHTUPOBATHCS B IIOTOKE
UH(OPMAIIUH, BBIIEISTh TIIaBHOE,

BBICOKHW YPOBEHb YMEHHUS YETKO (POPMYIUPOBATH
pooJIeMy, IPEUIOKHUB €€ PEeIIeHUE, KPUTUICCKU OIICHUTh
pEeIIeHHE U eT0 TOCIICICTBHS,

BBICOKUH YPOBEHb YMEHUS ONPEICIIUTh, TPOAHATU3UPOBATh
aJbTepPHATUBHBIE BOBMOXKHOCTH, BAPUAHTHI ICUCTBU;
BBICOKHI YpPOBEHb YMEHUs (hOPMYIHPOBATH COOCTBEHHYIO
MO3UIUI0, OLICHKY U apryMCHTHPOBATL €C.

Xopowo OcBoena c(hopMHpOBaHKI Bce yueOHBIC YMEHHS,

TEOPETUYECKUE 3HAHUS MCIIOb30BAHBI IIPH BHITIOTHEHUH
NpaKTHYECKHX 3a]ad;

UCTIONIb30BaHbI AJIEKTPOHHBIE 00pa30BaTEIbHBIC PECYPCHI;
IPOJAEMOHCTPUPOBAHA ONpe/IeNICHHAs 000CHOBAaHHOCTH H
YETKOCTh U3JIOKEHHs MaTepHrana;

oopmieHre MaTepuana B COOTBETCTBHH C TPEOOBAaHUSAMU

CTaHJIApTa;
yueOHas npobieMa GopMyIHPYETCs U MPEIJIaraeTcs €€ pelieHue.

VYnosaerBopu | Yactuuno c(opMupOBaHBI TOJIBKO OOIIHE YUCOHBIC YMEHUS;

TeJIbHO OCBOCHA TEOPETUYCCKUE 3HAHUS HEJJOCTATOYHO UCIIOIB30BaHbI IIPU

BBIIIOJIHCHHUH IIPAKTUUCCKHX 3a1a4;
€CTb HC3HAYUTCIIbHBIC OTKIIOHCHUSA OT O(l)OpMJ'IeHI/IH
MaTtcpualia B COOTBCTCTBUH C TpCGOBaHI/ISIMI/I CTangapra.

HeynoBiaerso | He ocBoeHa | TeopeTmyeckue 3HAHUS UCIIOIb30BaHbI IPY BBIITOJIHEHUH
pHUTEIbHO MPAKTUYECKUX 3a/1a4, HO €CTh IpyOble OIIMOKN U HETOYHOCTH;
€CTh 3HAUUTENIbHbIE OTKIIOHEHUS OT 0(OpMIICHHS MaTepuaa B

COOTBETCTBHH C TpC6OBaHI/IﬂMI/I CTaHgaprTa.

**OnucaHnue noxkasareJieil 1 KpUTepHH OlleHUBaHMsA pedepara
OTJIMYHO — CoJiepKaHue pedepara COOTBETCTBYET 3asBICHHON B HA3BaHUM TeMaTHKe; pedepar
oopMIIEH B COOTBETCTBHM C OOLIMMH TpPeOOBAaHHSIMH HAIMCAaHHUSA U TPEOOBAHUSMH OQOPMIICHHUS
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pedepara; pedepar UMeeT YETKyI0 KOMIIO3MIIMIO M CTPYKTYpY; B TEKCTe pedepara OTCYTCTBYIOT
JIOTMYECKUE HApYIICHUS B MPEACTABICHUU Marepuaia; KOPpeKTHO O(OpMIIEHBI U B MOJHOM 00BEME
MIPEJICTABIICHBI CIIMCOK HCIOJIB30BAHHOW JINTEPATYpbl M CCBUIKM Ha WCIOJIB30BAaHHYIO JUTEPATypy B
TEeKCTe  pedepara; OTCYTCTBYIOT opdorpaduueckue, IyHKTYallMOHHBIE, TpaMMaTHYECKHE,
JIEKCUYECKHUE, CTIINCTHYECKAE U WHBIE OIMMMOKH B aBTOPCKOM TEKCTe; pedepar MmpeacTaBisieT coOoit
CaMOCTOSITEIIFHOE HCCJIEOBaHUE, TPEICTABICH KAaueCTBCHHBIM aHajlW3 HaiIEHHOTO Marepuala,
OTCYTCTBYIOT (DaKThI IJIarUaTa;

XOPOIIo — cojiepkaHue pedepara COOTBETCTBYET 3asBICHHOW B Ha3BAaHMU TEMaTHKe; pedepar
oopMIIeH B COOTBETCTBUH C OOIIMMHU TpeOOBaHUAMHU HamUcaHus pedepara, HO €CTh MOrPEIIHOCTH B
TEXHUYECKOM odopMmiieHny; pedepar uMeeT YETKYI0 KOMIIO3UIUIO U CTPYKTYpY; B TekcTe pedepara
OTCYTCTBYIOT JIOTHUECKUE HAPYIICHHs B MPEACTABICHUU MaTepralia; B TIOJIHOM 00bEME MPEICTaBICHBI
CIIMCOK MCIOJIB30BaHHOHN JIMTEPATYypPhl, HO €CTh OMHMOKKA B 0(hOpMIIEHHHU; KOPPEKTHO O(POPMIICHBI U B
MOJTHOM 00BbEME TIPEICTABICHBI CCHUIKM Ha WCIOJNB30BAaHHYIO IIUTEparypy B Tekcre pedepara;
OTCYTCTBYIOT op(orpaduyeckue, MyHKTYaIlHOHHBIE, TPAMMAaTHYECKHE, JICKCHICCKHE, CTUITHCTUICCKHE
Y WHBIC ONIMOKU B aBTOPCKOM TEKCTE; pedepar mpeacTaBiseT co00i CaMOCTOSATEIIEHOE UCCIICIOBaHHE,
MPECTABIICH KaueCTBECHHBIN aHAIN3 HAHJIEHHOTO MaTepualia, OTCYTCTBYIOT (DaKThI IIaruara;

YAOBJIETBOPHUTEIBHO — COZEp)KaHuE pedepaTa COOTBETCTBYET 3asBICHHOW B Ha3BaHUU
TeMaTuke; B 1eloM pedepar opopMIICH B COOTBETCTBUU C OOIIMMU TPEOOBAaHUSMHU HAMMCAHUS
pedepara, HO e€cTh MOTPEIIHOCTH B TEXHHUYECKOM OGOpPMIICHHH; B LEIOM pedepar uMeeT YETKYIO
KOMIIO3HIIMIO M CTPYKTYpY, HO B TEKCTE pedepara ecTh JOTHUECKHE HAapyUICHHs B TPEACTABICHUU
Marepuaia; B TIOJIHOM 00bEME MPEACTaBICH CIIMCOK MCIOIh30BaHHOH JINTEPATypPhl, HO €CTh OIINOKH B
oopMieHNN; HEKOPPEKTHO O(GOPMIICHBI WM HE B TIOJIHOM OOBEME MPEACTABICHBI CCHUTKM Ha
WCTIOJNIB30BAaHHYIO  JIUTEparypy B TeKcTe pedepara; ecTb eauHH4YHble opdorpaduyeckue,
MyHKTYallMOHHBIC, TPaMMaTHYECKHE, JIEKCHUECKUE, CTHIIMCTHUCCKUE W WHBIC ONIMOKA B aBTOPCKOM
TEKCTe; B LIeJIOM pedepar npeacTaBiseT coO0i caMOCTOSATEIbHOE UCCIeI0BaHUE, TPEICTABICH aHAIN3
HaWJEHHOTO MaTepuana, OTCYTCTBYIOT (DaKThI IIaruara;

HeYI0BJeTBOPUTEJIbHO — CcOJepkaHue pedepara COOTBETCTBYET 3asBICHHONW B Ha3BaHUU
TeMaTuKe, B pedepare oTMeueHBl HapylleHHs oOImuX TpeOOBaHWI HamucaHus pedepara; ecTh
MOTPEITHOCTH B TEXHUYECKOM OQOPMIICHHH; B LEJIOM JOKIaJ HMEeT YETKYI0 KOMIO3HMIHUI0 M
CTPYKTypy, HO B TeKCTe pedepara ecTh JIOTHYECKHE HApYIICHUS B MPEACTABICHWW MaTephalia; B
MOJTHOM 00BEME MPENCTABIICH CIIMCOK UCIIOIh30BAHHOW JINTEPATYPHI, HO €CTh OMIMOKU B 0()OPMIICHUH,
HEKOPPEKTHO O(GOpPMIICHBI HJIM HE B TIOJIHOM OOBEME IMPEICTaBICHBI CCBUIKM HAa HCIIOJIh30BAHHYIO
JUTEpaTypy B TeKcTe Jokiana/pedepara; ectb 4yacteie opdorpaduyeckue, MyHKTyallHOHHBIC,
rpaMMaTH4ecKue, JeKCHYeCKre, CTHINCTHYECKUE U UHbIE OIIMOKM B aBTOPCKOM TeKcTe; pedepar He
MIPEJCTABISIET COOOM CaMOCTOSTENBHOTO UCCIEIOBAHUS, OTCYTCTBYET aHAJIN3 HAWJCHHOTO MaTepHara,
TEKCT pedepara npencrapiseT codboii HemepepaboTaHHBIN TEKCT APYroro aBTopa (Ipyrux aBTOPOB).

Kpurepun onieHok 0TBeTa Ha IK3aMeHe

Ounenka Kpurepun oueHku 3K3amMeHa

OTiauyHo OTBETHI HAa BCEC OCHOBHBIC 1 NOIIOJHHUTCIBHBIC
OK3aMCHAlIlMOHHBIC BOIIPOCHI IIOJIHBIC 1
APTYMCHTUPOBAHHBIC. OTBETHI TOTMYECKH
OCJIICAOBATCIBHBIC, YCTKHC. CTyI[eHT MPOACMOHCTPUPOBAJI
YMCHHC A€JIaTb BBIBO/bI, 0606H_18.TB 3HaHUSI OCHOBHOM U
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JOTIOJIHUTENBHOU JINTEPATyPhl, YMEHHUE UCIIOIb30BaTh
MOHATUMHBIN anmnapar, 3HaHue IpooieM, CyKIeHUH 1o
Pa3JIMYHBIM BOIPOCAM JUCLHHUILINHBIL.

Xopowmo OTBETHI Ha BCE OCHOBHBIE U JIONIOJHUTEIIbHBIE
9K3aMEHAlIMOHHbIE BONPOCHI MTOJIHBIE U
apryMeHTupoBaHHble. OTBEThI JOKHBI OTIINYAThCS
JOTHYHOCTHIO, YETKOCTHIO, 3HAHHEM Y4eOHOM TuTepaTyphbl
0 TeMe Bompoca. Bo3aMoxKHBI HEKOTOPBIE YITYIICHUS IPU
OTBETax, OJIHAKO OCHOBHOE COJIEp>KaHUE BOMPOCA JIOIKHO
OBITH PACKPBITO MOJTHO.

Y10B/1€TBOPUTEIBHO OTBETHI HETIONIHbIE, c71a00 apryMEHTHPOBAHHBIE OTBETHI,
CBUJIETEJILCTBYIOIINE 00 3JI€MEHTAPHBIX 3HAHUAX YUeOHOH
JIUTEPATYPHI, HEYMEHUHU IPUMEHEHHUs] TEOPETUUECKUX
3HaHUH IPU PELICHUHU NPAKTUYECKHUX 3a]1a4.

Hey)_IOBJ'leTBOpI/ITe.TILHO HCE3HAHUC U HCIIOHMMAHUEC 3K3aMCHAIITUOHHBIX BOIIPOCOB

8. METOAMYECKHUE MATEPUAJIbBI JIsA OBYYAKOUIUXCA 11O

OCBOEHUMIO JUCIIUTIJIMHBI
A) Pexomenaanuu ody4yamwiemMycs (CTyIeHTY) 0 padoTe ¢ KOHCIIEKTOM MOCJIe JIeKIHU

Kakumu 6b1 3aMedaTesIbHBIMU Ka4eCTBAaMH B 00JIACTU METOJUKU HH 00J1a/1all JIEKTOP, Kakoe Obl
0oNbIlIOe 3HAYCHHE HA 3aHATHSAX HU YAEJSU JIEKIUHU CIyIIaTeNb, TyOOKOoe MOHMMaHHEe Marepuana
JOCTUTAETCS TOJBKO MyTEM CaMOCTOSTENbHOU paboThl Haa HUM. CaMOCTOSTENBHYIO paboTy cleayeT
HAuMHATh C AOPAOOTKU KOHCIIEKTA, JKEJIATEIbHO B TOT K€ JI€Hb, TIOKa BPEMsI HE CTEpJIO COep KaHUe
nexiuu u3 namstu (depes 10 gacoB mocie ek B mamstu octaetcs He 6onee 30-40 % matepuana).
C menpio 10pabOTKM HEOOXOAMMO B IEPBYIO OYEPEIh MPOYUTATH 3alUCH, BOCCTAHOBHUTH TEKCT B
MaMsATH, a TaKKe WUCIPABUTH ONMHUCKH, pacHIM(poBaTh HE MPHUHSITHIC PAHEEC COKPAIICHHUS, 3aII0JTHUThH
MPOIYIIEHHBIC MECTa, IMOHATh TEKCT, BHHKHYTh B €ro CMbICH. Jlajmee mpouyuTarh Marepuan IIo
pEeKOMEeHAyeMO JITepaType, pa3peuiast B X0/ YTEHHs, BO3HUKIINE paHee 3aTpyJHEHHsI, BOIIPOCHI, a
TaK)Ke JIOTIOJTHEHUS U UCIIPABIISAS. CBOM 3aIMCHU. 3alMCH JOJDKHBI ObITh HAVISIAHBIMU, JIJIS1 UETO CIIEAYyeT
MPUMEHSTh pa3jluHble CrnocoObl BblAeneHud. B xome mopabOTKM KOHCIEKTa YIIyOJNsoTCA,
pPaCHIUPSIOTCS U 3aKPEIUISIFOTCS 3HAHUS, a TAKXKE JOIMOIHSACTCS, UCIPABISETCS U COBEPILICHCTBYETCS
KOHCTIEKT. [10/IrOTOBICHHBIN KOHCTIEKT U PEKOMEHIyeMasl TUTepaTypa UCIOIb3yeTCsl MPU TOATOTOBKE K
MPaKTHYECKOMY 3aHATHIO. [I0ArOTOBKAa CBOMUTCS K BHUMATEILHOMY MPOUTEHUIO YUeOHOTO MaTepuara,
K BBIBOJIy C KapaHJAIIOM B pyKaX BCEX YTBEPXKICHUH W (POpMyI, K PEHICHHUIO TPUMEPOB, 3a/1a4, K
OTBETaM Ha BOIIPOCHI, MPEIJIOKCHHBIC B KOHIIC JICKIIMM MPETOJaBaTeieM WM TIOMEIICHHBIC B
pexoMeHayeMoi auTeparype. IlpuMepsl, 3amadu, BOMPOCHI IO TEeME SBISIOTCS MaTepHaIOM
caMOKOHTpouis. HempeMeHHBIM yclioBHEM ITyOOKOTO YCBOCHHs y4eOHOTo MaTepurara siBIIeTCsS 3HaHHe
OCHOB, Ha KOTOPBIX CTPOMTCS H3JIOKeHHEe Marepuana. OObBIYHO TperojaBaTellb HAIOMUHAET, Kakou
paHee M3YyYEHHBII MaTepuai U B KaKkoil cTeneHu TpeOyeTcs MOArOTOBUTH K OYEPEIHOMY 3aHATHIO. DTa
pexoMeHaanus, Kak U TpeOoBaHME CHCTEMaTHYECKOW M Cephe3HOU pabOThI HAJ BCEM JICKIIHOHHBIM
KypcoM, TOJUIeKUT Oe3yCIIOBHOMY BbITIONHEHHIO. [loTepu morndecko CBsI3W Kak BHYTPU TEMBI, TaK U
MEXJy HUMH TPUBOIUT K HETATUBHBIM IMOCIEICTBUSAM: MaTepual yu4eOHON TUCITUILIMHBI TIepecTaeT
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OCHOBATEJIbHO BOCTIPUHUMATHCS, & TBOPUYECKUU TPyJ MOAMEHSETCS YTOMJICHHBIM TEpPENUCHIBAHUEM.
Obparenne K paHee U3y4eHHOMY MaTepHajy He TOJIBKO IIOMOTraeT BOCCTAHOBUTH B ITAMSTH M3BECTHBIC
MIOJIOKEHUSI, BBIBOJIBI, HO M TIPUBOJMT Pa3pO3HEHHBIC 3HAHUS B CUCTEMY, YIIIYOISIeT M paclIupseT HX.
Kaxxp1i1 Bo3Bpar k cTapoMy marepuaiy MO3BOJISET HAMTH B HEM YTO-TO HOBOE, IEPEOCMBICIIUTD €0 C
WHBIX MO3ULMNA, ONpeNeiuTh g Hero HamOosee IMOIXONAIIee MECTO B YK€ MMEIOIIeHcs cucreme
3HaHuil. HeomHokpaTHOE oOpareHue K MpOoMJIeHHOMY MaTepHaly SBIsSETCS HanOojiee palluoHaIbHON
dbopMoil mpuoOpeTeHuss U 3akperyieHus 3HaHWiH. O4YeHb MOJEe3HBIM, HO, K COXAJCHUIO, elle Malo
HCIIONB3YEMbIM B MPAKTUKE CAMOCTOATEIHHOU pabOTHhI, SBISETCS MpeIBapUTEIbHOE O3HAKOMIICHHE C
yueOHbIM MaTepHuasioM. Jlaxke Kparkoe, Oernoe 3HaKOMCTBO C MaTe€pHUajoM OYEepEeIHOW JIEKIUH IaeT
MHoroe. O0ydaromuecs (CTyACHTHI) IOTY4YaloT 00IIee MpeacTaBlIeHNe 0 €€ COIePKaHUuU U CTPYKType,
0 IVIaBHBIX U BTOPOCTENEHHBIX BOIPOCAX, O TEPMHUHAX U onpeeseHusx. Bee 3to obneruaer padboty Ha
JEKIUU U JIENAET €€ 1eJeyCTPEMIICHHOM.
b) Pexomennannu odyyaromemycs (CTyIeHTY) 0 OATOTOBKe K 3aHATHAM
CeMHHAPCKOro THIA

OOyuaromuiicss (CTyIEHT) AODKEH YE€TKO YSACHUTh, YTO MMEHHO C JIEKIUU HAYMHAETCS €ro
MOJATOTOBKA K JIabOpaTopHOMY/ MPaKTHYECKOMY/ CEMUHApPCKOMY/ METOAUYECKOMY/ KIMHUYECKOMY
MIPAKTHYECKOMY 3aHSATHIO. BMecTe ¢ TeM, JIeKIHsl UMb OPTaHU3yeT MBICITUTENbHYIO AESITeIbHOCTD, HO
He obecrnieuynBaeT IIyOMHY YCBOEHHsS MPOTpaMMHOrO marepuana. [Ipu moAroroBke K TaKOMy BHUIY
3aHATUI MOXKHO BBIJICJIUTH 2 3Tara:

1-i1 - opraHu3aIMOHHBIN,

2-1i - 3aKpeIUieHue U yrTyOjeHe TEOpETUIECKUX 3HAaHUM.

Ha mepBom »stame oOydarommiicsi (CTYIEHT) IJIAHUPYET CBOIO CaMOCTOATEIBHYIO padoTy,
KOTOpasi BKIIIOYAET:

- YSICHEHHE 3a/laHusl HAa CAaMOCTOSITENIbHYIO paboTy;

- oa00p PEKOMEHI0BaHHOM JTUTEpaTyphl;

- COCTaBJICHUE IJIaHa pabOThI, B KOTOPOM OIPEIEIISIOTCS OCHOBHBIE MYHKTBI MPEACTOSIIEH
MIOJITOTOBKH.

CocrapneHne miaHa AUCHUIUIMHUPYET U TOBBIIIAET OPTraHU30BaHHOCTH B pabote. BTopoii sTan
BKJIIOYAEeT HEMOCPEICTBEHHYIO MOJArOTOBKY OOyuaroierocsi (CTyaeHTa) K 3aHsrtuio. HaunmHare Hazo ¢
W3y4YeHUs pPEKOMEHIOBaHHOW suTeparypbl. HeoOxomumMo MOMHHMTH, 4YTO Ha JIEKIUH OOBIYHO
paccmarpuBaeTCsl He BeCh MarepHall, a TOJbKO ero 4acTb. OcTalibHas €ro 4acTh BOCIIOJIHSIETCS B
MpoLIecCe CaMOCTOATENbHOW paboThl. B cBsA3M ¢ »THM paboTa ¢ pEeKOMEHJIOBAHHON IUTEpaTypou
obsizatenbHa. Oco0oe BHHMMaHuWE MPU 3TOM HEoOXOoauMO OoOpaTuTh Ha CONEp)KaHHWE OCHOBHBIX
TOJIOKEHU M BBIBOJIOB, OOBSCHEHHE SBICHUN W (DAKTOB, YSCHEHHE MPAKTHUYECKOTO MPHIOKEHUS
paccMaTpuBaeMbIX TEOPETHUYECKUX BOMPOCOB. B mporecce 3Toil paboThl 0Oyuaromuicss (CTYICHT)
JOJDKEH CTPEMUTBCSI MOHSTh M 3allOMHUTHb OCHOBHBIE TMOJIOKEHHS PAcCMaTpUBAEMOIo MaTepuala,
MIPUMEpPHI, MOSCHSIOLIUE €ro, a TakXke pa3o0parbcs B WILIIOCTPAaTUBHOM MaTepuaie. 3aKkaHUMBaTh
MOJTOTOBKY CJIEAYEeT COCTABJIEHUEM ILJIaHa (EPEYHs] OCHOBHBIX MTYHKTOB) 110 U3y4aeMOMY MaTepuairy
(Bompocy). Takoil mjaH HO3BOJSET COCTAaBUTh KOHIIEHTPUPOBAHHOE, CXKATo€ MpPEJCTaBJICHUE IO
M3y4aeMbIM BompocaM. B mpoiiecce moaroToBKH K CEMUHAPCKOMY 3aHATHIO PEKOMEHAYETCS] B3aUMHOE
oOCyXKIeHHEe MarepHualia, BO BpeMsl KOTOPOTrO 3aKpeIUIfloTCs 3HAaHMSA, a Takke MIpuodperaeTcs
MIPaKTHKa B U3JIOKCHHUH U PA3bsICHEHUU MOTYyUYEHHBIX 3HAHUH, pa3BuBaeTcs peus. [Ipu HeoOXxoaumocTu
ciefyer oOpamarbes 3a KOHCYJIbTaLMEH K IpernofaBarento. Mg Ha KOHCYNBTalMi0, HEOOXOIMMO
XOpOIIO TMPOAYMAaTh BOMPOCHI, KOTOpPbIE TPEOYIOT pa3bsiCHEHMs. B Hauane ceMHHApCKOro 3aHATHS
oOydaromuecs: (CTyleHTa) IIOA PYKOBOJACTBOM IIpemnojaBareisi Oosnee TNIyOOKO OCMBICIHUBAIOT
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TEOPETUYECKHUE TOJOKEHHUS M0 TeME 3aHSATHUS, PACKPHIBAIOT U OOBSICHSIIOT OCHOBHBIC SIBICHUS U (DAKTHI.
B npomecce TBOpueckoro oOCYXAE€HUS M JUCKYCCHM BBIPAOAThIBAIOTCS YMEHUS M HaBBIKH
MCTIOJIBb30BaTh MPUOOPETEHHBIE 3HAHUS ISl PEIICHUS TIPAKTHUECKUX 3a/1ad.
B) PexoMeHnaanmnu no caMmocTosiTeJIbHOI padote o0yuaromerocs (CTyieHTa) Hajl
HU3y4aeMbIM MaTepUaIoM

VYenemHoe 0CBOEHUE JaHHOTO Kypca Oa3upyercs Ha palMOHAIbHOM COYETaHWU HECKOJIBKHX
BUJIOB yUeOHOMU AESATENbHOCTH - JIEKIHI, CEeMUHAPCKUX 3aHITHIA, CAMOCTOSTENIbHOM paboThl. [1pu sTOM
CaMOCTOSITENIbHYI0 paboTy cjelyeT paccMaTpuBaTh OIHHM W3 TJIABHBIX 3BEHBEB MOJIHOIIEHHOTO
BBICIIIETO 00pa30BaHMs, HA KOTOPYIO OTBOAUTCS 3HAYUTENbHAS YacTh y4eOHOTO BPEMEHH.

CamocTrosiTenpHast paboTa CTYJCHTOB CKIAABIBACTCS U3 CICAYIOMIUX COCTABIISIONIHX:

- paboTra C OCHOBHOW W JONOJHHUTENBHOIN JTUTEpaTypold, ¢ MaTepHajaMH HWHTEpHETa U
KOHCITEKTAMH JICKITHIA;

- BHEAyIUTOpHAsl TOATOTOBKA K KOHTPOJbHBIM palboTaM, BBINOJIHEHHUE JOKIAJOB,
pedepaToB u KypcoBBIX padoT;

- BBITIOJTHEHHE CAMOCTOSATEIbHBIX MPAKTUYECKUX paboT;

- MOJITOTOBKA K SK3aMEeHaM (3a4eTaM) HEMOCPEACTBEHHO Mepel HUMHU.

Jlyis mpaBUIBLHOW OpraHu3aluu paboThl HEOOXOAUMO YYUTHIBATh MOPSAOK U3yUEHUS Pa3leiioB
Kypca, HaxXOASIIMXCA B CTPOrof JOrudeckoil mnocienosaresnbHocTU. IloaTomy xopomiee ycBoeHue
OJHOW YacTW JAMCLUUIUIMHBI SBISETCS NPEANOCHUIKOM Ji YCIEIIHOIO IEepexoia K CIEAYOLIEH.
3amanus, mMpoOIeMHBIE BOMPOCHI, MPEIOKEHHBIC IS M3YYCHHS TUCIUIUIMHBI, B TOM YHUCIIC W IS
CaMOCTOSITEJIbHOTO BBINIOJIHEHUS, HOCIT MEXIAUCUMILIMHAPHBIN XapakTep U Oa3UpyrOTCs, Hpexiae
BCErO, Ha NPUYMHHO-CJIECJCTBEHHBIX CBS3AX MEX]Iy KOMIIOHEHTAaMHU OKpYXKarollero Hac mupa. B
TEYCHHE CEeMeCTpa, HeoOXOIUMO TOATOTOBUTH pedeparbl (MPOEKThI) C€  HUCIHOJb30BAHHUEM
pEKOMEHAYyeMO OCHOBHOW M JOMOJHUTEIBHOW JHUTEpaTrypbl M claTh pedeparsl A MPOBEPKU
MpernoiaBareNnio. BaXHBIM COCTaBISIONIMM B M3YYEHMHM JaHHOTO Kypca SBISIETCSl pEIIeHHe
CUTYaIlMOHHBIX 3a/Ja4 M paboTa Haa MPOOIEeMHO-aHATUTHYECKUMH 33JaHUSIMHU, YTO TPEANOiIaracT
3HaHUE COOTBETCTBYIOILIEH HAYYHOU TEPMUHOJIOTUH U T.1I.

Jnst aydmiero 3alOMUHAaHMS MaTepuana IejecooOpa3sHO HCIOIb30BaTh WHAMBHIYyaIbHbIC
OCOOCHHOCTH M pa3Hble BHJbI MaMSATU: 3PUTEIbHYIO, CIYXOBYIO, AaCCOLMATHUBHYIO. YCIEUIHOMY
3alIOMUHAHAI0 TaKXKe CIIOCOOCTBYET MPHUBEIEHUE SPKUX CBHUACTEIBCTB M HAIVISAHBIX MPHUMEPOB.
Y4eOHbIil MaTepua T10JIKeH MOCTOSHHO MOBTOPATHCS U 3aKPETUIATHCS.

[Ipu BBIONHEHUU NOKJIAJ0B, TBOPUYECKUX, HHPOPMAIIMOHHBIX, UCCIIEAOBATEIbCKUX MPOEKTOB
oco0oe BHMMaHHE cieayeT oOpalaTh Ha Moa0Op MCTOYHUKOB MH(POPMAIMM U METOAMKY PadOTHI C
HUMU.

JlJis ycTenHoi ¢jauu SK3aMeHa (3a4eTa) peKOMEHIyeTCsl COOMIoNaTh CIEAYIONIUe MpaBua;

1. [ToaroroBka k sk3aMeHy (3a4eTy) AOHKHA MPOBOAMTHCS CUCTEMATHUYECKU, B TEUCHUE
BCEI0 CEMECTPA.

2. WHTeHcuBHAs MOATOTOBKA JI0JKHA HAYAThCS HE MO3HEE, YEM 3a MECSI] 10 IK3aMeHa.

3. Bpemsi HemocpencTBEHHO mepea SK3aMEHOM (3aueToM) JIyYllle MCIOJIb30BaTh TaKUM

06pa30M, YyTOObl OCTaBHUTH HOCJ'ICI[HI/Iﬁ JCHDb CBO60,Z[HBIM U IIOBTOPCHHA KypcCa B LCJIOM, JIA
CUCTCMATHU3alINH MaTCpHrajia U I[Opa6OTKI/I OTACJIbHBIX BOIIPOCOB.

Ha sk3amene BBICOKYHO OLICHKY IIOJYYarOT CTYACHTBI, UCIIOJIb3YIOIUC NAHHBIC, MMOJTYYCHHBIC B
IpoHCCCC BBIITOJIHCHUSA CaAMOCTOATCIIbHBIX pa60T, a TAaKIKC HUCIIOJIB3YIOIHC COOCTBEHHBIE BBIBOJIbI HA
OCHOBC M3YUCHHOTI'O Marcpurajia.
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VYuuThiBas 3HAYUTENbHBIM O0BEM TEOPETUUYECKOTO0 Marepuaia, CTYJIECHTaM PEKOMEHIYETCS
pEryJsipHOE MOCEIIEHNE U OAPOOHOE KOHCIIEKTUPOBAHUE JIEKIIUH.

9. OCOBEHHOCTH PEAJIM3AIIMA JUCHUIIVIMHBI AJISA UHBAJIMI10B U
JINL] C O'PAHUYEHHBIMU BO3MOXHOCTAMMHA 310POBbSI

OO0yuaromuMcsi ¢ OrpaHUYEHHBIMH BO3MOXKHOCTSIMU 3710POBbsSI IPEI0CTABIISIOTCS CHEIHAIbHbIE
y4eOHUKH M ydeOHble MOocoOus, WHas ydeOHas JnuTeparypa, clieluaibHble TEXHHUYECKHE Cpe/ICTBa
0o0y4yeHHs] KOJUIGKTMBHOTO W HMHIUBUIAYaJbHOTO TMOJIb30BAaHUS, IMPEIOCTABICHHUE YCIYT acCUCTEHTa
(TTOMOIITHUKA), OKA3bIBAIOIIETO O0YYAOIIMMCS HEOOXOANUMYIO TEXHUYECKYIO MTOMOIIb, a TAKKE YCIyTH
CYPIONIEPEBOTYUKOB U TU(IIOCYPAONIEPEBOTUUKOB.

a) ISl CITaOOBUIATITNX

- Ha TPOMEKYTOYHOH aTTecTalid TPUCYTCTBYET ACCHUCTEHT, OKAa3bIBAIOIIUN CTYICHTY
HEOOXOUMYI0 TEXHUYECKYI0 IOMOINL C YYETOM HHIUBUAYAIbHBIX OCOOCHHOCTEH (OH TOMOTaeT
3aHATH paboyee MecTo, MEPEIBUTaThCS, MPOYUTATh U OQOPMUTH 3aJaHIE, B TOM YHCIIE 3aMTUChIBAs O]
JTUKTOBKY);

- 33/IaHUA IS BBITIOTHEHUS, a TaK)K€ MHCTPYKIUS O TMOPSJIKE MPOBEACHHS MPOMEKYTOUHOMN
arTecTanuu opOPMIIIOTCS YBEIHMUYEHHBIM MIpUdTOM;

- 3a/IaHUS 11 BBHITIOJTHEHHSI Ha TPOMEXKYTOYHON aTTeCTAlUU 3a9UTHIBAIOTCS ACCUCTEHTOM;

- MUCHMEHHBIC 33/IaHUs BHITIOTHSIIOTCS Ha OyMare, HAJIUKTOBBIBAIOTCS] ACCUCTEHTY;

- obecreunBaeTCsl MHAUBUIyIbHOE paBHOMEPHOE ocBelienne He Menee 300 Jrokc;

- CTYZICHTY JUJISl BBIITOJIHCHUS 3aJaHUS IPH HEOOXOAMMOCTH MPEAOCTABIISETCS YBEITUIHBAIOIICES
YCTPOMCTBO;

B) JUISI TNIYXHUX U CIa00CIbIIIAIINX:

- Ha TPOMEXKYTOYHOM arTecTallid TMPUCYTCTBYET AaCCHUCTEHT, OKAa3bIBAIOIIUN CTYICHTY
HEOOXOMUMYI0 TEXHUYECKYI0 IMOMOINb C Y4YeTOM HHIUBUAYAIbHBIX OCOOCHHOCTEH (OH MOMOTraeT
3aHATh pabouee MecTo, MEPEABUTATLCS, MPOYUTATh U ODOPMUTH 3aJaHUE, B TOM YHCIIC 3aMTUCHIBAS MO
JTUKTOBKY);

- MPOMEKYTOYHO-3a09HAST aTTECTAIHS POBOUTCS B MUCEMEHHOM (hopme;

- obecreunBaeTcs HAJIMYUE 3BYKOYCHIIMBAIOMICH ammaparypbl KOJUIGKTHBHOTO ITOJIb30BAHUS,
pH  HEOOXOMUMOCTH  TMOCTYIAIONIUM  TPEJOCTABISCTCS  3BYKOYCHJIMBAIOIIAS  araparypa
WHAUBUAYaIbHOTO MOJIb30BAHUS;

- MO >KEeTaHWI0 CTYJIEeHTa MPOMEXKYTOYHO-3a0YHAsi AaTTecTalllus MOXET IPOBOAUTHCS B
MMCbMEHHOU hopme;

1) ANs JUI] C HapyIICHUSMH OIOPHO-JIBUTATeNFHOTO ammapara (TsSKENbIMU HapylICHUSIMHU
JBUTATENBHBIX (PYHKIINH BEPXHUX KOHEUHOCTEH MIIM OTCYTCTBHEM BEPXHUX KOHEUHOCTEH):

- TMChbMEHHBIC 3aJJaHUSl BBIOJIHAIOTCS HAa KOMITBIOTEPE CO  CICIHAIN3UPOBAHHBIM
MIPOrPaMMHBIM 00CCIICUCHUEM T HAIUKTOBBIBAIOTCS] ACCUCTEHTY;

- 110 JKEJIAaHWIO CTYJCHTA MMPOMEKYTOYHO-3a09HAsT aTTECTAIHS POBOJUTCS B YCTHOH (opme.
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1.

ITpunoxenue 1

OueHoyHblIe MaTepHaJbl TCKYHIECI0 KOHTPOJIA YCIIEBACMOCTH U

l'IpOMe)KyTO‘lHOﬁ arrecranmmumu oﬁyqamumxca
no nucuumniaude b1.0.14 «KKomnbrorepHbie ceTn»
Hanpasienue noaroroBku 44.03.01 «Ilenaroruyeckoe oopazoBanue»

IINIAHUPYEMBIE PE3VIBTATHI

OBYYEHUSI TIO0 YYEBHOM

JUCHUIIVIMHE B PAMKAX IINIAHUPYEMBIX PE3YJIBTATOB OCBOEHMUAA
OCHOBHOU ITPO®ECCHUOHAJIBHOM OBPA3OBATEJIBHOM ITPOT' PAMMBI

[Ipomiecc ocBoeHUs yueOHOW NUCHMIUIMHBI HAmpaBiieH Ha (OpMUPOBAHUE Yy OOyUYarOIIMXCS
CIEAYIOLIMX KOMIIETEHLIHM.
B pesynsrare ocBoeHHMs yueOHOW IUCHUIUIMHBI OOYyYaroUIMiicsl AOMKEH IEeMOHCTPUPOBAThH
cnenyromue pe3ynbrarel ooydenus: YK-1, OITK-9.

Kon
KOMITETEHI]
100

HaumenoBanue
KOMIIEeTeHIIMH

HNuaexc 1 HaMMeHOBaHH e
HHIUKATOpa COACpPKaHUuA
KOMIICTCHIIMN

JleckpunTOpbI — OCHOBHBbIE
NMPU3HAKU 0CBOEHUH (TMOKA3aTe U
JOCTH:KEHHUS Pe3yIbTaTa)

YK-1

Cnocoben
OCYIIECTBIISATH MTOUCK,

KPUTUYECKUH aHAJIU3 U

CUHTE3 HH(pOpMAITUH,
MIPUMEHSTH
CHUCTEMHBII MOIXOI
JUTS PETIICHUS
MOCTABJICHHBIX 3314

YK-1.1. CriocoOeH oCyIIeCTBIAT
MIOMCK U KPUTUYECKUI aHAIIN3
uHpopmaru

3namwv: MeTobl U HUHCTPYMEHTHI
MOWCKa WH(OpMAIIMU, OCHOBBI
KPUTHUYECKOTO MBIIUICHHSI.

Ymemw: OcymecTBisTh NOUCK
MH(OPMALIUH B PA3THYHBIX
MCTOYHHKAX, KpUTUYECKH OLICHUBATh
Y aHAJIM3UPOBATh MOJTyYCHHBIC
JTaHHBIC.

Braodems: HaBbikamMu 3¢ eKTUBHOTO
noucka uHdopmanuu u
KPUTHUYECKOTO aHAJIN3a JTAaHHBIX.

YK-1.2. CriocobeH IpUMEHATh
CHCTEMHBIH MOAXOA JUTS PeLIeH s
MIOCTABJICHHBIX 3a/1a4

3namu: IIpUHIMIIEI 1 METOIBI
CHCTEMHOTO MTOJIX0/1a, OCHOBHBIE
STaIlbl PEIICHNS 3a/ad.

Ymems: ®opmynuposats 3aa4u,
pa3pabarbIBaTh U peatn30BHIBATH
KOMIUIEKCHBIE PEIICHUS.
Bradems: HaBbIkaMu CHCTEMHOTO
MBIIUIEHUS U METOJaMH PELIeHUs
CJIOXKHBIX 3aJad.

OIIK-9

Crioco6eH ToHNMAaTh
TIPUHIAITEL pabOThI
COBPEMEHHBIX
HHPOPMAITHOHHBIX
TEXHOJIOTHH 1
HCTIONB30BaTh UX IS
pelieHus 3a1a4
npodheCCHOHAEHON
JIESITeIIbHOCTH

OIIK-9.1. CnocobeH moHHMaTh
MIPUHIIMIIBI paOOTHI COBPEMEHHBIX
MHPOPMAIMOHHBIX TEXHOIOTHT

3namb: IPUHLIATIEI PaOOTHI
COBPEMEHHBIX HHPOPMAIIHOHHBIX
TEXHOJIOTHH.

Ymemos: mOHUMATH IPUHIIUTIBL
paboThl COBPEMEHHBIX
MH()OPMATMOHHBIX TEXHOIOTHH.
Bradems: HaBBIKAMK pabOTHI C
COBPEMEHHBIMU HHPOPMALMOHHBIMA
TEXHOJIOTHSMH.

OIIK-9.2. Criocoben
HCIIONIb30BaTh COBPEMEHHBIC

3namb: TpUHLATIBEI PaOOTHI
COBPEMEHHBIX HHPOPMAIIUOHHBIX
TEXHOJIOTHH.
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Ymems: pemars 3anaun
I/IHq)OpMaLII/IOHHLIe TEXHOJIOTUU AJIs o
. | mpodeccruoHaIbHON AEATEIBHOCTH.
pernieHus 3a1a4 npoecCHOHAIBHON

Braoems: HaBBIKaMHU MCTIONB30BAHUS
JEeSITeTFHOCTH
MIPUHITUIIOB paOOTHI COBPEMEHHBIX

MH()OPMAITMOHHBIX TEXHOIOTHH.

2. KPUTEPUH OLIEHUBAHHUS KOMIIETEHIIUIA

(mpu3HaK, HA OCHOBAaHUU KOTOPOTO, IPOBOJUTCS OLIEHKA MO0 BHIOPAHHOMY MOKAa3aTelio)

Tlokazamenv oyenuearus Pezynomam Kpumepuu oyenusanus komnemenyuii
KOMNnemeHyuil 00yueHus
3HaTh OO0yuaromuiicss TPOIEMOHCTPHPOBAT: TIYOOKHE HCUCPITBIBAIOIIHE

3HaHUS W TIOHMMaHHE Yy4eOHOTO MaTephana; CoIep)KaTelbHEIE,
TIOJIHBIE, TPaBWIbHBIE W KOHKPETHBIE OTBETHI HAa BCE BOIPOCHI,
BKITIOYAsi JTOTIONTHHUTENBHEIC, CBOOOJHOE BIIaJ€HHE OCHOBHOH U
JIOTIONTHUTEIBHON  JINTEpaTypol, PEKOMEHJOBAHHOW  y4eOHOH
IPOrpaMMON AVCIUILINHEI.

Ymerh OOyJaromuiicss  MPOAEMOHCTPUPOBAI:  INOHMMaHWE  Y4eOHOTO
Marepuana; yMeHHEe CBOOOJHO pelIaTh INPaKTHYECKUE 3aJaHHs
(cuTyallMOHHBIE 3a7a4yH), KOTOpPbIE CJEAYeT BBINOIHUTH WIH
OIMcCaHue pe3yiibTara, KOTOprﬁ HYKHO MOJY4YUTH U AP.; JTJOT'MYECKU
NOCJIe0BaTeNbHbIE, CO/lepKaTeIbHbIC, IOJIHbIE, INPAaBUIBHBIE U
KOHKPETHBIE OTBETHI (pEUICHHUS) Ha BCE IMOCTABICHHBIC 33/1aHHA
(Bompockl), BKIIOYas JOIOJNHHUTENBHBIE; CBOOOIHOE BIaJICHHE
OCHOBHOM M JIONOJHUTEIBHOW JHUTEpPaTypod, pPEKOMEHIOBaHHOM
y4eOHOM MPOrpaMMOi TUCITHITINHEL.

Baaners OOyuaromuiics  TPOICMOHCTPHPOBAN:  MOHNUMaHUE Yy4eOHOTO
Marepuasna; yMeHHe CBOOOIHO pemiaTbh KOMIUIEKCHBIE TPAKTHICCKIE
3amaHusg  (pemieHWs 3amad 10 HECTaHAAPTHBIM CHUTYalHsIM);
JIOTHYECKH  TIOCNIEHOBaTelbHbIC,  IIOJHBIC, IPAaBWIBHBIE W
KOHKPETHBIE OTBETHl B XOJ€ 3alIWTHl 3aJaHUS, BKIIOYAS
JIOTIOJTHUTEIIbHBIC YTOYHSIOIINE BOMPOCH (33JaHKs); CBOOOIHOE
BIQJICHUE  OCHOBHOM M  JOIOJIHUTENBHOM  JINTEPATYpOii,
PEKOMEHIOBaHHOW Y4eOHOM POrpaMMOi TMCHUILIHHEL

Bbicoxnii ypoBeHb
(OTJINYHO)

3uarb OOyuyaromuiicss MPOJACMOHCTPUPOBAI: TBEPAbIE U JIOCTATOYHO
TOJIHBIE 3HaHWS Y4eOHOro Marepuana; NPaBWIBHOE IOHWMAaHUe
CYIIHOCTH ¥ B3aWMOCBSI3M PAaCCMaTPUBAEMBIX IIPOIECCOB U
SIBJICHUI; TTOCIIe/IOBaTENIbHbIC, TIPaBUIIbHBIEC, KOHKPETHBIE OTBETHI HA
MMOCTABJICHHBIC BOMPOCH MpPHU CBOOOTHOM YCTpPAaHCHHH 3aMCYaHUH
MO0 OTACTBHBIM BOIIPOCaM; JOCTAaTOYHOE BIAACHUE IJIUTEPATypO,
PEKOMEHIOBAHHOW YI€OHOM MPOrPaMMO TMCITUTUTHHBI

Ymetb OOyuaromuiics  TPOICMOHCTPHPOBAN:  MOHHUMaHUE y4eOHOTrO
Marepuaina; JIOTHYeCKH TIOCIENOBaTeIbHBIC, TPAaBWIGHBIE W
KOHKPETHBIE OTBETHI (peIIeHus]) Ha OCHOBHEIE 3aJaHUs (BOIPOCHI),
BKJTIOYAs TOTIOTHUTEIIbHBIC, YCTPAHEHUE 3aMEUaHUH MO OTAETHHBIM
JJIeMEeHTaM  3aJaHus  (BOmpoca);  BIAJCHHE OCHOBHOM U
JIOTIONIHUTENIBHON  JINTEpPaTypod, PpEKOMEHJIOBAaHHOW  y4eOHOil
MPOrpaMMON TUCIUTIIUHBI

Baanern OOyuaromuiicss  MPOJACMOHCTPUPOBAT:  MOHHUMAaHUE Y4eOHOro
Marepuana; MpPOJIEMOHCTPUPOBAN JIOTUYECKH IOCIIEI0BATE/IBHBIE,
JIOCTaTO4YHO TIOJIHBIE, NpaBUIbHbIC OTBETHI, BKITIOUAst
JIOTIONIHUTENBHBIC; CAMOCTOATENIFHO YCTPaHWJI 3aMEUaHHs 110
OT/IENBHBIM dJIEMEHTaM 33JaHus (BOIpoca); BiaJeHUEe OCHOBHOW H
JOTIONTHUTEIBHON  JIUTepaTypol, PEKOMEHJOBAHHOW  y4eOHOH
MPOTPAMMO THCIUILUINHBI

Cpennmii ypoBeHb
(xopo1o)

JlocTaTounblii ypoBeHb 3HaTh OOyyvaromuiics  TPOAEMOHCTPHPOBAJ:  TBEpAbIE  3HAHUSA U
(YAOBJIETBOPUTEJIBLHO) MOHMMaHWE OCHOBHOTO Y4YeOHOro MaTepuania; NpaBHIbHBIE, 0€3
rpyObIX OmMOOK, OTBETBI Ha MOCTAaBICHHBIE BOIPOCHI MpPHU
YCTPAaHCHUH _ HETOYHOCTEH M HECYIIECTBEHHBIX _ OIIMOOK B
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OCBEIICHUM OTJENbHBIX MOJOKEHUI MpU HABOJAIIMX BOMPOCAX
MpernoiaBareisi; HEAOCTaTOYHO TIOJHOE BJaJeHUE JIUTEPaTypoi,
DPEKOMEHIOBAHHON YU4E€OHOM IPOrpaMMON JUCIAILIMHEL

YmMmern

OOyyaromuicss  MPOIESMOHCTPUPOBAN: MMOHMMAaHUE OCHOBHOTO
y4e0HOro Marepuala; MpaBHWIbHBIC, 0¢3 TPYOBIX OMIMOOK, OTBETHI
(pemwieHnst) Ha  OCHOBHbIE 3amaHust  (BOIPOCHI),  BKJIIOYAs
JIOTIOIHUTENbHBIE, ~YCTPaHEHHWE, TMPH HABOMAIIMX  BOIPOCAX
MpenoiaBaTess, 3aMEeYaHHi 10 OTICIbHBIM 3JIEMEHTAM 3aaHusI
(Bompoca); HENOCTATOYHOE TMOJTHOE BIANEHHE JIUTEPaTypoid,
PEKOMEHIOBAHHOM YUCOHOM MPOTPaMMON JUCIUATIIHHBI

Baanernb

OOyuaromuiicss TOHUMaHHE OCHOBHOTO y4deOHOTo Marepwaia; 0e3
rpyOBIX OMMOOK [Jaj OTBETHI HA IIOCTaBIIEHHBIE BOMPOCH MpPH
YCTpaHEHWH HETOYHOCTEH M OIMMOOK B PEHICHUSAX B XOJE 3aIHUTHI
3amanust  (Ipoekra, mNOopT(OIHO) NPH HABOMAIIMX BOMPOCAX
IpernojaBaTesisi; HEAOCTaTOYHO IIOJIHOE BIIAJICHHE JIUTEPaTypoH,
PEKOMEHIOBAHHON YUeOHON MPOrpaMMOi JIUCIUILIHHEL

[Ipu

IIpOBCACHUHU

3. OIIMCAHME HIKAJI OHEHUBAHUA

MPOMEKYTOYHOMN
TPaAULIMOHHBIE ()OPMBI ATTECTAIINH:

arrectaiun 38 YYBO «BHIII»

HCIIOJIB3YIOTCA

DopMa NPOMeKYTOUHOI aTTeCTAlNU

I xaJjia oneHNBaHNA

3AYET

«3a4YTCHO», «HC3aYTCHO»

3K3AMEH

COTIIMYHO», «XOPOII0», KYAOBJICTBOPUTCIHHOY,
CHEYAOBJICTBOPUTEIIHLHO»

4. KPUTEPUHU U ITPOLEIYPHI OLIEHUBAHUSI KOMIIETEHIIAM HA
PA3/IMYHBIX 9TAITAX UX ®OPMHUPOBAHUA

JIns oumeHMBaHMs pe3ynasTaToB obyuenns B Bume SHAHHWMM wmcromb3yroTcs cremyromme
MIPOLEAYPBI U TEXHOJIOTUH:

® TECTUpPOBAHUE.
JInsi oueHMBaHHUs pe3ynsTaroB obydenus B Bune YMEHWUM u BJAJEHUAM ucnonssyrorcs

CJICAYIOMUC MPOUCAYPHhI U TEXHOJIOTHHU:

®  YCTHBIN WM MMCBbMEHHBIN OTBET HA BOIIPOC.
® [IPAaKTUYECKHUE 33a/aHUs, BKIIOYAIOIIME OHY WM HECKOJIBKO 3aJ]1au (BOIIPOCOB) B BUJE KPATKOU
(opMyITUpPOBKHU JIeHCTBUN (KOMIUIEKCA JIEHCTBUIA), KOTOPBIE CIIEAYET BBINOIHUTD, MU OIHCATh
pe3yJIbTaT, KOTOPBIM HYXKHO IOJTY4YHUTb.

)

KpnTepml OIICHUBAHUA pe3yjabTaTra OﬁyquI/Iﬂ o JMCHUIIJIMHE (MO[[y.J'IlO
Pe3yabrar HIKAJIA OIIEHMBAHMA
o0yueHust
no IIpouenypsi
«YHOBJIETBOPHUTENb | «HEYJOBICTBOPUTEND

AUCHMILIM | «OTIIHYHO» «XOpOLIO» OLICHMBAHMS
He HO» HO»
(Mony.110)
YK-1, OO6yuaempbrit O06yuaeMbrif O0yuaempbrit O06yuaemsbrit TecroBrie
OITK-9 MIPOJEMOHCTPHP | MPOAEMOHCTPUDP | HMPOAEMOHCTPHPOB | NMPOIEMOHCTPUPOBAT 3aJaHus
3Hath: oBaJI: TITy0OKHe OBaJI: TBEPIBIC U | ai: TBepIbIe HEepaBUIIbHBIC

HCUCPIBIBAIOIIN JOCTAaTOYHO 3HaHUA U OTBCTHI HA OCHOBHBIC

€ 3HaHUA U ITIOJIHBIC 3HAHUS IIOHUMaHHC BOIIPOCHI; pr6ble

TIOHUMaHHe yueOHOro OCHOBHOTO OIIMOKY B OTBETAX;

y4ebHOro Marepuana; yuebHoro HETIOHNMaHue

Marepuaina; MIpaBUIIbHOE Marepuaia; CYIIHOCTH

COZIepIKaTeNbHbl | TIOHNMaHue IIpaBHIbHbIE, 0e3 N3J1araeMbIX
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e, TIOJIHBIE, CYIIHOCTH U rpyOBIX OIIHOOK, BOIIPOCOB;
NIpaBUIIBHBIE U B3aUMOCBSI3H OTBETHI Ha HEYyBEpPEHHBIE U
KOHKPETHBIE paccmarpuBaeM | HOCTaBJICHHBIE HETOYHBIE OTBETHI Ha
OTBETHI Ha BCE BIX ITPOIIECCOB M | BOIPOCHI IpH JIOTIOJTHUTENbHBIC
BOIIPOCHI, SIBTICHUIA; yCTpaHeHUH BOIIPOCHI; HE
BKJIIOYast MOCJIEZIOBATEeNIbH | HETOUHOCTEH U BJIaZieeT OCHOBHOM
JIOTIONTHUTENBHBL | BIE, HECYIIECTBEHHBIX JUTEPaTypoH,
€; cBOOOIHOE TIpaBHUIIBHEIE, omnoOoK B PEKOMEHIOBaHHOMH
BIIaJICHUE KOHKPETHBIE OCBEIIIECHUN yaeOHOH
OCHOBHOH U OTBETHI HA OTZENbHBIX MporpaMmMon
JOIIOJTHUTCIIBHO IMOCTAaBJICHHBIC MOJIOKCHUH pu JUCHUIIIINHBI.
1 uTeparypoi, BOIIPOCHI IIpU HaBOZAIINX
PEKOMEHJIOBaHH | CBOOOJHOM BOIIPOCAX
oii y4eOHOi yCTpaHEHUH npernoaBaTe’s;
IPOrpaMMoi 3aMe4yaHuii 1o HEJI0CTaTOYHO
JICLUITIMHBL. OT/IEJIbHBIM MIOJTHOE BJIaJICHHE
BOIIpOCaM; JUTEpaTypoH,
JOCTaTO4YHOE PEKOMEHJOBaHHON
BIIAJICHUE yaeOHOH
JIUTEPATYPOH. IpOrpaMMon
JUCIUTIIMHEL
YK-1. OO6yuaembrit O06yuaeMblit O0yuaemsbrit O06yuaemsbrit Bonpocst
OIIK-9 MPOJIEMOHCTPUP | MPOAEMOHCTPUP | MPOAEMOHCTPUPOB | MPOAEMOHCTPUPOBAI IIpakTuueckue
YMmern: oBa: OBal: an: TIOHUMaHHe HEIOHUMaHUe 3aJaHus
TIOHUMaHHe NOHMMaHHe OCHOBHOTO OCHOBHOTO y4eOHOTrO
yueOHOro yueOHOro yueOHoro Marepuaia; He Jal
Marepuana, Mmarepua’a; Marepuaia; NIPaBUWIBHBIC OTBETHI
COZIepIKaTeNbHbl | JIOTHYECKH npaBWIbHBIE, 0e3 | Ha OCHOBHBIE
e, MOJIHBIE, MocJenoBaresibl | rpyObIX  OMMOOK, | BONPOCH,  BKJIIOYas
NIPaBUIIBHbIC U bl€, IPaBWIBHBIE | OTBETHI Ha | JOTIOJHHUTEIbHBIC; HE
KOHKPETHBIC U  KOHKPETHBIC | OCHOBHBIE yCTpaHui, pu
OTBETHI Ha BCE OTBETHI Ha | BONIPOCEHI, BKIIOYas | HaBOIIIINX
MIOCTaBJICHHBIE OCHOBHBIE JIOTIONTHUTENbHBIE, | BoImpocax
BOIIPOCHI, 3aJaHUs/BOTIPOC | yCTpaHeHMe, TIpH | mpemonaBaTes,
BKJIIOYast BI, BKJIFOUas | HAaBOIALIUX 3aMe4yaHus U Tpyobie
JOIOIHUTENBHBI | momoyuuTenpHEl | BOMPOCAX OLIMOKH 110 BOIIPOCY;
e; cBoOoHOE e; ycrpaHenue | TPenojaBarens, HE BIIajieeT
BIIaJICHUE saMeuanmii 1o | 3aMedaHuit Mo | OCHOBHOH yuyeOHOI
OCHOBHOM 1 OT/IENIbHBIM OT/IENBHBIM JIUTEPaTypOH,
JIOTIOJIHUTENBHO | syeMeHTAM SNIeMEHTaM PEKOMEHJOBaHHON
i urepatypodt, | sananms; 3aJlaHus; yueOHOH
PEKOMEHJIOBAHH | pranenue HEJI0CTaTOvYHOe MIPOrpaMMOM
oM yueOHOM OCHOBHOI u | monHOE BiageHWe | AMCLUIUIMHBI
IpOrpamMMoii JOTIONTHUTENbHO | JTHTEPATypoii, 5
JIICIUTTIIHHBI ii nureparypoii, | PEKOMCHIOBaHHOI
PEKOMEHJOBaHH y4eOHOH
ofi  yueGHoil | MPOTPaMMOiH
HpOrpaMMoit JUCIUIUTAHEL
JVCIUTIIAHBI
YK-1. OO0y4aemblit OO0yuaembrit O0y4aemblit OO0y4aemblit Bonpocst
OITK-9 MIPOJEMOHCTPUP | TMPOAEMOHCTPUDP | HMPOAEMOHCTPHPOB | NMPOIEMOHCTPUPOBAT [MpakTnyeckne
Buagern: oBa: OBaIL: aJI: TOHUMaHNe ! HETIOHNMAaHNe 3aJaHus
MIOHUMaHHE TIOHUMaHHe OCHOBHOTO OCHOBHOTO Y4€0OHOTO
y4eOHOTO y4eOHOTO y4eOHOTO Marepuaia; aai
Marepuana; Marepuana; Mmarepuana; 6e3 HENpaBUIIbHbIE
MPaBUJILHBIC U NPOAEMOHCTPHP | TpyOBIX OMIMOOK OTBETHI Ha
KOHKPCTHBIC OBaJl JIOTUYCCKU JaJl OTBCTHI HA IIOCTABJICHHBIC
OTBETHI, MOCIIEIOBATENbH | MOCTaBICHHBIC BOIIPOCHI; HE
BKJIIOYast bl€, IOCTaTOYHO | BOIPOCEHL, B TOM BJIaZIeeT OCHOBHOM
JIOTIOJTHUTENBHB! | TIONHBIE, BEPHBIE | YHCIIE TIPH yueOHOH
€ YTOUHSIOLINE OTBETBI; HaBOJSIINX JUTEPaTypoH,
BOIIPOCHI; CaMOCTOSATENLHO | BOIpocax PEKOMEHJOBaHHON
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cBoOOHOE yCTpaHMII IIperoaBaTens; yueOHOH
BIIaJICHUE 3aMevaHus 1o HEeI0CTaTOYHO IIporpamMmoit
OCHOBHOM U OTAETIBHBIM MIOJTHOE BIIaICHUE JIUCLIUILIMHEI
JIOTIONTHUTENBHO | 3JEMEHTaM; JUTEpaTypol,
Il TuTepaTypol, | BrmameHue PEKOMEHJOBaHHOM
PEKOMEHJIOBaHH | OCHOBHOH M yueOHOH
o1 yueOHOM JIOTIOJIHUTEIBHO | HpOrpamMmon
IPOrpaMMon W auteparypoil, | IUCLUIUIMHBI
JUCLUITIIHHBI PEKOMEHJOBaHH

oif yueOHOI

IIPOrpaMMon

JUICHIUIUINHBI

5. OHEHOYHBIE MATEPHUAJIbI

1. OneHo4HbIC MAaTEPHAJIBI JJIsI CAMOCTOATEJILHON padoThl 00y4aOIIUXCH (CTYICHTOB)

1.1 Peepar

3 cemecTp
Pedepar mo3BomuT cTymeHTaMm YyriIyOWTHCS B MOHUMAHWE TPHHIIMIOB pabOTHl M Pa3BUTHUS
KOMITBIOTEPHBIX CETEH, a TakKe HUX BaXKHOCTh U TMPUMEHEHUE B COBPEMEHHBIX HH(POPMAIIMOHHBIX
cucreMax. Pedepar nokpeiaet komnerennun YK-1.1, VK-1.2, OIIK-9.1, OIIK-9.2.

IIpumepHas TeMaTuka pedeparos:
1. HcTopus v 3BOTIOIHS KOMIIBIOTEPHBIX ceTeil
o Hccnenyiite KiIroueBble ATANbl Pa3BUTHS KOMITBIOTEPHBIX CETEH OT MEPBBIX JOKAJIBHBIX
ceTei 10 ro0aIbHBIX CETEBBIX HHDPACTPYKTYP.
2. ApPXHTEKTYpa M TONOJOTHU KOMIIbIOTEPHBIX ceTel
o IIpoananusupyiite paszauuHble TOMOJOTMM ceTel (3Be3/a, KOJbIO, IIUHA U T.J.) U UX
BJIMSIHHE Ha IPOU3BOAUTEIHHOCTD U HA/IEKHOCTH CETH.
3. Moaeab OSI u TCP/IP: cpaBHeHue U IPUMeHEHHE
o PaccMoTpuTe OCHOBHBIC (DYHKUMH M MPOTOKOJIBI KaXKAOH MOIENH, UX NMPUMEHEHHE U
MIpeUMyLIeCTBa.
4. IIpoToxo0/bI MAPHIPYTH3ALUH B KOMIIBIOTEPHBIX CETAX
o MHccnenyiite pasnuuasle mporokonsl Mapmpytm3anuu  (RIP, OSPF, BGP), wux
aJTOPUTMBI U IIPUMEHEHHUE.
5. becnpoBogHbIE CeTH M UX TEXHOJIOTUH
o O6cynute cTaHaapTsl U TexHosnoruu OecrpoBonHbix cerer (Wi-Fi, Bluetooth, LTE) u
UX IPUMEHEHHUE.

1.2 Pedepar
4 cemecTp
Pedepar mo3Bonut cryneHTam yriyOWUThCS B TOHMMAaHUE MPUHIMIIOB PaOOTHI U Pa3BUTHS
KOMIIBIOTEPHBIX CETeH, a TaKKe€ WX BAXHOCTh M MPUMEHEHHWE B COBPEMEHHBIX WH(OPMAIIMOHHBIX
cuctemax. Pedepar nokpeiBaet komnerenimn YK-1.1, YK-1.2, OIIK-9.1, OITK-9.2.

IIpumepHas TemaTuka pedeparos:
1. Be3onmacHOCTb KOMIILIOTEPHBIX CeTel
o Ilpoananusupyite yrpo3sbl M MEXaHHU3MBbl 3alUUTHl CETEH, BKIIOYAs MEKCETEBBIC
akpanbl, VPN u cuctembl oOHapyxenust Bropxkenuit (IDS/IPS).
2. CereBble YCTPOHCTBA: MAPIWIPYTH3ATOPbI, KOMMYTATOPbI M TOYKH J0CTYIIa
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O HW3yunre QYHKOMH W TPUHOUTBI PabOTBl OCHOBHBIX CETEBBIX YCTPOWMCTB, WX
KOH(HUTypalrIo U HACTPOHKY.
3. Buprtyanbnbie yacTHble ceTH (VPN)
o Paccmorpute mpunHnunel pabotsl VPN, WX TUOB U MpUMEHEHHE Ui 0OecredeHus
0€3011acHOro JOCTYIa K CETSIM.
4. Oo6sauHbIe BHIYUCJICHHUS U CETH
o IIpoananusupyiite posib ceTeil B 00JauHBIX BRIYMCICHUSX, TEXHOJIOTUH BUPTYyaIU3aluu
U pacIpeieICHHbIX CUCTEM.
5. byayuiee KOMNbIOTEPHBIX ceTeil: HOBbIE TEHACHUMH U TEXHOJIOTUHU
o MHccnenyiite coBpeMeHHBIE TPEHIbl U MEPCIEKTUBBI PA3BUTHSI CETEBBIX TEXHOJOTHUH,
Bkuirouas [oT u SDN.

Hear Hanucanusa pedeparoB: YmiyOUTh MOHMMAaHUE U KPUTHYECKOE OCMBICIEHUE pOJU
KOMITBIOTEPHBIX ceTel B MH(OPMALMOHHBIX CHUCTEMax, pa3BUBasl aHAJUTHUUYECKUE U HAYYHbIE HaBBIKU
CTYJICHTOB.

Crpykrypa pedepara:
e Baenenue:
o Kparkoe onucanue TeMbl U 1ienei pedepara.
O  AKTYyaJbHOCTb TEMBI.
e (OcHoOBHasi 4aCTh:
Teopernueckre OCHOBBI TEMBI.
Ucropust 1 3BomtOLMS (€CIU TPUMEHUMO).
[IpumeHeHne B COBpEeMEHHOM 3KOHOMUKE/On3Hece.
[Tpumepsl U KEHCHI.
[IpoOnembl 1 BBI3OBHI.
o IlepcrieKTHBBI U TEHAEHIIUN PA3BUTHSL.
e 3akii0ueHue:
O BwIBOBI 110 pe3ynbTaTaM UCCIEAOBAHMS.
O 3HaYCHHE OTEPAIMOHHBIX CUCTEM JIJISi COBPEMEHHBIX HHPOPMAIIMOHHBIX CHCTEM.
e CHHCOK MCIOJb30BAHHBIX HCTOYHUKOB:
o IlepedeHp UCMOIB30BAHHOM JIUTEPATYPhbl 1 HHTEPHET-PECYPCOB.

O O O O O

Kpurepuu oneHuBanus:
e CrpykTrypa u jJoruka uznoxenus (20%):
o0 Yerkas CTpyKTypa paboThI (BBECHIE, OCHOBHASI YaCTh, 3AKITIOUCHUE).
0 JIoru4yHOCTbH U MOCIIEAOBATEIBHOCTh U3JI0KEHUS MaTepuaa.
o Conepxanue (40%):
o IlomHOTa pacKphITHS TEMBI.
0 OnucaHue OCHOBHBIX 3TAIOB Pa3BUTH ONEPALUOHHBIX CUCTEM.
© AHanu3 COBPEMEHHBIX T€HICHIIUH.
o IIpumepsl MPUMEHEHHSI OTIEPANIMOHHBIX CHCTEM B MH(POPMAITMOHHBIX CUCTEMAX.
e AHanuTHveckasi yacthb (20%):
o I'myOuHa aHa/M3a PO ONEPALMOHHBIX CUCTEM B HH(OPMAIIMOHHBIX CUCTEMaX.
0 Hanuune coOCTBEHHBIX BBIBOIOB M OIICHOK.
e Odopmiaenune (10%):
o CootBercTBUE TpeOOBaHUAM K 0popMIICHUIO pedepaToB (IPUQT, OTCTYIBI, 3aTOJTOBKU
U T.J.).
o KoppektHoe oopmiieHHE CCHUIOK U CITUCKA JIUTEPATYPHI.
o SI3pik M cTrib (10%):
o IpaMOTHOCTH ¥ TOUHOCTH H3JIOKCHUS.
O HayuHbI CTHIIB TEKCTA.
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TpeGoBanus k 00bemy:
O6weMm pedepara nomkeH coctaBiarh 10-15 crpanun neuatHoro tekcra (mpudt Times New Roman,
pasmep 12, uarepsan 1.5, monst 2 ¢cM co BCEX CTOPOH).

2. OueHOYHbIE MATEPHUAJIbI /ISl OLIEHKHU TeKylIel aTTecTaiun 00y4anmuxcs (CTY1eHTOB)

2.1 TecToBbIe 32JaHUA JJIA TEKYLIEr0 KOHTPOJIA YCIIEBAEMOCTH B BH/Ie 3SHAHUN

B tecToBOM 3aaHMM BOIIPOCHI, KOTOPBIE UMEIOT 3aKPBITHIA XapakTep.
[IpaBusbHbBIE OTBETHI BbIIEJIEHBI 3HAKOM +.
3 cemecTp
1. Kakue Tomonoruu KOMIbOTEPHBIX ceTelt cymecTByor? (YK-1.2)
o 3Be3na, KOJIbLIO, IIMHA, IEPEBO +
o Jlunelinas, KBaapaTHasi, TPEyroiabHas
o IlpoBomHas, 6ecripoBogHAs
o JlokanbHasl, I100anbHasl, IEpCOHaIbHAs
2. B kakom ypoBae mozaenu OSI nmpoucxoauT mapuipytusarus gaaabix? (OITK-9.1)
0 @u3n4ecKkuil ypoBeHb
o KananbHblll ypOBEHb
o CereBoll ypOBEHD +
o TpaHCcHOpPTHBIN ypPOBEHB
3. Kakoii mpoTokos MCHONb3yeTcsl Ui MPENIOCTaBICHUs HAJEKHOM, IByCTOPOHHEH, IMOTOKOBOM
nepenaun ganabix? (OI1K-9.1)

o UDP
o IP

o TCP+
o ICMP

4. Kakue ycTpoiicTBa MCHONB3YIOTCS AJIsl pa3JesieHusl CeTeBOro Tpaduka Ha ypoOBHE KaHAIBHOTO
ypoBus? (OI1K-9.2)
0  MapupyTu3aropsl
o KommyTarops! +
o  MoneMmsl
o Kabenn
5. Uro rakoe [P-agpecanus? (YK-1.1)
o [Ipouecc Ha3HAUEHUS! YHUKAJIBHBIX UACHTU()UKATOPOB YCTPOUCTBAM B CETH +
o Meron nepenayu 1aHHBIX MEXY CETIMU
o Cnoco6 mudpoBaHus TaHHBIX
o IIpoTokos ynpaBieHUs CETEBBIMH MOJKIIOUCHUSIMHU
6. Kaxkune npoTokosbl HCHIOIB3YIOTCS 1S AMHaMudeckoi mapupyTtuzanuu? (OI1K-9.2)
o RIP, OSPF, BGP +
o FTP, HTTP, SMTP
o TCP, UDP, ICMP
o SSL, TLS, SSH
7. Kak Ha3bIBaeTcs Mpoliecc Mepedadd AaHHBIX MEXIy IBYyMs U Oojiee y3JlaMu uyepe3 CeTh?

(YK-1.2)
o  MapmpyTtuzanus
o Caa3p+

o Anpecanus
o KommyTtanus

8. Kakoii crangapT GecipoBoHBIX ceTeit Hanbonee pacnpoctpanen? (OI1K-9.2)
o Bluetooth
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o Wi-Fi (IEEE 802.11) +

o ZigBee

o NFC
9. Kaxkue ¢pynknun BeimonasieT kommyTtatop? (OITK-9.1)

0 MapupyTH3aius JaHHBIX MEXIY CETSIMH
OO0bearHEeHNEe CerMEHTOB CETH Ha KaHAJIbHOM YPOBHE +
[Ipeobpa3oBaHue CUTHAIOB
ObecnieueHre OECITPOBOTHOTO COSTUHEHUS
10. Yro Takoe NAT (Network Address Translation)? (OITK-9.1)
TexHonorus mpeoOpa3oBanus 4aCTHBIX [P-aapecoB B myOnmnyHbIe U HA00OPOT +
Meton mmdpoBaHus JaHHBIX
[IpoTokon mMapupyTHu3anuu
Crnioco0 nepenauu JaHHBIX IO OECIIPOBOIHON ceTn

O O O

O O O O

4 cemecTp

1. Kaxkoii mpoTOKOJ UCTIONb3YyeTCs AJIs 3alUIIeHHOM nepenaun qaHHbiX B cetu? (OI1K-9.2)

o FTP

o HTTP

o HTTPS +
o SMTP

2. Yro takoe VPN (Virtual Private Network)? (VK-1.2)
o Cetp, co3gaBacMasi MOBEpPX APYyrod cetw s obecreueHuss O€30MacHOW TMepenadu
JaHHBIX +
o [Iporokos MapuIpyTHU3auu
O YCTpOWCTBO IJI COCITMHEHUS CETEN
o Merox mmdpoBaHus TaHHBIX
3. Kakue KOMIIOHEHTHI BXOJIAT B CETEBYIO orneparmonHyro cuctemy? (YK-1.1)
o Snpo, npaiiBepbl, CETEBbIE CITYKObI, YTUIUTHI YIIPaBIECHUS CEThIO +
o bpay3ep, TEKCTOBBIN pEJAKTOP, aHTUBUPYC
o IIporpammHoOe obecrieueHme, annapaTHoe obecreueHme
o IIpoueccop, namsaTh, yCTpOHCTBa BBOJAa-BbIBO/IA
4. Kaxoil mpoTOKOI NCHIONB3yeTCs ISl yIIpaBlIeHUs nepeaadent nekTporHoi moutsl? (OI1K-9.1)

o FTP

o SMTP +
o DNS

o HTTP

5. Kakue mepbl 6€301aCHOCTH UCTIONB3YIOTCS JIJIsl 3alIUThI KOMITbIOTepHbIX ceTeit? (YK-1.1)
o MexcereBsle 3kpanbl, VPN, cucremsl oOHapysxenus Bropxkenuii (IDS/IPS) +
KommyTaTopsl, MapiipyTu3aTopbl, KOHIIEHTPATOPbI
Onrtruyeckue kabeu, BUTas mapa, KOaKCUaJIbHBIN Kabelb
IP-agpecanus, moaceTu, MapuIpyTU3aLUs
6. Uro Takoe o6maunbie Berancienus? (OITK-9.1)
Mozenb npeocTaBlIeHUs] BBIUNCIUTEIBHBIX PECYPCOB YEpPE3 NHTEPHET +
Meton mmdpoBaHus JaHHBIX
[IpoTokon mMapupyTu3anuu
o TexHonorus nepenayu JaHHBIX
7. Kaxue npeumyiiectsa npenoctaniser ucnonszoBanne VLAN (Virtual LAN)? (OITK-9.2)
o IloBbiieHne 6€30MaCHOCTHU U YIIPABISIEMOCTH CETH +
O VYBeln4eHHE MPOIYCKHOM criocoOHOCTH Kabeseit
O YMEHBILIECHUE 3aJCPKEK B CETU
O VYnpormieHue GU3NUECKON CTPYKTYpPhI CETH

O O O

o O O
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8. Kak Has3bpIBaeTCsl MNpOLECC CO3JaHHUs HECKONBbKMX BHUPTYAIbHBIX CETed MOBEpPX OIHOMN
¢uznueckoit? (YK-1.2)
o0 Bupryamuszanus cetu +
o KommyTtanus
o Anpecanus
o Iudposanue
9. Yro takoe DHCP (Dynamic Host Configuration Protocol)? (OITK-9.1)
o [Iporokos aBTOMaTnyeckoro HazHaueHus [P-agpecoB B cetu +
o IIporokon MapupyTH3anuu
o Meron mmdpoBaHUs TaHHBIX
O YCTpOWCTBO IJI COCIMHEHUS CeTeH
10. Kakue ¢pynkuuu Beimonnsiet npotokosl DNS (Domain Name System)? (YK-1.1)
o IlpeoOpa3zoBaHue JOMEHHBIX UMeH B [P-aapeca +
o Iludpoanue naHHBIX
O VYmpasneHue MapupyTH3anuen
o ObecnieueHre OECIPOBOTHOTO COSTUHEHUS
11. Kakue TexHonoruu ucnonb3yrorcs ais peanusanuu VPN? (OI1K-9.2)
o PPTP, L2TP, OpenVPN +
FTP, SMTP, HTTP
TCP, UDP, IP
SSL, TLS, SSH
12. Yto Takoe QoS (Quality of Service)? (VK-1.2)
0 MexaHU3M yIIpaBieHUs TPUOPUTETaMU TpauKa B CETH +
o IIporokos MapupyTH3auu
o TexHonorus 6ecripoBOIHON Tepeiauu TaHHBIX
o Meron mudpoBaHus
13. Kakue 3amauu BBIOHSET MexkceTeBol 3kpaH (firewall)? (OITK-9.1)
0 @uubTpanus U KOHTPOJIb CETeBOro Tpaduka +
O VYmpapieHue MaplipyTu3auen
o IudpoBanue JaHHBIX
o ObecneueHre OECIPOBOTHOTO COSTUHEHUS
14. Yro takoe SDN (Software-Defined Networking)? (OIIK-9.1)
O ApXWTEKTYPHBIH TOAXONI K CO3MaHUIO YIPABISIEMBIX MPOTPAMMHBIM O0€credeHUueM
cere +
o IIporokos MapuIpyTHU3au
o TexHonorus nepeaadn JaHHBIX
o Meron mmdpoBaHUsL
15. Kakue ocobennoctu umeet [IPv6 o cpaBuenuto ¢ [Pv4? (VK-1.1)
O VYBeNMYEHHOE aJJPeCHOE NPOCTPAHCTBO, BCTPOCHHBIE MEXAaHH3MBI O€30MaCHOCTH,
yAy4lIeHHas MOAAEePKKa MOOUIIBHBIX YCTPOHCTB +
O MeHblee aapecHOE MPOCTPAHCTBO, OTCYTCTBUE IM(POBAHUS, HHU3KAas CKOPOCTb
nepenadn JaHHbIX
0 OpaMHaKOBOE aJpECHOE MPOCTPAHCTBO, YAyUIIEHHAs MapLIpyTH3alus, IMOAIEpKKa
0eCIpOBOHBIX YCTPOUCTB
o0 OTcyTcTBHE aIpPEeCHOTO TMPOCTPAHCTBA, YAYUYIICHHBIE METOJbl MapUIpyTH3AIHH,
MOJ/IePKKA BUPTYAIU3aLUU
16. Uto takoe IDS (Intrusion Detection System)? (OI1K-9.2)
o Cucrema oOHapYyKEHHs U pearupoBaHUs Ha MOMBITKYM HECAHKIIMOHUPOBAHHOTO JI0CTYTIa
B CEThb +
o IIpoTtokon MapuipyTH3auu
O YCTpOWCTBO IJII COCIMHEHUS CETEN
o Merox mmdpoBaHUs TaHHBIX

O O O
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Kpurepum oueHkH pe3yJibTaTOB TeCTa
1. "HeynoBaersopureabHo" (0-39%)
o CryneHT OTBETHII NpaBUIbHO Ha MeHee 40% BOmpocoB.
O 3HauUTENbHBIE MPOOEIIBI B 3HAHUIX 1O OOJBITMHCTBY TEM.
o HenpaBuibHOE MOHUMAHKE KIIFOYEBBIX MOHATUIA U MIPUHIUIIOB.
o HecnocoOHOCTh MPUMEHUTH TEOPETUYECKUE 3HAHUS HA TPAKTHUKE.
2. "VnoaerBopurteiabHo' (40-59%)
o CryneHt orBeTni npasuwibHO Ha 40-59% Borpocos.
0  OcHOBHbIE IOHATHUS U MPUHIUIIBI TOHATHl YACTUYHO, €CTh OIIMOKH B OTBETAX.
O 3HaHWA 1O OOJBIIMHCTBY TE€M Ha 0a30BOM YypOBHE, HEIOCTaTOYHas TIyOMHA
MMOHMMAaHUS.
0 YacTuuHasg CMOCOOHOCTh MPUMEHSTh TEOPETHUECKHE 3HAHUS Ha TMPAKTUKE, HYKHBI
JIOTIOJIHUTENbHBIE Pa3bsICHEHUS.
3. "Xopomo" (60-79%)
o CryaeHt orBeTWI npaBuwibHO Ha 60-79% BoOIpoOCOB.
o Xopolee MOHNMAHHUE KITFOYEBBIX MMOHSATUI U MIPUHIIUIIOB, HE3HAYUTEIHHBIC OITUOKH.
O 3HaHHUA [0 BCEM TeMaM Ha JIOCTaTOYHOM YPOBHE, OJHAKO €CTh HEKOTOPHIE MPOOEIIbI.
0 CnocoOHOCTh MPUMEHATh TEOPETHMYECKHE 3HAHMUS Ha TMpakTUKe, HO Tpebyercs
yAy4IlIEHHE TOYHOCTU U YBEPEHHOCTH.
4. "Otauuno" (80-100%)
o Crynent orBetuia npasuwibHO Ha 80-100% Bonpocos.
o IlomHO€ ¥ MpaBUIILHOE MOHUMAHUE BCEX KITIOUEBBIX MOHATHI U MPUHIIUIIOB.
o I'myOokue 3HaHUS MO BCEM TeMaM, MUHUMAaJbHbIE WA OTCYTCTBYIOLIHE OIIHOKH.
O BpbICOKHMII ypOBeHb CHOCOOHOCTU NPUMEHSATH TEOPETUUYECKUE 3HAHMUSA Ha MPAKTUKE,
JEMOHCTpAIsl YBEPEHHOCTH U TOUHOCTH B OTBETAX.

2.2 Bonpochkl 1151 TeKyIIero KOHTPoJIsi ycnesaemocTu B Buge YMEHUIA
3 cemecTp

1. 4Yro Takoe KOMIIBIOTEPHas CeTh M Kakue (pyHKI UM oHa BbInoyHseT? (YK-1.2)
o IIpaBuabHbIN oTBeT: KOMIBIOTEPHAs CEThb — 3TO CUCTEMA CBSI3U MEXKIY ABYMS MU
Oosee KOMIBIOTEpaMHM, MpeAHa3HaYeHHast i1 OoOMEeHa JaHHBIMM U COBMECTHOTO
UCHONb30BaHUs  pecypcoB. OcCHOBHbIE (YHKLIUM BKJIIOYAOT OOMEH JIaHHBIMH,
COBMECTHOE HCIIOJIb30BaHUE (haillioB M MPUIIOKEHH, a TaK)Ke YIPaBIEHUE pecypcaMu
CeTH.
2. Yro Takoe moaesab OSI u kakue ypoBHu ona Briawuaer? (YK-1.1)
o IlpaBuabHblii otBeT: Monens OSI (Open Systems Interconnection) — 3To 3TanoHHAs
MOJIENIb B3aUMOJCHCTBUS OTKPBITBIX CHUCTEM, KOTOpasi pa3/ieNseT ceTeBble (PyHKIUHN Ha
CeMb YypOBHEH: (U3MUYECKHIA, KaHAIbHBIA, CETEBOW, TPAHCHOPTHBINA, CEAHCOBBI,
MIPEJCTABICHNS U NPUKIIATHOM.
3. Kakmue TOn0JIOTHM KOMIILIOTEPHBIX ceTell cymecTByoT? (YK-1.2)
o IlpaBuabHblii oTBeT: OCHOBHBIE TOINOJOTMH KOMIIBIOTEPHBIX CETEH BKIIOUAIOT
3B€37000pa3Hyl0, IIMHHYIO, KOJIBLIEBYIO, SYEHCTYI0 U JIPEBOBHJHYIO TOIOJIOTHH.
Kaxas 13 HUX UMeeT CBOM 0COOCHHOCTH U 00JIaCTH IPUMEHEHHUS.
4. Kaxmue ¢pynkuum BoinoJaset nporoxkosa TCP B monean TCP/IP? (OIIK-9.1)
o IIpaBuabublii orBeT: [IpoTokon TCP (Transmission Control Protocol) obecnieunBaet
HAJEKHYI0, IT0CJIeI0BaTEIbHYIO NIepeady JaHHBIX MEX]y y3JaMH B CETH, TapaHTUPYS,
YTO JJAaHHBIE TOCTABIISAIOTCS 0€3 MOTeph U B IPABUIBHOM IMOPSIIIKE.
5. Uro Ttakoe IP-aapec u 1y 4yero on ucnoiab3yerca? (YK-1.1)
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10.

o IIpaBuabHbIii oTBeT: [P-agpec — 3T0 yHUKaNbHBIA WACHTU(DUKATOP YCTPOWCTBA B
CEeTH, UCTOIb3YEMBIN JUIsl MApUIPYTU3ALMH TaHHBIX MKy ycTpoiicTBaMu. OH COCTOUT
Y3 YUCJIOBBIX 3HAYCHUW U MOXKET OBITh TpezicTaBiieH B ¢opmare [Pv4 wmm [Pvo.

Kakue npoTokoJibl HCIOJb3YIOTCS sl AUHAMHYeckoil mapmpyTusauuu? (OI1K-9.2)

o IIpaBuabHblii oTBeT: OCHOBHBIE TMPOTOKOJIBl JWHAMUYECKONW MapHIpyTHU3AlUH
BiimoyatoT RIP (Routing Information Protocol), OSPF (Open Shortest Path First) u
BGP (Border Gateway Protocol). OHM mMO3BOJSIIOT aBTOMAaTHU3MPOBATH IPOIECC
MapuIpyTU3alUH U aJalTUPOBATHCS K U3BMEHEHUSIM B CETH.

Yrto Takoe KOMMYTATOP M Kakue (pyHKuuu oH BoinoJHsAeT? (OI1K-9.2)

o IlpaBuabHbIi oTBeT: KOMMyTaTop — 3TO ceTeBoe yCTPOHCTBO, KOTOPOE OOBEIUHSET
CEerMEHTBHI CETH MW TepenaeT naHHble Ha ocHoBe MAC-ampecoB. OH paboTaeT Ha
KaHaJIbHOM ypoBHE Mozenu OSI U Mo3BONSET yBENIWYUTH MPOIMYCKHYIO CIIOCOOHOCTH
CETH 32 CYET YMEHBIIICHHS KOJIMYECTBA KOJUIU3UH.

Yrto Takoe NAT (Network Address Translation) u njs 4ero on ucnoan3yercs? (OIIK-9.1)

o IIpaBuabubiii oTBeT: NAT — 53TO TEXHONOTHs, KOTOpas MpeoOpa3yeT 4YacTHHIC
[P-anpeca B myOnmuHBIE M HA0OOPOT, TO3BOJISISI YCTPOWCTBAM C YAaCTHBIMH aJlpecaMu
BBIXOJIUTh B MHTepHET. OHa MCHOJb3yeTcs ISl 3KOHOMUU [P-aapecoB W ynydlieHHs
0€30MacCHOCTH CETH.

Kaxkue cranaaprTsl 6ecnipoBoAHbIX ceTeil Hanbosee pacnpoctpanensi? (OI1K-9.2)

o IlpaBuabHbIi oTBeT: Hanbomnee pacpocTpaHeHHbIC CTaHIAPTHI OECIIPOBOAHBIX CETEH
BmoyaroT Wi-Fi (IEEE 802.11), Bluetooth, LTE u ZigBee. Kaxaprii crangapt umeer
CBOM 0COOEHHOCTH U 00J1aCTH MPUMEHEHUSI.

Kakue ¢pynkuun spinosaser mapmpyruszarop? (YK-1.2)

o IlpaBuabHBIH oOTBeT: MappyTu3atop — O3TO CETEBOE YCTPOWCTBO, KOTOpPOE
HanpaBsieT MaKeThl JAaHHBIX MEXAY pa3iuuHbiMu ceTasMu. OH ompenenser
ONTHUMAJBHBIA MapIIpyT [UIsi TepeJayd JaHHBIX, OCHOBBIBASICh Ha TaOIHIIax
MapIIpyTU3aLUU U POTOKOIAX MapUIpyTH3aLUH.

4 cemecTp

Yrto Takoe VPN (Virtual Private Network) u ajs 4ero on ucnoab3yercsi? (OITK-9.2)

o IlpaBuabHblii oTBeT: VPN — 3TO TEXHONOTHWs, KOTOpas co3laeT Oe3omacHoe M
3amm@poOBaHHOE COCIMHEHHUE TOBEPX ITyOJWYHOM CETH, TakoW Kak WHTepHEeT. OHa
UCTIONB3yeTCs Ui OOecredeHus KOH(PHUICHIIMAThHOCTH M O€30MacHOCTH JaHHBIX,
NepeaBaeMbIX MEX]y YIaJICHHbIMH Y3JIaMu.

Kakue ¢pynkoun spimosaser nporokon HTTPS? (OIIK-9.1)

o IIpaBuabnblii orBer: HTTPS (HyperText Transfer Protocol Secure) — 310
pacumupenue mporokora HTTP, koropoe oOecrneunBaeT 3alUIIEHHYIO Mepenady
JMAHHBIX MEXJIy BeO-cepBepoM M KIHMeHTOM ¢ wucrnoib3oBanueM SSL/TLS. On
obecrieunBaeT KOHPHUIAECHIINATBEHOCTD, IEJIOCTHOCTh JAHHBIX U Ay TCHTU(HUKAIIHIO.

Yto Takoe ceTeBble ONEPAIMOHHBbIE CHCTeMbl M Kakue (YHKUMU OHM BBINOJHSIOT?
(YK-1.1)

o IlpaBuabHblii orBer: CereBble onepanuoHHble cucremsl (COC) — 3710
OTIEpaIMOHHbIE CHUCTEMBbI, IIPEeHa3HAUYEHHBIE JUUISl YIPABICHUS CETEBBIMU peCypcaMu U
obecnieunBarone (GyHKIMU, Takue Kak (DailloBBI U MEYaTHBINA CEpBUC, YIIPABICHHUE
MOJIb30BaTeNsIMU U Oe3omacHocTh ceTh. [Ipumeps! Britouator Windows Server, Linux u
Unix.

Kakue nporoxo/bl HCIIOJIB3YIOTCS 1S yIpaBJieHus: 31eKTpoHHo# nouroi? (OI1K-9.1)

o IIpaBuabHbIN 0TBeT: OCHOBHBIE IPOTOKOJIBI JUISl YIPABIEHUS JIEKTPOHHON MOYTON
Biurouaror SMTP (Simple Mail Transfer Protocol) ans ornpaBku moutsl, POP3 (Post
Office Protocol) m IMAP (Internet Message Access Protocol) mns momydenus u
YIIPaBIICHUS TTOYTOM.
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10.

11.

12.

13.

14.

15.

Kakue Mepbl 6e30nacHOCTH MCIOJIB3YIOTCS VIS 3aIUTHI KOMIIbIOTepHBIX ceTeif? (YK-1.1)
o IlpaBuabHblil oTBeT: OCHOBHBIE Mephbl 0€30MAaCHOCTH BKJIIOYAIOT MCIIOJIb30BAHUE
MexceTeBbIx dkpaHoB (firewalls), VPN, cucrem obnapyxenust Bropxkenuii (IDS/IPS),
a"ntuBupycHoro I10 u MeTon0B mudpoBaHUs JaHHbIX.
Yto Takoe 00JaYHble BBIYUCICHHS] W KaKHe MOJeIU OOCIYKHUBAHUSI CYIIECTBYIOT?
(OIIK-9.1)

o IlpaBuabHblii orBer: OONauHBIE BBIUMCICHUS — OSTO MOJENH NPEAOCTABICHUS
BBIUMCIIUTENIBHBIX ~PECYpCOB M yciayr uyepe3 uHTepHEeT. OCHOBHBIE MOJENU
obcmyxxkuBanust BriaowaroT laaS (Infrastructure as a Service), PaaS (Platform as a
Service) u SaaS (Software as a Service).

Kakue npenmymectBa npenocrapiser ucnojb3dopanue VLAN (Virtual LAN)? (OIIK-9.2)

o IlpaBuabHblii orBer: VLAN mMO3BONSET CErMEHTHPOBaTh (DU3UYECKYIO CETh Ha
JOTMYECKHe  CeTH  Juld  TOBBILIEHHs  O€30MacHOCTH,  YNpPaBIsSEMOCTH U
NpOU3BOAUTENBHOCTH. OHa yNpolaeT YHpaBiIeHHWE CEThI0 W YIydllaeT KOHTPOJIb

JOCTYTIA.
Yrto Takoe QoS (Quality of Service) n kakue pyHkunu ona Bbinojnser? (YK-1.2)
o [IIpaBuabHblii oTBeT: QOS — »5TO TexHONOTrUs, OOeclevynBarolIas YIpaBICHUE

pHOpUTETaMU TpaduKa B CETH Ui oOecredeHus: TpeOyeMoro ypoBHs 00CITyKUBaHHS
pa3NMuUHBIX TOpuUiIokKeHH u ycayr. OHa TMO3BONSET YHOPABIATh POMYCKHOU
CIOCOOHOCTHIO, 3a/IeP>)KKaMH U IOTEPSIMU ITAKETOB.

Kakue ¢pynkuumn BpinosinsieT MexxcereBoii sxkpan (firewall)? (OITK-9.1)

o IIpaBuabHBIA OTBeT: MEXKCETEBOW PKpaH — 3TO YCTPOMCTBO WM MPOrPaMMHOE
o0ecriedeHre, KOTOpoe KOHTPOIUPYET U (DUIBTPYET BXOASALIMHA U UCXOISIIUI ceTeBOi
TpauK Ha OCHOBE YCTAHOBJIEHHBIX MpaBui Oe3zomacHocTd. OH 3alUINAeT CEeTh OT
HECAaHKIIMOHUPOBAHHOIO JOCTyIa U yTpo3.

Yro Takoe SDN (Software-Defined Networking) u kakume mnpemMyliecTrsa OHa
npenocrasiaser? (OIIK-9.1)

o IIpaBuabHbIi 0TBeT: SDN — 3TO apXUTEKTYPHBIN MOAXO/ K CO3aHUIO YIIPABIISIEMBIX
MPOrpaMMHBIM 00€CTIe4eHHuEM CeTel, KOTOPBIi oTaenseT (PyHKIHMM YIpaBICHUS OT
anmapatHoro oo6ecnedenus. llpenMyiiecTBa BKIIOYAIOT THOKOCTb, YIYYIIEHHOE
yIpaBJICHUE U aBTOMATU3ALUIO CETH.

Kakue ocooennoctu umeet IPv6 nmo cpasuennio ¢ IPv4? (YK-1.1)

o IlpaBuabHblil oTBeT: [Pv6 mpemocraBiseTr yBeIMYEHHOE aJpEeCHOE MPOCTPAHCTBO,
BCTPOCHHbIE MEXaHMU3Mbl O€30MaCHOCTH, YIAYYIIEHHYIO MOJACPKKY MOOUIIBHBIX
yCTpOICTB U 6osee 3hpekTuBHOE yrnpaBieHHe TpapuKkoM 1o cpaBHeHHIo ¢ [Pv4.

Yro Takoe IDS (Intrusion Detection System) u kakue 3agaun ona BoinoaHsier? (OI1K-9.2)

o IlpaBuabHblii oTBeT: IDS — 3TO0 cucrema, KOTOpass MOHUTOPHUT CETEBOM TpaduK Ha
IpeIMET MOJO3PUTEIbHBIX IEHCTBUIM M IONBITOK HECAHKIMOHWPOBAHHOIO JOCTYIA.
Omna oOGHapy’KHBaeT U pearrupyer Ha MOTEHIHAIbHbIE YTPO3bl 0€30MaCHOCTH.

Yro Takoe DHCP (Dynamic Host Configuration Protocol) m kakme (yHKuMm oH
BbinoJinsier? (OITK-9.1)

o IIpaBuabHbiii oTBeT: DHCP — 3T0 nmpoTOKOIJ, KOTOpBIM aBTOMaTHYECKH Ha3HauaeT
[P-anmpeca u npyrue ceTeBble HACTPOMKHU ycTpoiictBam B cetd. OH ympoiiaer
ynpasienue [P-agpecamMu 1 yMeHbIIaeT BEPOITHOCTH KOH(MIIMKTA aIpeCcoB.

Kakue TexHosnornu ucnoJib3yrores s peaauzauuun VPN? (OI1K-9.2)

o IIpaBuabHbiii oTBeT: OcHoBHBIe TexHoNmoruun VPN Bkmtouator PPTP (Point-to-Point
Tunneling Protocol), L2TP (Layer 2 Tunneling Protocol), OpenVPN u IPsec. Otu
TEXHOJIOTUH obecreynBaoT Oe30macHoe M 3alld(pOBAHHOE COEAMHEHHUE MEXKIY
y3J1aMH.

UYtro takoe NAT (Network Address Translation) m kakue 3agauum OH BBINOJHSIET?
(OIIK-9.1)
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16. Yro

IpaBuabnbiii otBer: NAT mnpeoOpaszyer wacthele I[P-ampeca B myOnmuuHble U
HA00OpPOT, MO3BOJIAS YCTPOMCTBAM C YaCTHBIMM aJpecaMu BBIXOAWUTH B MHTepHET. OH
TaK)K€ YBEJIMUMBAET OE30MMaCHOCTH U MO3BOJISIET SKOHOMUTH [P-aznpeca.

TaKoe CeTeBble IMPOTOKOJbLI 0e30MacHOCTM M KaKue M3 HHX HauOoJee

pacnpocrpanenbi? (YK-1.1)
o IlpaBuabHblii oTBeT: CeTeBble NPOTOKOJBI OE30MACHOCTH OOECHEYMBAIOT 3ALIUTY

JAHHBIX U CETeBBIX coenuHeHnii. Hanbomee pacpocTpaHeHHbIE TPOTOKOIBI BKITFOUAIOT
SSL/TLS nna 3amuiieHHblX BeO-coequunenuit, IPsec mma VPN um SSH  mug
3aIUIIEHHOTO YIAJICHHOTO JOCTYIIA.

KpuTepuu oieHKH 0TBETOB HA BONPOCHI
e "Omiuuno" (5 0a/J10B)
o Kpurepun:

ITonHOE M TOYHOE 00BsCHEHHE BOIIPOCA.

OTBeT BKJIIOYAET BCE KIIFOUEBbIE ACTIEKTHI U JIETANIH.

[Tpumepsl, ecau TpeOyIOTCs, MPUBEICHBI U IPABUIBHO OOBSICHEHBI.
OTBeT AeMOHCTPHUPYET ITyOOKOE MOHUMaHHUE TEMBI.

e "Xopomo" (4 6as1a)
o Kpurepuu:

m  KoppekTHoe 00bsCHEHHEe BONpoca.

m  OTBeT 0XBaThIBAE€T OCHOBHBIE ACIIEKTHI, HO MOJKET OTCYTCTBOBATh
HE3HAYUTENIbHAasl JeTallb WU IIPUMeEp.

m JleMoHcTpHpyeTcs Xopollee, HO He TIOJTHOE TOHUMAaHUE TEMBI.

e '"ViosiaerBopureiabHo' (3 0aJ1a)
o Kpurepuu:

m  OOmee npeacTaBICHUE O BOIPOCE.
m  OTBeT BKIIIOYAET OCHOBHBIE ACTIEKTHI, HO COACPKUT HETOYHOCTH WM IIPOITYCKH.
m [Ipumepsl, ecimu TpeOYIOTCS, MOTYT OTCYTCTBOBATh WJIM OBITh HEBEPHO

0OBSICHEHEL.
m JlemoHCcTpHUpyeTcs 6a30BOC IOHUMAHKUE TEMBI.

e "HeynoBiersopureiabHo" (2 6aJia)
o Kpurepuu:

HexoppekTHoe min HenoiHoe 00bsICHEHHE BOMpoca.

OTcyTcTBHE KITIOUEBBIX ACMIEKTOB U JI€TajIeH.

[Tpumepsl, ecau TpeOyIOTCS, OTCYTCTBYIOT WM TIPUBE/ICHBI HEBEPHBIE.
OTBeT 1eEMOHCTPUPYET HEAOCTATOUHOE TIOHUMAHHUE TEMBI.

3. OneHOYHBbIE MATEPHAJIBI 1JIs1 POBeIeHUsI POMEKYTOUHOM aTTecTalul

oOyuaronuxcs (CTy1eHTOB) B BHje BJAJIEHUI

3.1 Bonpocsl 1151 IpoBeJieHNsl IPOMeKYTO4UHOI arTecTannu B popme 3AYETA

3 cemecTtp

TEOPETUYECKHE BOIIPOCHI:

1. YTo Takoe KOMIBIOTEPHAS CeTh U KaKOBBI ee 0CHOBHbIe pyHkuun? (YK-1.2, YK-1.1)
o IIpaBuabHbIi 0TBeT: KOMIBIOTEpHASI CETh — ATO CHUCTEMA CBSI3M MEXIY ABYMS WU

Oosiee KOMIBIOTEpaMH, IpeaHa3HaYeHHAs Uil OOMEHa JaHHBIMH U COBMECTHOTO
UCIONB30BaHUsl pecypcoB. OCHOBHBIE (YHKLUMM BKJIIOYAIOT OOMEH JIaHHBIMH,
COBMECTHOE HCHOJIb30BaHUE (aiijIOB U MPUIIOKEHHH, a TAK)KE YIPABICHUE pecypcaMu
CeTH.

2. Kaxkwue TOmoJIoruu KOMnbOTEepHLIX ceTeil cymecTByoT? (YK-1.2, VK-1.1)
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11.

12.

o IlpaBuabHblil oTBeT: OCHOBHBIE TOIOJOTUU KOMIBIOTEPHBIX CETEH BKIIOYAIOT
3Be37000pa3Hyl0, IIMHHYIO, KOJBLEBYIO, SYEHCTYI0 U JIPEBOBHAHYIO TOMOJIOTHH.
Kaxxiast 13 HUX UMeeT CBOM 0COOCHHOCTH U 00JIAaCTH PUMEHEHHSI.

Yrto Takoe moaeanb OSI u kakue ypoBHu oHa BKJIw4aer? (YK-1.2, YK-1.1)

o IlpaBuabnblii oTBeT: Monens OSI (Open Systems Interconnection) — 3T0 3TasioOHHAs
MOJIeNIb B3aUMOJCHCTBUSL OTKPBITBIX CHUCTEM, KOTOpasi pa3lieNsieT ceTeBble (PyHKIUH Ha
CeMb YpOBHEH: (PU3NUECKUH, KAHAIBbHBIA, CETEBOWM, TPAHCIOPTHBIM, CEaHCOBBIN,
IIPEICTABICHUS] U ITPUKIIATHOM.

Kakue ¢pynkuun spinosaser nporokoa TCP B moaenu TCP/IP? (OIIK-9.1, YK-1.1)

o IIpaBuabublii orBeT: [IpoTokon TCP (Transmission Control Protocol) obecneunBaet
HAJIeKHYI0, TOCIEA0BATEIbHYIO NIEpeiady JAHHBIX MEX]y Y3JIaMH B CETH, TapaHTUPYH,
YTO JJAaHHBIE OCTABIISAIOTCS 0€3 MOTEePh U B IPABUIBHOM IMOPSIIIKE.

Yro Takoe IP-agpec u s yero on ucnosndyercsa? (YK-1.2, YK-1.1)

o IIpaBuabHbIi oTBeT: [P-agpec — 3T0 yHUKaNbHBIA WUACHTU()HUKATOP YCTPOWCTBA B
CETH, UCTOIb3YEMBIN ISl MapIIPyTU3ALMH TAHHBIX MKy ycTpoiicTBaMu. OH COCTOUT
W3 YUCJIOBBIX 3HAYCHU ¥ MOXKET OBITh TipezicTaBiieH B opmare [Pv4 wmm [Pvo.

Kakue nporokosbl HCHOJB3YHOTCS sl AuHaAMH4Yeckoil mapmpytusamuu? (OITK-9.2,
VYK-1.1)

o IIpaBunabHblii  oTBeT: OCHOBHBIE TIPOTOKOJBI JMHAMUYECKONH MapLIpyTHU3aLUH
BrmodaroT RIP (Routing Information Protocol), OSPF (Open Shortest Path First) u
BGP (Border Gateway Protocol). OHu mMO3BONSIOT aBTOMAaTU3MPOBATH MPOIIECC
MapIIpyTU3alKU U alalTUPOBATHCSI K U3MEHEHUSIM B CETH.

Y10 Takoe KOMMYTATOP M Kakue pyHkuun oH BpimoJnser? (OIIK-9.2, VK-1.1)

o IIpaBuabHblii 0TBeT: KOMMyTaTop — 3TO ceTeBoe€ YCTPONCTBO, KOTOPOE OObETUHSIET
CEerMEHThI CEeTH W TepenaeT aaHHble Ha ocHOBe MAC-anpecoB. OH paboraeT Ha
KaHaJTbHOM ypoBHE Mozenu OSI U mo3BoisieT yBeIHYUTh MPOIYCKHYI0 CIIOCOOHOCTD
CETH 3a CUET YMEHBIICHNS KOJMYECTBA KOJIU3UH.

Yrto Takoe NAT (Network Address Translation) u ajs yero on ucnosindyercsa? (OITK-9.1,
VYK-1.1)

o IlpaBuabHblii oTBeT: NAT — 3TO TexHoJOrusi, Kotopas MpeoOpazyeT 4YacTHbIE
[P-anpeca B myOnuyHblE U HAOOOPOT, MO3BOJISASL YCTPONCTBAM C YACTHBIMH aJpecaMu
BBIXOJUTh B MHTEpHET. OHa ucroib3yercs s 3koHoMuu IP-anpecoB u ymyuiieHus
0€30MacCHOCTH CETH.

Kaxkmue crangaptel 6ecripoBoaHbIX ceTeil Haubosee pacnpocrpanenbl? (OI1K-9.2, VK-1.1)

o IlpaBuabHbI oTBeT: Hanbomnee pacrpocTpaHeHHBIC CTaHIAPTHI OECITPOBOAHBIX CETEH
BiuroyaroT Wi-Fi (IEEE 802.11), Bluetooth, LTE u ZigBee. Kaxnprii crangapt umeer
CBOM 0COOEHHOCTH M 001aCTH MPUMEHEHHS.

Kakue ¢pynkuun Bpinosnser mapmpyruszarop? (OIIK-9.2, YK-1.1)

o IlpaBuabHBIA oTBeT: MapupyTuzatop — 3TO CETE€BOE YCTPOICTBO, KOTOpOE
HampaBisieT MAaKeThl JAaHHBIX MEXAY pa3iuuHbiMu ceTsMu. OH ompenenser
ONTHUMAJbHBIA MapIIpYT JUIsi TiepeJayd JaHHBIX, OCHOBBIBASCh Ha TabnHIax
MapIIpyTU3aLUU U POTOKOIAX MapUIpyTH3aLUH.

Yro Takoe DHCP (Dynamic Host Configuration Protocol) m kakme ¢(pyHKuMM OH
BbInosHseT? (OIIK-9.1, YK-1.1)

o IIpaBuabHbiii oTBeT: DHCP — 3TO nmpOTOKOIJ, KOTOpPBIM aBTOMaTMYECKH Ha3HA4aeT
[P-anpeca m papyrue ceTeBble HACTPOMKHM ycCTpolcTBaM B ceTtd. OH  yIpormaer
ynpasienue [P-agpecamMu 1 yMeHbIIaeT BEPOITHOCTh KOH(IMKTA a/IpeCOB.

Kakue pynkunu Bpinosusier nporokoj DNS (Domain Name System)? (VK-1.2, VK-1.1)

o IIpaBuabHbIi 0TBeT: DNS — 3TO0 MPOTOKOII, KOTOPHIA MTPeOOpa3yeT TOMEHHBIC HMEHA
B IP-anpeca, mo3Bossis MOIB30BATEISIM HCIONB30BATh YIOOHBIE AJs YellOBEeKa MMEHa
BMECTO YMCIOBBIX [P-anpecoB mis 1ocTyna K pecypcaM B HHTEPHETE.
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13. Y10 Takoe VPN (Virtual Private Network) m mas 4ero on mcmoian3yercsi? (OITK-9.2,
YK-1.1)

o IlpaBuabHblii oTBeT: VPN — 3TO TEXHONOTHWS, KOTOpas co3maeT Oe3omacHoe |
3amu(ppoOBaHHOE COENIMHEHUE MOBEpX MyONUYHONW ceTH, Takoil kak uHTepHeT. OHa
UCTONB3yeTcs Al obecrieueHus] KOH(UICHIMATBHOCTH W 0€30MacHOCTH JIaHHBIX,
MepeAaBaeMbIX MEXY YAAJICHHBIMU Y3JIaMH.

14. Kakue ¢pynknuu Boinoansier nporoxkosa HTTPS? (OIIK-9.1, VK-1.1)

o IlpaBuabublii orBer: HTTPS (HyperText Transfer Protocol Secure) — 5310
pacmmupenne mporokoida HTTP, koropoe obecmeunBaeT 3alUIEHHYIO Tepenady
JAHHBIX MEXIy BeO-cepBepoM M KIHMEHTOM ¢ wucnonb3oBanuem SSL/TLS. On
oOecreunBaeT KOH(PUIEHIIUAIBHOCTD, LIEIOCTHOCTD JaHHBIX U ay TEHTU(PUKALUIO.

15. Kakue ¢yHkunu BbinojgHseT mnporoxkoa SMTP (Simple Mail Transfer Protocol)?
(OIIK-9.1, YK-1.1)

o IIpaBuabHblii oTBeT: SMTP — 53TO NIPOTOKOJ, HCHONB3YEMBIH [UIsl OTIPaBKU
MEKTPOHHOW TOYTHI MEXIY CepBepaMu AJIEKTpOHHOW mouThl. OH obecreunBaeT
nepeaavyy cooOIIEHUH OT KIIMEHTa K CEPBEPY M MEXKILy CepBEepamH.

16. Uro Takoe ICMP (Internet Control Message Protocol) u kakue 3a1a4u OH BbINOJIHAET?
(OIIK-9.2, VK-1.1)

o IIpaBuabHbiii orBer: ICMP — »3T0 mnpoTokon, HCHONB3yeMBbId i NEpenayu
coolieHuit 00 ommbkax M Apyrod auarHoctuyeckol nHpopmanuu B cersix IP. On
HCIIONB3YETCsI, HAPUMED, B YTHIIUTE ping JJIsl MPOBEPKH JOCTYITHOCTH Y3JIOB.

17. Kakue (pyHKuMu BbINoJIHsIeT Me:kceTeBol 3kpaH (firewall)? (OI1K-9.1, YK-1.1)

o IIpaBHABHBIA OTBeT: MeEXCEeTeBOM 3KpaH — OJTO YCTPOWCTBO WM IPOrPaMMHOE
obecrieueHre, KOTOPOEe KOHTPOIHPYET U (PUIBTPYET BXOIAIIUN U MCXOISIINN CETEBOU
TpaUk Ha OCHOBE YCTaHOBJEHHBIX MpaBUJ Oe3omacHocTd. OH 3alIUIIAET CETh OT
HECAaHKIIMOHUPOBAHHOTO JJOCTYIa U yTPO3.

18. Kakne THNBI ceTeBBIX TONOJOTHH HCHOJIb3YIOTCHA B KOMIbIOTEepHbIX cersax? (YK-1.2,
YK-1.1)

o IIpaBuabHBIA OTBeT: B KOMIBIOTEPHBIX CETAX MCIIOJB3YIOTCS CIEAYIOUIUE THIIbI
TOMOJIOTUM: 3B€3/1a, KOJbLO, IIMHA, S4YeucTas W ApeBoBuaHas. Kaxkngas Tomosorus
HMEeT CBOU IPEUMYIIECTBA U HEAOCTATKU B 3aBUCHUMOCTH OT IPUMEHEHUS.

19. Yto Ttakoe ARP (Address Resolution Protocol) u kak on mcmoian3yercs? (OIIK-9.2,
YK-1.1)

o IIpaBuabHblii oTBeT: ARP — 3TO mpoTOKOI, MCHONB3YEMBIH Ui CONOCTaBICHMS
[P-anpecoB ¢ MAC-aapecamu ycTpoilcTB B JokaibHOM cetd. OH mO3BOJSET
YCTPOHCTBAM B OJJHOM CETH HAXOIUTh (pU3HUECKUE ajipeca ApyT Apyra.

20. Yro Takoe OSI u TCP/IP monenu u kak ouu cootHocares? (YK-1.2, VK-1.1)

o IIpaBuabHbiii orBeT: Mogens OSI (Open Systems Interconnection) paszgenser
cereBble (QYHKIIMM Ha CEMb YypOBHEW: (u3NUYeCKuil, KaHaJIbHBIHA, CETEBOM,
TPAHCHOPTHBIN, CEaHCOBBIN, NpeAcTaBieHuss u npukianHoi. Moaens TCP/IP umeer
YEThIPE YPOBHA: CETeBOM MHTEp(dEiCc, MHTEPHET, TPAHCIOPT W MPHUKIATHOW. YPOBHU
OSI u TCP/IP MoryT OBITH COMOCTABIICHBI JJIsi IOHUMAHHS B3aMMOJCHCTBUS CETEBBIX
IIPOTOKOJIOB.

Kpurepuu oneHuBanus AJ1s1 3a4eTa (3a4eT/He3a4eT)
1. IloHmMaHHe OCHOBHBIX NOHSITHH M TEPMHHOB
o 3aver: CTyleHT NPaBUIbHO UCHOJIb3YET OCHOBHBIC MOHATHS U TEPMHUHBI, OOBSICHSAET UX
B KOHTEKCTE.
o Hesauer: CTyaeHT HE 3HAeT WIM HENPABUIBHO MCIIOJIB3YET OCHOBHBIE IOHATUS U
TEPMUHBI, HE MOXKET O00BSICHUTD UX.
2. To4yHOCTH M IOJIHOTA OTBETOB Ha TEOPETHYECKHE BONPOCHI
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4,

o 3aver: OTBeTHI Ha OOJBIIMHCTBO BOMPOCOB IMOJHBIC U TOYHBIE, OCHOBHBIC ACTIEKTHI TEM
PACKpPBITHI.
o He3auer: OTBeThl HEMONHBIC, COACPKAT 3HAYUTCIIBHBIC OIMUOKUA WM OTCYTCTBYIOT
Ba)KHBIC aCIICKThI TEM.
Cnoco0HOCTH K MPUMEHEHHI0 3HAHUI HA MPaKTHKe
o 3auer: CTygeHT MpaBUJIbLHO PEIIaeT MPaKTHUYECKUE 3a7auu, BeIMonHsAeT SQL-3ampocsl
0e3 oImnOoK.
o He3auer: CTyleHT JOMyCKaeT OMMOKU NP PEIICHUN MPAKTUICCKUX 3314, HE MOXKET
MIPaBHJIbHO BBIMOMHUTE SQL-3ampocsl.
KauecTBo BbINIOTHEHNS TPAKTHYECKUX 32 JaHMIi
o 3auert: [IpakTuyeckue 3aaHusl BBITIOTHEHBI KOPPEKTHO, BCE HEOOXOAMMEBIE DIIEMEHTHI
MPUCYTCTBYIOT.
o He3auer: [IpakTnyeckue 3aJaHUsI BBIMIOJHCHB HEKOPPEKTHO, COMEPIKAT OIIMOKU WU
HEIOJHEIE.

OxoHuaTeIbHOE pellleHHe MO0 3a4eTy:

3aver: CTyIeHT NEMOHCTPUPYET TMOHMMAaHHE OCHOBHBIX IOHATHHA, KOPPEKTHO OTBEYACT HaA
TEOPETUYECKHE BONPOCHI U BBINOJIHAECT NIPAKTUYECKUAE 3aJaHHUSL.

He3zauet: CTyIeHT HE IEMOHCTPUPYET MOHUMAHUS OCHOBHBIX MOHSATHUH, OTBEUAET C OIIUOKaMU
Ha TEOPETHUYECKHE BOMPOCHI H/HMITK HE CIIPABIISICTCS ¢ TPAKTHYSCKUMHU 3a/IaHUSIMHU.

3.2 Bonpocsl 1151 IPOBeieHNs] POMeKYTO4HOi arTectanuu B popme DJK3AMEHA

4 cemecTp

TEOPETUYECKHUE BOIIPOCHI:

Bonpoc: O0bsicHuTE, YTO TaKOe KOMIBIOTEPHAsl CeTh U KAKOBbI €¢ OCHOBHbIC (DyHKIMH.
(YK-1.1, YK-1.2)

o OrtBer: KommnbioTepHas ceTh — 3TO CHUCTEMa CBA3M MEXAYy JAByMs uiau Oolee
KOMIIBIOTEpaMH, TpeAHa3HaueHHass Juii OOMEHa JaHHBIMH ¥ COBMECTHOTO
UCIONB30BaHUsl pecypcoB. OCHOBHBIE (YHKUMM BKJIIOYAIOT OOMEH JaHHBIMH,
COBMECTHOE HCIOJIBb30BaHUE (PaiijIoB M MPUIIOKEHHM, a TAKXKE YIPABICHUE pecypcaMu
CeTH.

Bonpoc: OnumiuTe OCHOBHBIE TONOJOIHH KOMIIBIOTEPHBIX ceTeil M HUX 0COOEHHOCTH.
(YK-1.1, YK-1.2)

o OtBer: OCHOBHBIC TOIOJIOTHH BKJIIOYAIOT 3BE3I000Pa3HYIO, IMIMHHYIO, KOJBIIEBYIO,
SYEHCTYI0O U JPEBOBHUIHYIO TOIOJOTMH. 3Be31000pa3Hasi TOMOJOTH XapaKTepusyercs
HEHTPAIBHBIM y3JIOM, K KOTOPOMY TMOIKIIOYEHBI BCE OCTalbHbIe y3ibl. LllnHHas
TOTIOJIOTHSI UCIIONB3YeT OOIIMid kKabenb A mepenadyn JaHHbIX. KomblieBas TOMONOTus
COCIMHSACT Y3JIbI B KOJBIIO, TNl KaXKIBIA y3€J CBA3aH C IBYMSI COCETHHMH. Suewcras
TOMOJNIOTUS 00eCleYrBaeT MHOXXECTBEHHBbIE IYTH MEXIy Yy3JaMHu, a JPEBOBHIHAsS
COYETACT IEMEHTHI 3B€37I000pa3HON ¥ ITUHHOW TOIIOJIOTHH.

Bonpoc: Yrto Takoe moneanb OSI u kakue ypoBHu oHa BkJIovaer? (YK-1.1, YK-1.2)

o OtBer: Mogenr OSI (Open Systems Interconnection) — 3TO 3TallOHHAsT MOIEINb
B3aMMOJCHCTBHSI OTKPBITBIX CHUCTEM, pa3Jesiolias ceTeBbie (YHKIMH Ha CEMb
YpOBHEW:  (u3nueckuii, KaHaIbHBIM, CETEBOH, TPAHCIOPTHBIA, CEAHCOBBIH,
MIPE/ICTABICHUSI U TIPUKJIATHOM.

Bonpoc: Kakue ¢ynkuum BbinojHser nporoxkoa TCP B momeau TCP/IP? (OIIK-9.1,
YK-1.2)

o OtBet: IIpotokon TCP (Transmission Control Protocol) oGecreunBaeT HaJIeKHYIO,

MOCIIEIOBATENBHYIO TIEpeaavdy JaHHBIX MEXAY Y3JaMH B CETH, TApaHTUPYS, YTO JAHHbIC
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12.

JOCTaBISIOTCA 0e3 moTeps U B mpaBuiibHOM nopsiake. TCP ycTaHaBiauBaeT coeiuHEHHE
MEX/1y OTIIPaBUTENIEM U MOJIy4aTeIeM U yIpaBisieT MOTOKOM JaHHbIX.
Bonpoc: O0bsicuuTe, 4yTo Takoe IP-aapec u 151 yero on ucnoJn3dyeres. (YK-1.1, YK-1.2)

o OtBer: IP-ampec — 93TO YHHKaJIbHBIA HWISHTU(UKATOP YCTPOWCTBA B CETH,
HCIIONIB3YEeMBIM JUIl MapUIpyTH3allMM JAaHHBIX MEXAy YycrpouctBaMu. [P-ampeca
owBatoT B (hopmare IPv4 (32-Outnbiii) u IPv6 (128-OutHeiit). OHU HEOOXOIUMBI IS
OTIpe/IeTICHUS] HICTOYHUKA U Ha3HAYEHUS ITaHHBIX B CETH.

Bonpoc: IlepeunciinTe OCHOBHBbIE NPOTOKOJbI JAUHAMHUYECKON MAPHIPYTH3AUUM M
o0bsicunTe uX pynkuum. (OI1K-9.2, YK-1.1)

o OrtBer: OCHOBHBIE IPOTOKOJIBI JMHAMUYECKOW MaplIpyTH3alMu BKIodaroT RIP
(Routing Information Protocol), OSPF (Open Shortest Path First) u BGP (Border
Gateway Protocol). RIP ncnonb3yeT KoIM4ecTBO XOHOB ISl ONPEASIICHUS] HAUITYYIIero
mapupyta. OSPF  wucnone3dyer airoputM KpaTdaidllero IyTH MJisi I[OCTPOEHUs
MapupytoB. BGP ynpasnser Mapuipytuszanueil MeXQy aBTOHOMHBIMU CHUCTEMAMHM B
HUHTEpPHETE.

Bonpoc: Uro Takoe KOMMYTATOp M KakHe (PYHKUHMH OH BBINOJHAECT B KOMIBLIOTEPHOM
cetu? (OIIK-9.2, VK-1.2)

o OrtBet: KommyTaTtop — 3TO CETeBOE yCTPOMCTBO, KOTOPOE OOBENUHSET CETMEHTHI CETH
u niepenaet aaHHbie Ha ocHOBe MAC-aapecoB. KomMmyTtaTop paboTaer Ha KaHaJIbHOM
ypoBae Mmozenu OSI u MO3BOJISET YBEIMYUTH HPOIMYCKHYIO CHOCOOHOCTH CETH,
yMEHBIIAs KOJIMYECTBO KOUIM3WH W obOecneunBas 3(PPEeKTUBHOE pacmpeneicHue
Tpaduxka.

Bonpoc: O0Obsichute npunuun padorel NAT (Network Address Translation) u ero
ucnoab3oBanue B cersax. (OIIK-9.1, VK-1.2)

o OrtBetr: NAT mpeobpaszyer uactHble [P-anpeca B myOnuyHble U HA00OPOT, MO3BOJISS
YCTPOICTBaM C YaCTHBIMU aJIpecaMu BbIXOJIUThH B UHTepHET. OH skoHOMHUT [P-asnpeca u
o0ecrednBaeT JIONOJHUTENbHBIN YPOBEHb O€30MaCHOCTH, CKpPhIBasi BHYTPEHHUE aipeca
OT BHEIIIHMX IT10JIb30BATEIICH.

Bonpoc: Kakue cranaaprbl 0ecnipoBOIHBIX ceTell Han0oJiee PACPOCTPAHEHbI U KAKOBBI
uX ocHoBHbIe xapakTepucTuku? (OIIK-9.2, VK-1.1)

o OtBer: Haumbonee pacnpocTpaHeHHbIE CTaHAAPTHI OECIPOBOIHBIX CETEH BKIIOYAIOT
Wi-Fi  (IEEE 802.11), Bluetooth, LTE wu ZigBee. Wi-Fi o0ecneunBaer
BBICOKOCKOPOCTHYIO Iepefadyy JaHHbIX Ha OoJibIuuxX paccrosHusix. Bluetooth
WCTIONB3YeTCsl ISl Tepeadn JaHHBIX Ha KopoTkue paccrosHus. LTE oGecneunBaet
BBICOKOCKOPOCTHYIO MOOWJIBHYIO THiepefady JaHHbIX. ZigBee mnpeaHasHaueH s
YCTPOICTB C HU3KUM PHEPTONOTPEOICHUEM.

Bonpoc: Kakue ¢QyHKnuHM BBINOTHSACT MAPHIPYTH3aTOP B KOMIBLIOTEPHOH ceTH?
(OIIK-9.2, VK-1.2)

o OtBer: MapupyTu3aTop HalpaBiseT HaKEeThl JAHHBIX MEXY pa3IndHbIMU ceTsIMU. OH
omnpenensieT ONTUMAJIBHBIA MapuipyT g NEepeJadyd [aHHbIX, OCHOBBIBASCh Ha
TabJIMIaX MapIIpyTH3alUU M MPOTOKOIAaX MapuipyTusanuu, Takux kak RIP, OSPF u
BGP. MapmpyTtuzarop Takxke MoxeT BRIMOIHATh GyHKInu NAT, 6panamayspa u VPN.

Bonpoc: Yro takoe DHCP (Dynamic Host Configuration Protocol) n kakue ¢pyHkuun on
BbinoJiasier? (OI1K-9.1, YK-1.1)

o OtBer: DHCP — »3TO0 mpoTOKOj, KOTOpBIM aBTOMaTuuecku HazHadaeT [P-agpeca u
JIpyrue CeTeBble HACTPOMKM YycTpoiicTBaM B ceTd. OH ynpomiaer ymnpaBlIEHHE
[P-anpecamu, npenoTBpamiaeT KOHQIUKTHL aApecoB U O0JIEr4aeT MOAKIIOUEHHE HOBBIX
YCTPOWCTB K CETH.

Bonpoc: Kakue ¢pynknuu BbinosHset nporokoa DNS (Domain Name System)? (YK-1.2,
YK-1.1)

o OtBer: DNS npeobpa3yer nomeHHble nuMeHa B [P-aapeca, 1mMo3BoJIsis MOIB30BATEISIM

UCIONB30BaTh yNOOHBIE JJs1 YeloBeKa HMMEHa BMECTO 4YMCIOoBbIX IP-aapecoB s
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noctyna K pecypcaMm B uHTepHeTe. DNS-cepBepsl XpaHiaT HHPOPMAIMIO O JTOMEHHBIX
HMEHaxX M UX cOOTBETCTBYIOMUX [P-anpecax.
13. Bompoc: OO0bsichuTe, uto Takoe VPN (Virtual Private Network) m nis 4ero oH
ucnoan3yercs. (OIIK-9.2, VK-1.2)

o OtBer: VPN — 3T0 TexHONOrus, KOTOpas co3gaeTr Oe3omacHoe U 3amu(ppoBaHHOE
COCIMHEHHE TIOBEpX MyOIMYHOW CeTH, Takoi kak mHTepHeT. VPN ucronb3yercs s
3alIUTHl JTAHHBIX, OOECTEeYeHUs KOH(QUACHIIMAILHOCTH W 0€30MacHOTO YIAJIEHHOTO
JIOCTYTIa K KOPIIOPAaTUBHBIM PECYPCAM.

14. Bonpoc: Kakme ¢ynknum Boinoansier nporoxkoa HTTPS um kak on oGecnmeunBaer
oe3zonmacHocth 1aHHbIX? (OI1K-9.1, YK-1.1)

o Otser: HTTPS (HyperText Transfer Protocol Secure) — 310 pacmmpenue nmpoTokoia
HTTP, kotopoe o0ecrieunBaeT 3alHMIEHHYIO Mepeaavdy JaHHBIX MEXIy BEO-CepBEPOM U
kiueHToM ¢ ucnonb3zoBanueM SSL/TLS. On oOecneunBaer KOH(QUACHLIHUAIBHOCTD,
LIEJIOCTHOCTh JIaHHBIX U ayTeHTU(UKAIMIO, PEAOTBpaIlasi epexBaT JaHHBIX U aTaKu
"yenoBek mocepeanHe".

15. Bonpoc: O0bsichuTe Ha3HadyeHue W padotry mporokosa SMTP (Simple Mail Transfer
Protocol). (OIIK-9.1, YK-1.1)

o OtBer: SMTP — 3T0 NpOTOKOJ, UCIONB3YEMBIN ISl OTIPABKU SJIEKTPOHHON IOUTHI
MEXIy CepBepaMH 3JIEKTPOHHOW mouThl. OH obOecrneunBaeT mnepeaady COOOIICHUN OT
KJIIMEHTa K CEpBEepYy U MEXIYy CepBepaMu, HCIOJb3ys KOMAaHIbl [Jisi yCTaHOBKHU
COEIMHEHMS, Iepejadn JaHHBIX U 3aBEPILIECHUS CEaHca.

16. Bonmpoc: Yto Ttakoe ICMP (Internet Control Message Protocol) m kakme 3aga4u OH
Bbinojiasier? (OI1K-9.2, YK-1.1)

o OrtBer: ICMP — »3TO TpPOTOKOJ, HCIOJB3YEMBIH I Tepefadyd COOOIICHHM 00
omunOKax W APYrod auarHoctudeckod mHpopmaiuu B cetsx IP. OH ucnonsiyercs s
MPOBEPKH JOCTYIHOCTH Y3JIOB (ping), ompeneneHusi MapmipyToB (traceroute) u
nepenayr coooOIeHnii 06 omuokax (Hanmpumep, unreachable host).

17. Bonpoc: Kakue ¢pynkuun BbinoansieT Me:xcereBoid dxkpan (firewall) m kak oH 3amumaer
cern? (OIIK-9.1, YK-1.1)

o OrtBer: MexcereBoil skpan (firewall) koHTponupyer u GuIBTpyeT BXOAALIMN H
UCXOISIINIA CeTeBOM TpaduK HAa OCHOBE YCTAHOBJICHHBIX MpaBmil Oe3omacHocTH. OH
3alMIIAeT CEeTh OT HECAaHKUHMOHHPOBAHHOIO JIOCTYIA, MpeNoTBpallaeT aTakw,
ONOKHUpYeT BPEIOHOCHBIE TaHHBIC U YIPABISAET JOCTYIIOM K CETEBBIM pecypcam.

18. Bopoc: OnumiuTe OCHOBHbIE THIBI CeTEBbIX TOMOJOIMH W HMX MpeuMylIecTBa W
Hegocrarku. (YK-1.2, VK-1.1)

o OrtBer: 3Be3gooOpa3zHas TOMOJNOTHUA oOOecleyrBaeT MPOCTOTY YIPaBICHUS U
JIMarHOCTUKHA, HO UEHTPAJIbHBIA y3€J SBISETCS TOUYKOW oTkaza. IIIlmHHas Tomosorus
TpeOyeT MeHblIe Kalens, HO MMEET OrPaHWYEHHYIO IMPOIYCKHYIO CIIOCOOHOCTh U
ya3BUMa K Koium3usaM. KonbueBass —Tomonorusi 00ecreyrBaeT — PaBHOMEPHOE
pacnpeznenenue Tpaduka, HO CIOXKHA B YCTAHOBKE U OOCHyXHBaHHH. Sueucras
TOTIOJIOTHUSI 00ECIIEYMBAET BBICOKYIO HAJEKHOCTh U OTKa30yCTOMYMBOCTB, HO TpeOyeT
OO0JIBIIOTO KOJMYECTBAa Kabellel M CIOKHOTO ympasiieHUs. [IpeBoBHIHAS TOMOIOTHS
codeTaeT »dJIEMEHTHI 3BE37000pa3HON © IMUHHOW, obecreunBas THUOKOCTH W
MacITabuPyeMOCTb.

19. Bonpoc: Uto takoe ARP (Address Resolution Protocol) u kak oH ucnoJib3yercss B ceTu?
(OIIK-9.2, YK-1.1)

o OtBer: ARP — 310 mportokon, wucnonb3dyemsld aiis conocrasieHus [P-agpecos c
MAC-aapecamu ycTpoiCTB B JOKaidbHOUM ceTH. Korma ycTpoHCTBO XOY€T OTHpPABUTH
JJAaHHBIE Ha JPYrol y3ejl B TOM XK€ CeTH, OHO ucnoibdyeT ARP nnga nomyuenus
MAC-aapeca no uzBectHomy IP-agpecy.

20. Bonnpoc: O6bsicuute pazuuny mexay IPv4 u IPv6, u nouemy Bo3HHKJ/Ia HEOOXOAUMOCTH B
IPv6. (YK-1.2, YK-1.1)
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o Ortser: [Pv4 ucnomedyer 32-OutHbie anmpeca, obecrieunmBas okoio 4,3 MuuInapaa
YHHUKAJIBHBIX aJpPECOB, YTO CTAJ0 HEJOCTATOYHO H3-3a POCTa 4Yucia ycTpoucTB. IPv6
ucnonb3yer 128-OuTHble anpeca, obecrieunBasi OTPOMHOE KOJIMYECTBO YHHMKAIBHBIX
aapecoB (340 NEKCHWIIIMOHOB), YJIYUYLIEHHYIO HOAJICPKKY MOOWIIBHBIX YCTPOMHCTB U
BCTPOCHHBIE MEXaHU3MBI 0€30MTaCHOCTH.

21. Bonpoc: Kakune ¢pynknuu BbinoaHsieT nporokos FTP (File Transfer Protocol) u kak on
ucnoab3yercs? (OIIK-9.1, YK-1.1)

o OtBet: FTP — 3T0 npoTtokoi, ucnoiab3yeMbli 11s nepenadu GailioB MeXay KIMEHTOM
u cepBepoM B ceTd. OH MO3BOJIAET 3arpykaTb U BBITPYXKaThb (ailsibl, yIpaBisiTh
JUPEKTOpPUSAMU M yCTaHaBIuBarTh mnpasa jpoctyna. FTP paGoraer B akTUBHOM WU
MACCUBHOM PEXXHUMaX U UCIOJIb3YyeT KOMaH/Ibl /Ul YIpaBIeHUs rnepeaadet (aiaos.

22. Bonpoc: O0bsicHute, 4T0 Takoe VLAN M kakue npemMyIliecTBa OHa INpPeJOCTABJSCT.
(OIIK-9.2, VK-1.2)

o Ortetr: VLAN (Virtual Local Area Network) mo3Bonsier pa3nensiTs GU3NIECKYIO CETh
Ha JIOTMYECKHME CEerMEeHThl Uil YAy4IIeHHs YIpaBieHHs, Oe30MacHOCTH U
npousBoguTeabHOCTH. VLAN  ofecrneunBaeT M30ALMI0  Tpaduka, YyMEHbIIAeT
KOJIMYECTBO IIMPOKOBEIIATEIbHBIX JOMEHOB U MM03BOJISIET MPYNIIUPOBATh YCTPOHCTBA MO
(YHKIMOHATIBHOCTH HE3aBUCUMO OT UX (PU3NYECKOTO PACIIOIOKEHUSI.

23. Bonpoc: Uto Takoe QoS (Quality of Service) u kak oHa ucnoJsib3yercs B cersix? (OIIK-9.1,
VYK-1.1)

o OtBetr: Q0S — 3T0 HA0Op TEXHOJOTUI U MEXaHNU3MOB, 00ECIIEUYMBAIOIIUX YIIPaBICHUE
npHOpUTETaMU Tpaduka B CeTH i oOecredeHus: TpeOyeMoro ypoBHs 00CITy>KUBaHHS
pa3nUyHbIX NpWIOKEHUH u yciyr. QoS ympaBiseT NPONyCKHOH CHOCOOHOCTBIO,
3aJIep’)KKaMHU, JPKUTTEPOM U IOTEPSMHU NAKETOB JUIsl KPUTUYECKU BAXKHBIX ITPUIIOKEHUH.

24. Bonpoc: Kakue pynkuuu BbinojHseT nporokos BGP (Border Gateway Protocol) u rae
oH ucnouab3yercs? (OI1K-9.2, VK-1.2)

o OtBer: BGP — 3T0 npoTokosi JuHaAMHYECKON MapUIpyTHU3alMH, UCIOJIb3YyEMBIN IS
yOpaBiIeHUs] MapuipyTaMH MeEXIy aBTOHOMHBIMH cucTeMaMud B uHTepHeTre. OH
OINpeeNseT HaWwIydllMe MapuIpyThl Ul NEpeAadd JAHHBIX HAa OCHOBE IOJIUTUKH,
MeTpuk U nmytu. BGP obecneunBaeTr cTabUIbHOCTh U MAacIITAOUPYEMOCTh II00aTbHON
UHTEPHET-CTPYKTYPBI.

Kputepuu omieHKH 0TBETOB HA IK3aMeHe
e "Ot1auuno" (5 6as10B)
o Kpurepuu:
m [lomHOe 1 TOUHOE 0OBSICHEHHUE BOIIPOCA.
m  OTBeT BKIIIOYAET BCE KIIIOUEBHIE ACTIEKTHI U ICTANIH.
m [Ipumepsl, ecnu TpedyroTCs, NPUBEICHBI U MPABUILHO OOBSICHEHBI.
m  OTBeT IEMOHCTPUPYET NTyOOKOE TOHUMAHUE TEMBI.
e "Xopomo" (4 6as1a)
o Kpwurtepuu:
m  KoppekTHOoe 00BsICHEHHE BOIIPOCa.
m  OTBeT OXBAaTHIBACT OCHOBHBIE ACTIEKTHI, HO MOXKET OTCYTCTBOBATh
HE3HAYUTEbHAs JeTajb I IpUMep.
m JlemMoHCTpUpYyETCs XOpoIIiee, HO HE TOJTHOC IOHUMAHKUE TEMBI.
e '"VinoBiaerBopureiabHo' (3 6as1a)
o Kpwurtepuu:
m OOmee mpencTaBieHUe 0 BOTIPOCE.
m  OTBeT BKIIOYaeT OCHOBHBIE ACTIEKTHI, HO COACPKUT HETOYHOCTH WJIH MPOITYCKHU.
m [Ipumepsl, ecnu TpeOyIOTCS, MOTYT OTCYTCTBOBATh HIIM OBITH HEBEPHO
00BSICHEHBI.
m JlemoHcTpupyeTcst 06a30BOE€ MOHUMAHHIE TEMBI.
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e "HeynoBiersopureabHo" (2 6aJia)
o Kpurepumn:
HexoppekTHoe miu HernoiHoe 00bsICHEHHE BOIpoca.
OTcyTcTBHE KITIOUEBBIX ACIIEKTOB U JI€TaJIeH.
[Tpumepsl, ecnu TpeOyIOTCs, OTCYTCTBYIOT WJIM TIPUBEICHBI HEBEPHBIE.
OTBeT AEMOHCTPUPYET HEJOCTATOUHOE TOHUMAaHHUE TEMBI.

Pabouas mporpaMma 1 OLIEHOYHBIE MaTepHaibl Mo nuctuininae « Komnesrorepasie cetm» — 42 cTp.



	Рабочая программа дисциплины разработана в соответствии с: 
	1. ЦЕЛИ И ЗАДАЧИ ДИСЦИПЛИНЫ 
	2. МЕСТО ДИСЦИПЛИНЫ В СТРУКТУРЕ ОПОП ВО 
	3. ПЕРЕЧЕНЬ ПЛАНИРУЕМЫХ РЕЗУЛЬТАТОВ ОБУЧЕНИЯ ПО ДИСЦИПЛИНЕ, соотнесенных с индикаторами достижения компетенций УК-1, ОПК-9 представлен в таблице: 
	4. СТРУКТУРА И СОДЕРЖАНИЕ ДИСЦИПЛИНЫ  
	5. УЧЕБНО-МЕТОДИЧЕСКОЕ И ИНФОРМАЦИОННОЕ ОБЕСПЕЧЕНИЕ ДИСЦИПЛИНЫ 
	6. МАТЕРИАЛЬНО-ТЕХНИЧЕСКОЕ ОБЕСПЕЧЕНИЕ ДИСЦИПЛИНЫ 
	7. ОЦЕНОЧНЫЕ МАТЕРИАЛЫ ДЛЯ ТЕКУЩЕГО КОНТРОЛЯ УСПЕВАЕМОСТИ И ПРОМЕЖУТОЧНОЙ АТТЕСТАЦИИ ОБУЧАЮЩИХСЯ ПО ДИСЦИПЛИНЕ 
	8. МЕТОДИЧЕСКИЕ МАТЕРИАЛЫ ДЛЯ ОБУЧАЮЩИХСЯ ПО ОСВОЕНИЮ ДИСЦИПЛИНЫ 
	9. ОСОБЕННОСТИ РЕАЛИЗАЦИИ ДИСЦИПЛИНЫ ДЛЯ ИНВАЛИДОВ И ЛИЦ С ОГРАНИЧЕННЫМИ ВОЗМОЖНОСТЯМИ ЗДОРОВЬЯ 

	Оценочные материалы текущего контроля успеваемости и промежуточной аттестации обучающихся 
	1. ПЛАНИРУЕМЫЕ РЕЗУЛЬТАТЫ ОБУЧЕНИЯ ПО УЧЕБНОЙ ДИСЦИПЛИНЕ В РАМКАХ ПЛАНИРУЕМЫХ РЕЗУЛЬТАТОВ ОСВОЕНИЯ ОСНОВНОЙ ПРОФЕССИОНАЛЬНОЙ ОБРАЗОВАТЕЛЬНОЙ ПРОГРАММЫ 
	2. КРИТЕРИИ ОЦЕНИВАНИЯ КОМПЕТЕНЦИЙ 
	3. ОПИСАНИЕ ШКАЛ ОЦЕНИВАНИЯ 
	4. КРИТЕРИИ И ПРОЦЕДУРЫ ОЦЕНИВАНИЯ КОМПЕТЕНЦИЙ НА РАЗЛИЧНЫХ ЭТАПАХ ИХ ФОРМИРОВАНИЯ 
	5. ОЦЕНОЧНЫЕ МАТЕРИАЛЫ 
	1. Оценочные материалы для самостоятельной работы обучающихся (студентов) 
	2. Оценочные материалы для оценки текущей аттестации обучающихся (студентов) 
	2.1 Тестовые задания для текущего контроля успеваемости в виде ЗНАНИЙ 
	2.2 Вопросы для текущего контроля успеваемости в виде УМЕНИЙ 

	3. Оценочные материалы для проведения промежуточной аттестации обучающихся (студентов) в виде ВЛАДЕНИЙ 
	3.1 Вопросы для проведения промежуточной аттестации в форме ЗАЧЕТА 




