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PaGouas mporpamma yueOHo¥ nuctumumabl Bb1.0.14 KomnbloTepHble ceTH, KOMIIOHEHTA
OCHOBHOHW MpOo(eCCHOHANBHOM 00pa30BaTeNIbHOW MPOTPaMMBl BBICHIETO OOpa30BaHUS — MPOTPAMMEI
OakanaBpuara mo HampasieHuto noaroToBku 09.03.02 UupopMaunuoHHbIE CHCTEMbI W TeXHOJIOTHH
HanpaslieHHOCTh (mpoduiip) «H(popMannoHHbIe TEeXHOJIOTMHW», HaNpaBieHa Ha o0ecredyeHue Yy
o0yyaronierocst CrocoOHOCTH OCYILIECTBISITh MPO(ECCUOHANBHYIO AESITEIbHOCTh B COOTBETCTBYIOLIEH
obnactu U cepax npodheccuoHaNbHON AEATENBHOCTH, B TOM YHUCIE HA UX MPAKTUYECKYIO MOJITOTOBKY C
yuétoM paboueil mporpamMMbl BOCHMTAHHUS M KaJEHJAPHOIO IUIaHA BOCHUTAaTeNbHOM paboThl YacTHOM
YUPEXKAECHUH BhICIIEr0 00pa3oBaHus «BpIcIas HIKoJa NpeANpHHUMATEIbCTBA (MHCTUTYT)» (Oaniee —
4YYBO «BIIII»).

Pabouas nmporpamMMa 1 OIEHOYHBIE MaTepHaibl o AucuuiuinHe «KommbioTepHblie cetn» — 2 cTp.



1. OBJACTDb IPUMEHEHUSA 1 HOPMATHUBHBIE CCBIJIKH

Hacrosimass pabouass mporpamMMa y4yeOHOW JMCHUMIUIMHBI YCTaHaBIMBAET TpeOOBaHUS K
pe3yabTrataM oOy4deHHsl CTyAeHTAa U ONpeeNseT CoAepKaHUe U BUbl yUEOHBIX 3aHATHI U OTYETHOCTH.

IIporpamMMa mnpenHa3HaueHa Ui IpenofaBaTelIeil M CTYyAEHTOB HAlpaBIEHHUS NOATOTOBKU
09.03.02 MadopManinoHHBIE CUCTEMBI U TEXHOJIOTHUH.

IIporpamma yueOHONH JaUCHMIUIMHBI pa3pabotana B coorBerctBUM ¢  PI'OC BO,
yTBEpP)KJIEHHOTO TpukazoM MunoOpHayku Poccum ot 19.09.2017 Ne 926 «OO6 yTBepxkacHUU
(benepanbHOrO  TOCYJAapCTBEHHOTO  00pa30BaTeNbHOIO CTaHAapTa BBICHIEro OOpa3oBaHUS -
OakanaBpuara 1o HampasieHuto noarotoBku 09.03.02 MudopmanmoHHbIE CUCTEMBI U TEXHOJIOTHMY,
OCHOBHOW  mpodecCHOHAIbHOW  00pa30BaTeNbHON  MPOrpaMMoOi  BBICIIET0  OOpa3oBaHHsA 110
HarpaieHuto noAarotoBku 09.03.02 MudopmarmoHHbIe CUCTEMBI M TEXHOJOTHUH, HANPABICHHOCTH
(npouns) MHPOpMALIMOHHBIE TEXHOIOTHU.

2. LEJU U 3AJAYU TUCHUATIIINHBI

Henpto wusydyenuss aucuuiiuHbl «KommbroTepHbsie ceTw» sBisgeTcs (GOPMUPOBAHUE Y
o0ydJarommxcsi OCHOB MPO(ECCHOHANBHBIX 3HAHMM ©W YMEHMM B 0OOJacTsIX MMOCTPOEHUS,
(YHKIIMOHUPOBAHUS, PUHIIUIIOB YIPABICHUS U TUATHOCTUKUA KOMITBIOTEPHBIX WH()OPMAIIMOHHBIX H
TCIICKOMMYHHUKAIIUOHHBIX CHUCTEM H CCTCﬁ, PasBUTHA cnocoOHocCTEH IMPUMCHCHHUSA ITOJIYUCHHBIX
3HaHUU JJIs pEIIeHUs TPUKIaJHbIX U UCCIIE0BATEIbCKUX 3aay.

JIy1st 5TOTO B paMKax JUCIMIUIMHBI PEIIAIOTCS CICTYIONINE 3a1auH:

— W3y4eHHEe MPUHIIUIIOB OCTPOCHHSI COBPEMEHHBIX NH()OKOMMYHHKAIIMOHHBIX CETEH;

— 3HAKOMCTBO C OCHOBHBLIMH OIIPCACICHUAMH H KJIaCCH(l)I/IKaHI/IefI HHq)OKOMMyHHKaHPIOHHBIX
CHCTEM U CeTeH;

— U3Y4YCHHUEC MOJCIN B33HMO)ICI710TBH$I OTKPBITEIX CUCTEM;,

— U3y4eHHUE CTPYKTYPHI U QYHKIIMI TePPUTOPUATBHBIX CETEeH;

— 3HAKOMCTBO C TUIIOBBIMHU YyCIIyTraMun TGHCKOMMYHI/IKaIII/Iﬁ H C CUCTEMaMU YIIPABJICHUSA CCTAMMU,

— W3y4eHHEe METOJ0B MapUIPyTU3aALUU HHPOPMAIIHOHHBIX TTOTOKOB;

— M3YUYEHHE CETEBBIX CIYXKO, MOACIM pacrpenesieHHoN o0paboTku MHGOPMAIIMK W METOIOB
obecriedeHurs 6€30MacHOCTH Mepeaaun nHGHopMaIuy;

— OCBOCHHUC IMPOrpaMMHBIX CPCACTB YIIPABJICHUA I/IH(i)OKOMMYHI/IKaIII/IOHHI)IMI/I CCTSIAMU,

— U3y4Y€HUE METOJIOB OCTAHOBKH, MMOATOTOBKH U PEUICHUSI HAYYHBIX, HHKEHEPHO-TEXHUUECKUX
U DJOKOHOMHYCCKHX 3aJad B o0nacTu TeJ'IeKOMMYHI/IKaIII/Iﬁ C HCIIOJb30BaHUEM COBPCMCHHBIX
MH(OPMAITMOHHBIX TEXHOJIOTHA.

3. MECTO JUCHHUIIJIMHBI B CTPYKTYPE OIIOII BO

JlucupmimHa — SBASETCS  KOMIIOHGHTOM — oOs3aTenbHOM dactTh  bmoka 1 ocHOBHOM
npo¢eCCHOHAIIbHOW 00pa30BaTeIbHOM MPOrpaMMbl  BBICIIET0 OOpa3oBaHMs [0 HalpaBJICHUIO
noaroroBku 09.03.02 MudopManmoHHbIE CUCTEMBI M TEXHOJOTHH, HANPAaBICHHOCTHh (MPOPHMIL) —
WNHupopmaninoHHbIe TEXHOJIOTHH.

4. IJIAHUPYEMBIE PE3YJIBTATBI OBYUEHUS IO YUYEBHOM JUCIUILIMHE B
PAMKAX  IUVTAHUPYEMBIX  PE3VJIIBTATOB OCBOEHU: OCHOBHOH
MPOD®ECCHOHAJIBHOM OBPA3OBATEJIBHOM ITPOT' PAMMBI

[Ipouiecc ocBoeHusi y4yeOHON MUCIUIUIMHBI HampaBlieH Ha (OPMUPOBAHUE Yy OOyYaAIOIIUXCS
CIEAYIOIIMX KOMIIETECHIIHM.
B pesynsrare ocBoeHHs Y4eOHON IUCHMILIMHBI OOYyYarOIIMKCA MOJKEH JAEMOHCTPHUPOBATH

cnenyromue pe3yinsrarel ooydenus: YK-1, OIIK-5, OIIK-7.

Tabauna 1. Pesyabrarsl 00yueHust
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Kon HanmenoBanue HWupexc u HauMeHoBaHne | JleCKpUNITOPHI — OCHOBHBIE MPU3HAKH OCBOEHHUS
KOMIIeTe KOMIeTeHINH HHANKATOPA Coep KaHUs (moKa3aTe/ M JOCTHKEHHs Pe3yJbTara)
HIUHU KOMIeTeHIINT
YK-1 Crniocoben YK-1.1 3HaTh:
OCYIIECTBISATh Crnioco0eH ocyIIecTBIsTh - Meronp! M HHCTPYMEHTHI IOMCKA
TIOUCK, KDUTHUECKHH | TIOMCK U KpUTHYECKUH nH(OpPMAaIK, OCHOBBI KPUTHYECKOTO
aHaJIN3 U CHHTE3 aHanu3 HHOpMaLUH MBIIUICHUSL.
uH(bOpMaLVH, YMmertb:
MIPUMEHSTh - OcymecTBIsATh MOUCK HHPOPMAITUH B
CHCTEMHBIH MOAXO0N Pa3IMYHBIX HCTOYHUKAX, KPUTHUECKH
JUISL PELICHUS OLICHUBATh 1 aHAIM3UPOBATH IIOTy4CHHbIE
HIOCTABJICHHBIX 3a]1a4 JaHHBIE.
Buagers:
- HaBbixamu 3¢ QeKTHBHOTO TTOKCKA
nH(OpPMALUK U KPUTHYECKOTO aHaIH3a
JIAHHBIX.
VK-1.2 3HaTh:
Crnioco0OeH TpUMEHSITh - IlpuHUIMIBI 1 METONIBI CHCTEMHOTO
CHCTEMHBIH IOJXOJ JUIs MIO/IX0/Ia, OCHOBHBIE JTAIlbl PEILICHUS
pELICHHS TOCTaBICHHBIX 3a/1a4.
3a7a4 VYMerTn:
- ®opMynHupoBaTh 3a1a4H, pa3padarsBaTh U
peann30BBIBaTh KOMIUICKCHBIC PEILCHUS.
Bnaners:
- HaBrpIkaMH CHCTEMHOTO MBIIIEHUS U
METOAaMU PCIICHHWA CIIOKHbBIX 3a/4a4.
OIIK-5 Cnocoben OIIK-5.1 3HaTh:
WHCTAJNINPOBATh Criocoben - OcHOBHBIE IPUHIIUIIBI U METOBI
IMporpaMMHOC U HWHCTAJIJIMPOBATH YCTaHOBKHU ITPOIrpaMMHOTO 06ecneqeﬂml
anmnaparHoe POrpaMMHOE JUIsl CETEBOTO 000PYI0BaHUS U
obecrieuenune s obecrieuenune Juist YIpaBJICHUS CETHIO.
UHOOPMALMOHHBIX U | MH(MOPMAIIMOHHBIX CUCTEM - OcHOBHBIE BH/IBI CETEBOTO IIPOIPaMMHOTO
ABTOMAaTU3HPOBAHHEI obecnieueHus (HallpuMep, CETeBbIe
X CHCTEM OIlepalliOHHBIC CHCTEMBI, YTHINTHI
MOHHTOPHHTA CETH).
YMmerTs:

- MHcrannmmpoBarh U HACTPaUBaTh
porpaMMHOe o0ecredeHue st
YIPaBICHUSA U MOHUTOPUHTA
KOMIIBIOTEPHBIX CETEH.

- HacrpauBarb ceTeBble CITyKObI U YTHIIUTBI
(manpumep, DHCP, DNS, VPN).

Bnanets:

- HaBpIkaMu yCTaHOBKHM M HACTPOWKH
MIPOTPAMMHOTO 00ECTIEUEHHS IS
obecnieyeHns CTaOMIEHON PaOOTHI
KOMITBIOTEPHBIX CETEM.

- HaBbixkamu paGoTsI €
KOH(UTypaOHHBIMH (haiiTaMu CeTeBBIX
MPUIOKEHHH 1 CITYKO.

OIIK-5.2

Cnocoben
l/IHCTaJ'IJ'Il/IpoBaT])
anmaparHoe o0ecreyeHue
JUTSl aBTOMATH3UPOBAHHBIX
CUCTEM

3HaTh:

- OcHOBHBIE IPUHIIUIIBI U METOBI
YCTaHOBKH alapaTHOro 00eCIIeUeHUs st
KOMITBIOTEPHBIX CETEH.

- OcCHOBHEBIC BHJIBI CETEBOTO 00OPYIOBAHUS
(HampuMep, MapIIPyTH3aTOPHI,
KOMMYTATOPBI, TOUYKH JOCTYIIA).

YMeTh:

- MHCcTammmpoBaTh U HACTpPaWBaTh CETEBOE
obopynoBaHUe ISl TIOCTPOCHUS
VIIPABJIEHNS KOMILIOTEPHLIMU CETIMH.
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- Toaxmouars 1 KOHGUTYPUPOBATH CETEBbBIE
YCTpPOHCTBa B COOTBETCTBUH C
TpeOOBaHUSIMH CETH.

Bnanets:

- HaBblkamu yCTaHOBKH U HACTPOHKHU
CeTeBOro 000pyIOBaHuUs JUIs 00eCIeYeHUs
HaJIe)KHOTO (DYHKITHOHHPOBAHUS
KOMITBIOTEPHBIX CETEM.

- HaBblkamu IMarHOCTHKH M yCTPaHEHUS
HEHCIPaBHOCTEH CETEBOr0 000PY/IOBaHHSI.

OIIK-7 Criocoben OIIK-7.1 3HaTh:
ocymecTBIATh BbIOop | CrocoOeH ocymiecTBIsTh - Paznuunblie mnarthopMsl 1 HOCTPOCHUS U
wiathopm u BbIOOp MIaThopm [ist YIIPaBIEHUS! KOMIIBIOTEPHBIMU CETSIMH U
MHCTPYMEHTAJIBHBIX peanuzanun UX 0COOCHHOCTH.
MpOorpaMMHO-anmapar | WHGOPMAIMOHHBIX CUCTEM - CoBpeMeHHbIE TEXHOJIOTUU U TEHCHIINH B
HBIX CPEICTB JJIs 00JTacTH CeTeBBIX IUIaThOpM (HarIpuMep,
peanu3anuu SDN, BuUpTyanu3anus ceTn).
HHPOPMAITHOHHBIX YMmeTs:
CHCTEM. - AHanmm3upoBaTh U BEIOUPATH ITOJXOMISIIIC

IaTOpPMbI IS TIOCTPOCHUS U
YIIPaBJICHUS] KOMITBEOTEPHBIMH CETSIMHU.

- CpaBHuBarb WIaTGOPMBI IO KIFOUEBBIM
XapaKTEePUCTHKAM U BO3MOKHOCTSIM I
peanu3anuy CeTEBbIX PEIICHU.

Buagets:

- HaBbikamu BEIOOpA ¥ OLIEHKH ILIAT(HOPM
JUISl TIOCTPOEHHMS M yIIPABJICHHS
KOMITBIOTEPHBIMHU CETSIMU.

- HaBblkamu uHTErpanyy pa3innaHbIX
m1aThopM Il 00ECTICICHUS HX
COBMECTHOM PabOTHI B CETH.

OIIK-7.2 3HaTh:

Crioco0eH oCyIecTBIATh - OcHOBHBIE IPOTPAMMHO-aIIIapaTHBIC

BBIOOP MHCTPYMEHTAJIBHBIX CpPE/CTBA AJSI TOCTPOCHUS U YIPaBICHUS

MPOTpaMMHO-aINMapaTHBIX KOMITBIOTEPHBIMHU CETSIMU M UX

CPEICTB IJIsl pealn3alun BO3MOXHOCTH.

MH(OPMALMOHHBIX CUCTEM - CoBpeMeHHbIE HHCTPYMEHTHI U
TEXHOJIOTHH JIJIsl MOHUTOPHHTA 1
YIIPaBJIEHUsI CETHIO.

VMeTs:

- AHanu3upoBarh M BBIOMPATH MOAXOSIINE
MHCTPpyMEHTAJIbHBIE CPEACTBA IS
MIOCTPOCHUS U YIIPABICHHS
KOMITBIOTEPHBIMHU CETSIMU.

- Hcmonbs3oBarh pa3nudHble HHCTPYMEHTHI
JUISL AUArHOCTHKH ¥ ONTHMHU3AIMU paboThI
cerTn.

Bnaners:

- HaBblkamu BbIOOpa HHCTPYMEHTAJIBHBIX
CPE/CTB JUIsl IOCTPOSHHMS M yIIPABICHHS
KOMITBIOTEPHBIMHU CETSIMU.

- HaBblkamu paboThl ¢ HHCTpyMEHTaMH IS
MOHHUTOPHHT'A, TUATHOCTUKH U
ONTHUMU3AINY CETeBOM MHPPACTPYKTYPHI.
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5.

CTPYKTYPA U COAEP KAHUE JUCIIUITJIMHbI

5.1.

aKaJeMHYeCKUX YacoB
OO0masi TpyaIOeMKOCTh Y4eOHOW TUCIMIUIMHBI COCTABIAET S5 3adeTHhIX enuHull, 180 gacos,

BKJIIOYasi Bc€ pOPMBbI KOHTAKTHOM M CaMOCTOSATEIbHON pabOThI O0yHAIOIINXCS.

O0beM JAHUCHMILIMHBI B

3a4Y€THbIX

eIMHUIAX ¢

O0beM JMCHUIIHHBI 110 Y4eOHOMY IUIAHY COCTABIIAET —
5 3auétHbIX equHull = 180 akageMUUECKUX YacOB.
KonTakTHas padora o0yuaromerocsi (CTy1eHTbl) C HAYYHO-NEeJArOrH4eCKUM padoTHUKOM

opraHmu3anuu (Bcero)

B TOM 4YucJje:

JlexumnonHuebie 3ansatus (JIek.)
[Ipaktuueckue 3anstus (I1p.)

Koncynpranuu (Kosnc.)

- 60 akaleMHYECKUX YacoB,

- 24 akaJleMHMYECKHUX YacoB,

- 34 akaJIeMHYCCKHUX JacoB,

-2 aKaJCMHUYCCKHUX Yaca.

CamocTtosiTesibHasi padoTa o0y4aromerocsi (CTyIeHTa):
CamocrositenbHas pabota (CP)
Texkymmnii KOHTPOJIb yCIIeBAEMOCTH

1 NPOMEKYTOYHO-3204HAsl aTTecTanus o0y4yaomerocs (CTyIeHTa):

Yackl Ha KOHTPOJIb

- 75 akajgeMHYeCKHUH Jac,

- 45 akaleMA4YECKUX 4aCOB.

Taoauua 2. O0bEM TUCHUIIIHHBI

YKazanueM KoOJIuIeCTBa

Bujabl yueGHoii 1eSITeILHOCTH,
BKJIIOYAsl CAMOCTOSITEILHYIO PadoTy
o0yyaromuxcs (CTy1eHTOB),

H TPYAOEMKOCTH (B aK. 4acax)

Ne Pa3nes/Tema Cemectp/ . o I\ﬁ(:m’;MHX
/i P —y Kype Buabl yueOHbIX 3aHATHH 110 PMHDY .
JUCIHHUIJIMHE CaMocTo KOMIICTCHIIUHA
siITeJIbHA
Tex. mp. KOHTchIb 51 padora
1 Tema 1. BBenenue B 3 cemectp/ 1 ) i 6 VK-1.1, VK-1.2
KOMIIBIOTEPHBIE CETH 2 Kypc
Tema 2. Monens OSI u 3 cemectp/
2 TCP/IP 2 xype 2 2 - 6 YK-1.1, YK-1.2
. 3 cemectp/ OIIK-5.2,
3 Tema 3. Ousnueckuil ypoBeHb 2 kype 2 2 - 6 OIK-7.2
. 3 cemectp/ OIIK-5.2,
4 Tema 4. KanansHbIH YpOBEHBb 2 kype 2 2 - 6 OITK-7.2
. 3 cemectp/ OIIK-5.2,
5 Tema 5. CereBoil ypoBeHb 2 kype 2 2 - 6 OIK-7.2
6 Tema 6. TpancnopTHBIH 3 cemectp/ 5 5 i 6 OIIK-5.2,
YPOBEHD 2 Kypc OIIK-7.2
. 3 cemectp/ VK-1.2,
7 Tema 7. [TpuknagHO# ypOBEHB 2 kype 2 2 - 6 OIK-7 1
] Tema 8 Anpecarus u 3 cemectp/ ) ) 6 VK-1.1,
MapIUIpyTU3AIHL 2 Kypc OIIK-7.1
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3 cemectp/ OIIK-5.2,
9 Tema 9 BecnipoBogHbIe ceTu 2 kype 2 6 OITK-7.2
YK-1.1, YK-1.2,
3 cemectp/ OIIK-5.1,
10 Tema 10 IToxroroBka K 3a4ety ) cp 2 9 OIIK-5.2,
P OITK-7.1,
OIIK-7.2
. 4 cemectp/ OIIK-5.2,
11 Tema 11 CeteBsle ycTpoiicTBa 2 kype 2 1 OIK-7.1
12 (Ffrizl 21 lflo(ljiiITLeI:IiIiCTeMm u 4 cemectp/ 2 1 OIK-5.1,
pall 2 kype OITK-5.2
aJIMUHUCTPHPOBAHHE
13 Tema 13 Cererle npoTokoisl | 4 cemectp/ ) ’ VK-1.2,
6e30macHOCTH 2 Kypc OIIK-7.2
14 Tema 14 BupryanbHeie 4 cemecrp/ 5 > OIIK-7.1,
gacTHbIe ceTd (VPN) 2 Kypc OIIK-7.2
15 Tema 15 OGnaunsie 4 cemectp/ 5 2 OIIK-7.1,
BBIYMCIICHUS U CETU 2 Kypc OIIK-7.2
Tema 16 CoBpeMeHHBIE 4 comectn/
16 TEHACHIIUH B Pa3BUTHU . cp 2 2 VK-1.1, YK-1.2
KOMITBIOTEPHBIX CETEH yp
YK-1.1, YK-1.2,
4 cemectn/ OIIK-5.1,
17 Tema 17 HUtorosoe 3aHsaTHE C;K cecTp 2 2 2 OIIK-5.2,
ype OIK-7.1,
OIIK-7.2
TOI'O 3-4 75 ak.
ceMecTpsl/ 60 ak. yacoB -
YIMTOPHBIX YacoB/CP: yaca
2 Kypc
9 ak. yac
3-4 (dbopMa npoMeKyTOUHOI aTTecTAlIMU — 3a4eT — 3 ceMecTp)
Hacbl Ha KOHTPOJIb cemecTpbl/ P P y ! P
36 ax. yac
2 Kypc .
(dpopma npomMe:KyTOUHON aTTecTAllMU — IK3aMeH — 4 ceMecTp)
3-4
BCEI'O ak. yacoB: ceMecTphl/ 180 akageMH4YeCKHX Yaca
2 Kypc

5.2. TemaTnueckoe coxep:kaHue JMCHUIITHHBI
* KOJIMYECTBO aKaJeMHUYECKUX YacOB M BUJIbI 3aHATHH MpeacTaBiIeHbl B Tabmume Ne 2.

Tema 1: BBeieHne B KOMIIbIOTEPHBIE CETH
Hcrtopusi pa3BuTHsi KOMIBIOTEPHBIX ceTeil. OcHOBHBIC (YHKIMM W 3amadn cetei. Kmaccudukamms
ceTel o pa3Nu4HbIM KpUTepHusiM. O030p CETEBBIX apXUTEKTYP U TOIOJIOTHH.

Tema 2: Moaean OSI u TCP/IP

3 cemecTp

Monens OSI: ypoBHHU, pyHKIHH U npoTokosbl. Ctek mpoTokonoB TCP/IP: apxuTekTypa U KIlO4YeBbIC

npotokoinbl. CpaBHenue moaeneit OSI u TCP/IP.
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Tema 3: du3nvyecKuil ypoBeHb
OCHOBHbBIE KOHIICTIIIUN U TEXHOJOTHH (U3nUecKoro ypoBHs. Cpe/pl nmepeayd JaHHbIX: POBOJIHBIC U
OecnipoBogHble. TexHOIOTHN KaOeNbHbIX CUCTEM: BUTAsl Mapa, KOaKCHAJIbHbII KaOeb, ONTOBOIIOKHO.

Tema 4: KanaibHbIH YyPOBEHb
OYHKIMKA ¥ TPOTOKOJIBI KaHalbHOTO ypoBHS. MAC-agpecanus W ynpapi€HHUE JOCTYIIOM K Cpee.
Texnomorun kananpHOTO ypoBHS: Ethernet, Wi-Fi. MeToasr oOHapyXeHHUS M KOPPEKIIUN OMIHOOK.

Tema 5: CeTeBoii ypoBeHb
@YHKIMM U MPOTOKOJIBI ceTeBoro ypoBHs. [P-anpecanus m mapmpyrusanus. IIporoxonsr IP, ICMP.
BHyTpeHHHE 1 BHEIIHHE MapUIpyTU3aTOPbI, AITOPUTMBI MapIIPYyTU3ALUH.

Tema 6: TpancnopTHBII YPOBEHb
@OyHKIMM ¥ TPOTOKONBl TpaHcrnopTHoro ypoBHA. IIpotokonmst TCP u UDP: ocobennoctu u
MpUMEHEHUE. YTIpaBJIeHHE CEaHCaMU, TOTOKaMH U KOHTPOJIEM OLIHOOK.

Tema 7: IIpuxkinaaHoil ypoBeHb
@yYHKIMM U MPOTOKONIBI MpukiaaaHoro ypoBHsA. OcHoBHble nporokossl: HTTP, FTP, SMTP, DNS.
CereBble NPUIIOKEHUS U CIIY>KObI: BEO-CEpBEPHI, TOYTOBHIE CEPBEPHI.

Tema 8: Anpecauus 1 MapuIpyTu3anus
[P-anpecanusi: [IPv4 u IPv6. Ilogcetn um macku mnoxacereil. Cratuyeckas M JUHAMUYECKast
Mapupytusauus. [lporokonsl mapupytusanuu: RIP, OSPF, BGP.

Tema 9: becnipoBoaHbIe ceTH
OcHOBHbBIE KOHIICTIIIMM M TEXHOJOTUH OecnpoBonHbix cereil. Ctanmaptel Wi-Fi, Bluetooth, NFC.
MooOumnbnabie cetd u Texnonorun 4G/5G.

Tema 10: [ToaroroBka Kk 3a4eTy
[ToBropenne u 006001IeHNE MPOHAEHHOTO Marepuana. PeleHue THUIMOBBIX 3a7ad U BOIPOCOB JJIs
3a4era.

4 cemecTtp
Tema 11: CeTeBble ycTpoOiicTBa
MapuipyTu3aTopbl, KOMMYTaTOPbl, MOCTBI M HUIO3bl. [IpMHIMIIBEI paboOTHl M HAcTpOWKa CETEBBIX
YCTPOWCTB. YIIpaBIsi€MbIE U HEYIIPABIISIEMbIE YCTPOMCTBA.

Tema 12: CeTeBble OnepanuoOHHbIE CHCTEMBI U AIMUHUCTPUPOBAHHE
O0630p cereBbix omepanuonHeix cucrem (Cisco 10S, Windows Server, Linux). Hacrtpoiika u
aJIMHHHCTPUPOBAHUE ceTeid. THCTPYMEHTHI M YTHIIUTHI JJIsI CETEBOTO aIMUHUCTPHPOBAHHSI.

Tema 13: CeTeBble NPOTOKOJIBI 0€30NMACHOCTH
OcHoBHBIE yTpo3bl M MeTOAbl 3amuThl ceTei. [Ipotokonsl 6e3omacnoctu: SSL/TLS, IPsec, SSH.
MeskceTeBble SKpaHbl U CUCTeMbI 0OHapy keHus BropxkeHuii (IDS/IPS).

Tema 14: Bupryanbnbie yactabie cetu (VPN)
OcHoBbl u mnpuHnuibel padbotet VPN. Tumer VPN: PPTP, L2TP, OpenVPN. Hactpoiika u
ncnonb3zoBanue VPN [u1s 3a10UThl TaHHBIX.

Tema 15: O0/1auHbIe BLIYUCJICHUSA U CETH

OcHOBBI 00MauHBIX BhIYHCICHUH. CeTeBble acreKThl OOJavyHBIX CEpBUCOB. Mopennu 00CITyKUBaHHMS:
[aaS, PaaS, SaaS. BupryasibHble ceTH U UX IPUMEHEHNE B O0JIaYHbIX HHPPACTPYKTypax.
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Tema 16: CoBpeMeHHbIE TEHICHIMH B Pa3BUTHH KOMIIBIOTEPHBIX CeTel
HoBble TeHAEHIIMM U TEXHOJOTMM B o00jacTu KommbloTepHbIX cereil. Murepuer Bemeit (IoT),
nporpamMmMmHo-onpenensemsle cetd (SDN), cereBbie ¢ynxiuu Bupryanuzauuu (NFV). Ilepcnextuns

Pa3BUTHA U UCCIICAOBATCIILCKHUEC HAIIPABJICHUS B 00J1aCTH CETEBBIX TEXHOJIOTHI.

Tema 17:

HToroBsoe 3ansiTue

[ToBTOpenue u oOoOuIeHHe NpoiIeHHOr0 Marepuana. PemieHue TUNOBBIX 3a/ad U BOIPOCOB IS

OK3aMcCHa.

5.2.1 Conep:xaHnue NPaKTHYECKUX 3aAHATHH

Tabuunna 3

Ne HaumeHoBaHnue TeMbl Conep:kaHue NPAKTHYECKOr0 3aHATHUS

n/n (pa3neJia) IMCHUNIHHBI

3 cemecTp

1 IIpakTHYeckoe 3ananue: U3ydeHue uCTOpUM U KJIACCU(HMKALMHM KOMIIBIOTEPHBIX CETEH.
3ansaTHe 1: BBenenne B | IloaroroBka npe3eHTaIMy O OHOM U3 CETEBBIX TEXHOJIOTH.

KOMIILIOTEPHBbIE CeTH Lenp: O3HaKOMUTBCS C OCHOBHBIMH JTallaMH Pa3BUTHS M KiaccHuKanuer
KOMIIBIOTEpHBIX ceTei. Pa3BUTh HaBBIKH ITOMCKa HH(OpMAIINH U IPE3ECHTALHH.

2 IIpakTnueckoe 3ananue: AHanM3 M CPABHUTENBHOE HCClefoBaHHe ypoBHel Mmopeneil OSI u
3ansiThe 2: Mopneasn TCP/IP. CocraBieHne TabaHIbl COOTBETCTBUI MEX/IY YPOBHSIMH.

OSI u TCP/TP Hemp: H3yunts u cpaBauts Momenu OSI m TCP/IP, monsate ¢yHKIME U
IIPOTOKOJBI KaXKJI0TO YPOBHSL.

3 IIpakTnyeckoe 3aganue: llpakTndeckoe H3y4eHHE pa3MUYHBIX Cpel TEpefadd IaHHBIX H
3aHsTHe 3: TEXHOJIOTHH KaOeNbHBIX cHCTeM. [IpoBeieHHe IKCIIEPUMEHTOB C BHTOW ITapow,
PusuyecKuii ypoBeHb KOAKCHAJIbHBIM Ka0€IeM M ONTOBOJIOKHOM.

Hens: TloHsATe npUHIUIBI paOOTEl U 0COOCHHOCTH Pa3lINMYHBIX CpeJ Hepenadu
JTAaHHBIX.

4 IIpakTyeckoe 3amanue: HacTpoiika 1 TeCTUPOBaHUE CETEBBIX YCTPONUCTB HA KAaHAJILHOM YPOBHE
3ansTHe 4: Kanaabublii | (koMmmyTaTopsl 1 Mapuipytusaropbl). HcciepnoBanue paGOTBI MPOTOKOJIOB
YPOBEHb Ethernet u Wi-Fi.

Henp: M3yunTh QyHKIUM ¥ IPOTOKOIBI KaHAJILHOTO YPOBHS, OCBOUTH 0a30BbIC
HABBIKM HACTPOMKH CETEBBIX YCTPOMCTB.

5 IIpakTnueckoe 3aganue: Koudwurypauuss u TecTUpoBaHME MaplupyTu3aropoB. Hactpoiika
3ansaTHe 5: CereBoii CTaTU4eCKOW M JAMHAMHMUYECKON MapLIpyTU3aluH ¢ UCHOIb30BAaHUEM IPOTOKOJIOB
YPOBeHb RIP u OSPF.

Henp: Iousats npunuunsl [P-aapecanuu u MaplipyTU3aluu, OCBOUTh HACTPOUKY
MapIIpPyTU3aTOPOB.

6 IIpakTHyeckoe 3aganme: M3ydenme paborsr mporokonoB TCP u UDP. Paspabotka wu
3aHsTHE 6: TECTHUPOBAHUE CETEBBIX MIPHUIIOXKEHUH € UCIIOIB30BAHNEM 3TUX IPOTOKOJIOB.
TpancnopTHbIi Hens: OcBouTh (HyHKIMU B 0COOCHHOCTH MTPOTOKOIOB TPAHCIIOPTHOTO YPOBHSI.
YPOBEHb

7 I[IpakTunyeckoe 3anmanme: Hactpoiika u tectupoBanme cetebix cepBucoB (HTTP, FTP, DNS).
3aHsTHE 72 Pazpabotka npoctoro BeO-cepsepa.

IIpuk/agHoi YPOBEHb Henp: [MousaTh QyHKIUHM M MPOTOKOJBI NPUKIIAJHOTO YPOBHS, OCBOUTH 0a30BbIC
HaBBIKW HACTPONKHU CETEBBIX CEPBHCOB.

8 IIpakTnyeckoe 3ananme: CosmaHue W HacTpoiika moxcereid. KoHowurypamus u TecTupoBaHue
3ansaTHe 8: Agpecauus | mpoTokosoB MapiipyTuzanuu BGP.

H MapIIpyTH3aUHs Hens: OcBouts mnpuHuMnel IP-agpecanuu, moacerelli U IPOTOKOJIOB
MapLIpyTU3aLUK.

9 IIpakTHyeckoe 3anmanue: HacTpoiika u TecTHpoBaHHE OCCHPOBOAHBIX ceTed. M3yueHwue
3aHsATHE 9: crarnaptoB Wi-Fi u Bluetooth.

BecnpoBoanbie ceTn Ieunp: [ToHATh NPUHIMIBI PAOOTHI OECIIPOBOIHBIX CETEH, OCBOUTh UX HACTPOMKY.

10 IIpakTnueckoe 3ananue: Pemenue TUMOBBIX 337a4 U BONPOCOB IO TNPOWIEHHBIM TEMaM.
3ansTne 10: OOcyXIeHre CII0KHBIX BOTIPOCOB M pa300p ONMIMOOK.

HoaroroBka k 3aueTy Henp: IToBTOpeHHe 1 0000IIEHIE TPOHICHHOTO MaTeprana Ui yCIEIIHOW Caaqn
3a4era.
4 cemecTp
11 | Mpakrnueckoe | 3ajamme: Hacrpoiika u_TecTMpoBaHme MapuipyTH3aTopoB, KOMMYTATODOB i
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3anaTue 11: CereBble

MOCTOB. M3yueHue ynpasisieMbIX U HEYIIPABIISIEMbIX CETEBBIX YCTPOUCTB.

ycTpoiicTBa Henp: OcBouTh mNpUHIMOBI pabOTBl M HACTPOMKH pa3lUYHBIX CETEBBIX
YCTPOUCTB.

12 IpakTHyeckoe 3amanue: YCTaHOBKA M HACTpPOWKa CETEBOM OMepalMoHHOM cucteMbl. HacTpoiika
3ansaTue 12: CeTeBble CETEBBIX CIIY>KO U MPOTOKOJIOB.
onepanHoHHbIE Henb: OcBOUTH HaBBIKK aJMUHUCTPUPOBAHUS CETEBBIX ONEPALUOHHBIX CUCTEM.
CHCTeMBI H
AIMHHHCTPUPOBAHHE

13 IIpakTHyeckoe 3aganme: Hacrpoiika u TecTHpoBaHMe IpoTokoioB OesomacHoctd (SSL/TLS,
3anaTue 13: CereBbie IPsec). YcraHOBKa M HACTPOMKA MEXKCETEBOTO SKPaHa.

NPOTOKOJIbI Hens: W3yunTh OCHOBHBIE METOABI 3aIIUTHl CETEH, OCBOUTH HACTPOMKY
0e30MacHOCTH IIPOTOKOIOB O€300aCHOCTH.

14 IIpakTHyeckoe 3anmanme: Hactpoiika u TectupoBarne VPN. M3yuenne paznunuasix TunoB VPN u
3ansaTue 14: UX TIPUMEHEHHE.

Buptyanbnsbie yactable | Llens: OcBouts mnpuHIUNGL paboTel VPN, HayduTbcs WX HACTpOiike H
cetn (VPN) HCIIOJIb30BAHMIO.

15 IIpakTyeckoe 3amanue: Pa3BepThiBaHMEe W HACTpoiKa oOmadyHOro cepBuca. MccinemoBaHue
3aHsTHe 15: Q0nauHble | ceTeBBIX aCIEKTOB OOJAYHBIX CEPBUCOB.

BBLIYHCJICHUSA U CETH Henp: IloHaTs npuHUMIIBL pabOThl OOJIAYHBIX BBIYMCIEHUN M CeTel, OCBOUTH
HABBIKHM UX Pa3BEPTHIBAHMSL.

16 IIpakTnyeckoe 3ananue: IlogrotoBka nokmajga MO COBPEMEHHBIM TEHIEHIMSM B Pa3BUTUU
3ansaTue 16: ceTeBbIX TexHonoruil. VccnenoBanue HoBEIX TexHomoruit (IoT, SDN, NFV).
CoBpemeHHBIC Henp: O3HaKOMUTHCS C HOBBIMH TEHICHIMSIMH M TEXHOJOTMSAMH B 00IacTH
TeHJCHIIMU B PA3BUTHH | CETEBBIX TEXHOJIOIHI.

KOMIILIOTEPHBIX CeTeil

17 IIpakTHyeckoe 3aganue: PelieHue TUIOBBIX 3aJad U BOIPOCOB IJIsl MOJATOTOBKH K 3K3aMEHY.
3ansaTue 17: Utorosoe OO6cyxneHue KIF0IeBbIX TEM U pa300p CIIOKHBIX BOIPOCOB.
3aHAATHE Hens: IToBTOpeHne n 0000IIEHIE TPOIIEHHOTO MaTepHala Ui yCIEIIHOW CAaqn

9K3aMEHa.
5.2.2 CopepxaHue caMOCTOSITEIbHON PadoThI
Taoauna 4
Ne HaumMeHoBaHMe TeMbl ConepixaHue caMOCTOSITEeJbHOI paboThI ®opma KOHTPOIA
n/n (pa3nesa) THCHHUILIMHBI
3 cemecTp

1 1. U3yuenne aureparypbl | 3aganue: IlpountaTth peKOMEHIOBAaHHBIE TJaBbl U3 IloaroroButh
10 BBEJEHUIO B Y4eOHHUKOB 110 HUCTOPUHU PA3BHUTUSA W KIACCH(DUKAIUH pedepar
KOMIILIOTEPHBbIE CeTH KOMITBIOTEPHBIX ceTell. M3yunTh 0CHOBHBIE QYHKIMU U

3aJ1auy CETEH.

2 2. N3yuenne monean OSI | 3apanwme: [Ipounrtars miaBbl U3 y4eOHUKOB M CTaTeH 110 OTBeTH! Ha

u TCP/IP momeimn  OSI m  TCP/IP. M3yuutrs ¢yHKUMH H KOHTPOJIbHBIE
MPOTOKOJIBI KaXI0T0 YPOBHSI. BOIIPOCHL.

3 3. U3yuenne 3aganue:  M3yunTth  y4eOHBIE  MaTepHanbl IO OTBeThI Ha

(pu3nyeckoro ypoBusi (u3nuecKoMy ypOBHIO, cpefaM Iepenadd JaHHBIX U KOHTPOJIbHBIE
TEXHOJIOTHSIM KaOENbHBIX CHCTEM. PelmmTh 3a7auil O | BOIMPOCHI, pELICHHUE
BEIOOPY M HACTPONKE CPE/IbI HEPENayn. MIPAaKTHYECKUX 339

4 4. N3yyenne kanaapHoro | 3amanme: I[lpoumtars  ™IaBel  Y4eOHHKOB  I10 OTBeTH Ha

YPOBHS KaHaJbHOMY YPOBHIO, MPOTOKOJIAM ¥ aJTrOpHTMaM KOHTPOJIbHBIE
JocTyna K cpeae. Pemmrth 3amauM 1o HacTpoOMKE | BOIPOCHI, peLIEHHE
CETEBBIX YCTPOMCTB HA KAHAJIbHOM YPOBHE. OPaKTHIECKUX 33134

5 5. M3y4yeHue ceTeBOro 3amanme: M3yumte  ydeOHBIE  MarepHaisl IO OTBeTHI HA

YPOBHS IP-anpecanuu  u  mapwpyTtusauuu.  Hactpouts KOHTPOJIbHBIE
MapILIPYTU3aLHUI0 C UCIOJIb30BaHUEM MPOTOKOIOB RIP BOIIPOCHI.
u OSPF.

6 6. N3yuenue 3amanue: IIpountarh MIaBel W3 YYCOHHUKOB IO OTBeTHI Ha

TPAHCIIOPTHOI'O YPOBHS TPaHCIOPTHOMY YpoBHI0, mnportokosam TCP u UDP. KOHTPOJBHBIE
Pa3paboTarh U IPOTECTHPOBATH CETEBOE MPUIIOKEHHUE. BOIPOCEHL.

7 7. U3y4yeHue 3aganue: [lpounrtarh ydeOHBIE MarepHaibl MO OTBeTHI Ha

NPHUKJIAJHOI0 YPOBHSHA nportokonam npukinagaoro yposus (HTTP, FTP, DNS). KOHTPOJIbHBIE
HacTpouTs ¥ IpOTECTUPOBATH CETEBIE CEPBUCHI. BONPOCEHL.
8 8. N3yuenue agpecanuu 3amanue: M3yunts miiaBel yueOHUKOB 10 IP-anpecarmm BrinosnHenue
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U MapUIpyTH3alUH u mnoxcersM. Hactpouts u  mpoTecTHpOBaTh MPaKTUYECKOTO
MapHIpYyTU3ALMIO ¢ UcToyib3oBanueM BGP. 3aJIaHMUsL.
9 9. U3yueHue 3aganue: IIpounrtars yuyeOHBIE MaTepHalbl IO Brimonuenue
0ecnpoBOIHBIX ceTeil cTaHaapram OecrpoBOAHBIX ceTed. Hactpouts un MPaKTUYECKOTO
IPOTECTUPOBATh OECIPOBOIHEIC CETH. 3aJIaHMsL.
10 10. IToaroroBka Kk 3a4ery | 3agaHue: PemieHue TUMNOBBIX 3a7a4 M KOHTPOJIBHBIX Tecr.
BOIIPOCOB M3 YYEOHHUKOB M METOAMYECKHX IOCOOMM
JUISL TIOITOTOBKH K 3a4eTy.
4 cemecTp

11 11. Uzy4eHnne ceTeBbIX 3aganue: M3yunts ydeOHBbIE MaTepHaibl IO CETEBHIM Beimonuenue

YCTpOIiCTB ycrpoiictBaM.  HacTtpouts — MapimipyTusatopsl | MIPaKTHYECKOTO
KOMMYTATOPBIL. 3aaHusL.

12 12. M3y4yenne cereBbIX 3aganue: [IpounTars raBbl 3 Y4€OHUKOB 110 CETEBBIM OtBeTh! Ha
ONepPaliMOHHbIX CHCTEM U | ONEpaliOHHBIM  cucTeMaM. HacTpouTs  ceTeBble KOHTPOJIbHBIE
aAMHHHCTPUPOBAHHE CITYKOBI M IPOTOKOJIBL. BOIIPOCBHL.

13 13. U3yueHnue ceTeBbIX 3amanme: M3yunte  ydeOHBIE  Marepwaibl IO Brinonnenue
NMPOTOKOJIOB nporokonam  OezomacHoctn  (SSL/TLS,  IPsec). MIPAKTUIECKOTO
0e30MaCHOCTH HacTpouTs 1 IpoTeCTUPOBATh MEKCETEBOH IKpaH. 3a[aHusl.

14 14. N3yuyenue 3amanme: [Ipountarp maBel y4eOHUKOB 1m0 VPN. Brmonaenne
BUPTYaJIbHbIX YaCTHBIX Hactpouts u nporectuposars VPN-coenunenue. MPaKTUYECKOTO
cereii (VPN) 3aaHUsI.

15 15. N3ydenue odaaunbix | 3aganue: V3yunTh yuyeOHBIE MaTEPHAIIBI 110 O0IAUHBIM Brimonnenue
BbIYHCJICHUH U ceTel BBIYMCIICHUSAM. Pa3BepHYTh W HACTPOUTH OOJIAYHBIN MIPAKTUYECKOrO

CEpBHUC. 3aJIaHMsL.

16 16. U3yueHue 3aganue: M3yauTh cTaTbu M UCCIIEAOBAHUS 110 HOBBIM OTBeTHI Ha
COBPeMEeHHBIX TEHACHIMSIM M TEXHOJOTMAM B OOJIACTH CETEBBIX KOHTPOJIBHBIE
TeH/eHIUI B PAa3BUTHH TexHojorui. ITonroToBUTh AOKIAL. BOMPOCHI, JOKJIaJ
KOMIIbIOTEPHBIX ceTel

17 17. IloaroroBka K 3ananue: PemieHue TUMOBBIX 3a4a4 M KOHTPOJIBHBIX OK3aMeH.
IK3aMeHy BOIPOCOB JJIsl MOATOTOBKM K 3K3aMeHy. IloBTopeHue

POIIEHHOTO MaTepHaa.

6.0neHoYHbIe MATEPHAJIBI 110 JUCHUIIIHHE
OneHoyHble MaTepuanbl HAXOLATCSA B JOKyMeHTe «OILEHOYHBIE MAaTe€pHalbl 10 AUCLUIIIMHE
«KoMIIbroTepHBIE CETI.

7.MeTonnuyecKue MaTepuabl 1JIs 00y4aI0IINXCS M0 OCBOEHUI0 TUCHMILIMHBI (MOIYJIs1)
A) Pexomennanuu o0yyarwmemycsi (CTyIeHTY) 0 padoTe ¢ KOHCIIEKTOM IOCJIe JIEeKINH

Kakumu OBl 3aMedaTeIbHBIMU Ka9eCTBAMH B 00JIACTH METOIUKH HH 00JIa/1all JICKTOP, KAaKOe ObI
0oNbIlIOe 3HAYCHHE HA 3aHATHSAX HU YISl JIEKIUHU CIyIIaTeNb, yOOKOe MOHMMaHHEe Marepuana
JIOCTUTAETCsl TOJIBKO MyTEM CaMOCTOSITENIbHOM paboThl Haj HUM. CaMOCTOSITENBbHYIO paboTy CleayeT
HauMHaTh C AOPaOOTKU KOHCIIEKTA, JKEJIATENbHO B TOT K€ JIEHb, TIOKa BPEMsI HE CTEpJIO COo/ep KaHUe
nexuu u3 namsaTe (depes 10 gacoB mocine neKiun B namsaT ocraercs He 6onee 30-40 % marepuana).
C uenpio 10pabOTKM HEOOXOAMMO B TEPBYIO OYEpEIh MPOYUTATH 3alUCH, BOCCTAHOBHUTH TEKCT B
MaMsTH, a TaKKe WUCIPABUTH OMHUCKH, pacIIM(poBaTh HE MPHUHSITHIE PAHEEC COKPAIICHHUS, 3aIOJIHUTH
MPOMYIIEHHbIE MECTa, MOHSATh TEKCT, BHUKHYTh B €ro cMbici. Jlajmee mpouuTarh Martepuan IO
PEKOMEHIyeMOM JUTepaType, paspeniasi B X0/I€ UYTCHUs, BO3HUKIINE paHee 3aTpyqHEHUs, BOPOCHI, a
TaK)Ke JTOTIOJTHEHUS U UCIIPABIISAS. CBOM 3aIlMCH. 3alMCH JOJHKHBI ObITh HATISIAHBIMU, JIJIS1 UETO CIEIyeT
MPUMEHSITh pa3jMYHble CIMOCOObI BbIFCNeHUH. B Xome mopaOOTKM KOHCIIEKTa YIITyOJSIOTCS,
PaCIIUPSIOTCS U 3aKPEIUISIIOTCS 3HAHUS, a TaKXKe JOIMOJHSAETCS, UCIPABISETCS U COBEPILIEHCTBYETCS
KOHCHEKT. [1oAroTOBIEHHBIN KOHCTIEKT U pEeKOMEHAyeMas TUTEPaTypa UCTIONb3YETCs MPU MOATOTOBKE K
MpakTHYeckoMy 3aHATHIO. [IoAroToBKa CBOIUTCS K BHUMATENILHOMY MPOYTEHUIO Y4eOHOr0 MaTrepuara,
K BBIBOy C KapaHJAIIOM B pyKaX BCEX YTBEPXKICHUH W (POpMyI, K PEHICHHUIO TPUMEPOB, 33134, K
OTBETaM Ha BOIIPOCHI, MPEAJOKEHHbIE B KOHIIE JIEKIIMU MPEroAaBaTeieM WU TOMEIICHHBIE B
pekomenayeMoit swureparype. llpumepsl, 3amadun, BOMPOCHI IO TEME SBIAIOTCS MaTepraioM
caMOKOHTpouis. HempeMeHHBIM ycloBHEM ITyOOKOTO YCBOCHHs y4eOHOro MaTepuara siBIIeTCsS 3HaHHe
OCHOB, Ha KOTOPBIX CTPOHTCS H3JIOKeHUEe marepuana. OOBIYHO TperonaBaTellb HAIOMUHAET, KaKon
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paHee M3y4YEeHHBI MaTepuall U B KaKOM CTerneHu TpeOyeTcs MOArOTOBUTH K OYEPETHOMY 3aHATHIO. DTa
pexoMeHAanMs, Kak U TpeOoBaHME CHCTEMaTHYECKOM M Ccephe3HOM paboThl HaJ BCEM JIEKIIMOHHBIM
KypCOM, MOJUIEKHUT O€3yCIOBHOMY BBITIONHEHUIO. [ToTepu 1orudeckoil CBsI3U Kak BHYTPH TEMBbI, TaK U
MEXJy HUMH NPUBOIUT K HETaTUBHBIM IMOCIECTBUSAM: MaTepuan y4yeOHON MUCIHUILIMHBI MepecTaeT
OCHOBATEJIbHO BOCIPUHUMATHCSI, & TBOPUYECKUH TPyZ MOAMEHSAETCS YTOMIIEHHBIM IEPENUCBIBAHUEM.
OO0parienue K paHee H3y4eHHOMY Marepuaily He TOJbKO IOMOraeT BOCCTAHOBUTDH B IMaMATH U3BECTHbHIE
MIOJIOKEHUS, BBIBOJbI, HO U MPUBOAMUT PAa3pO3HEHHBIC 3HAHUS B CUCTEMY, YIIIYOJIsIeT U pacIIupsieT uX.
Kaxxzp1i1 Bo3Bpar k cTapoMy mMarepuaiy MO3BOJISET HAMTH B HEM YTO-TO HOBOE, IEPEOCMBICIUTD €0 C
UHBIX TO3MLMH, ONpENeNuTh JUIsl Hero Haubojee MOAXOAAIIEe MECTO B YXE HMMEIOIIEHCS cucTeme
3HaHui. HeomHokpaTtHoe oOpallieHne K MpoiiIeHHOMY MaTepHaly sBIsSeTcsl Hanbosee palroHaabHON
¢dopmoit mprobpeTeHnss M 3akperieHus 3HaHui. OueHb MOJE3HBIM, HO, K COXKAJCHHUIO, €Ille Majo
HCIIOJIb3YEMbIM B MPAKTUKE CAMOCTOATEIbHONU pabOThl, SBISETCS MPEIBAPUTEIbHOE O3HAKOMIIEHUE C
yueOHbIM MaTepuasioM. Jlaxe Kparkoe, Oernoe 3HaKOMCTBO C MaTre€pHuajoM OYEepEeIHOW JICKIUH IaeT
MHoroe. OOy4aromuecs (CTyIEHThI) MOJIYYaroT 00IIIee MPEACTaBICHHE O €€ COACP)KaHUU U CTPYKTYPE,
0 TJIAaBHBIX U BTOPOCTENEHHBIX BOIPOCAX, O TEPMUHAX U ompeeneHusx. Bee 3to obneryaer paboty Ha
JIEKIUH U JIEAET €€ 1eJeyCTPEMIICHHOM.

B) Pexomenauun odyqamwmemycst (CTyI€HTY) M0 MOATOTOBKE K 3aHATHAM
CeMHHAPCKOr0 THIA

OOyuaromuiics (CTyIEHT) TOJKEH YETKO YSCHUTh, YTO MMEHHO C JICKIIMA HAYMHAETCS €ro
MOJITOTOBKA K J1a00paTopHOMY/ NMPaKTHUYECKOMY/ CEMHHAPCKOMY/ METOIUYECKOMY/ KIMHUYECKOMY
MPAKTUIECKOMY 3aHATHIO. BMecTe ¢ TeM, JIEKIHs JTUIIb OPTaHU3yeT MBICIUTEIBHYIO ACITEIbHOCTD, HO
He obecrneunBaeT ITyOMHY YCBOEHHUS MPOTrpaMMHOro marepuana. [Ipu moAroroBke K TakOMy BHUAY
3aHSATHI MOXKHO BBIJICJIATH 2 dTara:

1-i1 - opraHu3alMOHHBIN,

2-1i - 3aKpeIuIeHne U yriTyOJeHe TEOPETUIECKUX 3HAaHUM.

Ha mnepBoMm »srame oOyuaromuiics (CTyAEHT) IUTAHUPYET CBOIO CaMOCTOSTEIbHYIO DPadoTy,
KOTOpasi BKJIIOYAET:

- YSICHEHHE 3a/IaHusl Ha CAaMOCTOSITENIbHYIO paboTy;

- Toa00p PEKOMEHI0BAaHHOH JTUTEPATyPHI;

- COCTaBJICHHE TIaHa PadOThl, B KOTOPOM OIPENENSIFOTCS OCHOBHBIC MYHKTHI MPEICTOSIICH
MTOJITOTOBKH.

CocraBieHue IaHa IUCUUIUTMHUPYET U MOBBIIIAET OPraHu30BaHHOCTH B paboTe. Bropoii sramn
BKJIIOYAeT HEMOCPEICTBEHHYIO MOJArOTOBKY OOyuaroierocsi (CTyaeHTa) K 3aHstuio. HaunmHate Hazo ¢
W3YyYeHUS PEKOMEHIOBaHHOW juTeparypbl. HeoOxomumMo MOMHHMTH, 4YTO Ha JEKIUH OOBIYHO
paccMarpuBaeTCsl HE BeCh MarepHall, a TOJbKO ero 4actb. OcTalibHasg €ro 4acTb BOCIIOJIHSETCS B
MpOLIECCEe CaMOCTOATENbHONW paboThl. B cBs3M ¢ »THM paboTa ¢ pEeKOMEHJOBAHHON IUTEpaTypou
oOs3arenbHa. Ocoboe BHUMaHHME TPH ITOM HEOOXOIMMO OOpaTHTh Ha COAEp)KaHHUE OCHOBHBIX
TIOJIOKEHUT M BBIBOJIOB, OOBSCHEHHE SBIECHUN U (DAKTOB, YSCHEHHE MPAKTHUYECKOTO MPHIOKEHUS
paccMaTpuBacMbIX TEOPETHYECKUX BOMpPOcoB. B mpouecce 31oil paboThl oOywarommiics (CTYyIEHT)
JOJDKEH CTPEMUTHCS TOHSTh M 3allOMHUTH OCHOBHBIE TMOJOKEHHS pPaccMaTpUBaeMOro MaTepuala,
MIPUMEpPHI, MOSCHSIOLUIUE €ro, a TakXke pa3o0parbcs B WILIIOCTPAaTUBHOM MaTepuaie. 3aKkaHUMBaTh
MOJTOTOBKY CIIEAyEeT COCTABIICHHWEM IIaHa (MEPEYHs] OCHOBHBIX MyHKTOB) 110 MU3y4aeMOMY MaTepuaity
(Bompocy). Takol mjuaH NO3BOJSET COCTAaBUTh KOHIIEHTPUPOBAHHOE, CXKATo€ NPEJCTaBJICHUE IO
M3y4aeMbIM BompocaM. B mpoiiecce moAroToBKH K CEMUHAPCKOMY 3aHATHIO PEKOMEHAYETCS] B3aUMHOE
oOCyXXJeHHe Marepuajla, BO BpEMs KOTOPOIO 3aKpEIUIAIOTCS 3HAHMS, a TaKkKe IpuodperaeTcs
MIPaKTHKa B U3JIOKEHUH U Pa3bsICHEHUU MOTYyYEHHBIX 3HAHUH, pa3BuBaeTcs peus. [Ipu HeoOXxoaumocTu
cienyeT oOpamiaThCsi 3a KOHCY/IbTAlMEW K mpemnojaBaTento. WMas Ha KOHCYIBTAIMIO, HEOOXOIUMO
XOpOIIO MPOAYMaTh BOMPOCHI, KOTOpbIE TPEOYIOT pa3bsCHEHHsS. B Hayane CeMUHApPCKOTo 3aHATHUS
oOyuaromuecs: (CTyIe€HTa) TMOA PYKOBOACTBOM IIpemnojaBareisi Oosnee NIyOOKO OCMBICIHUBAIOT
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TEOPETUYECKHE MOJIOKEHUS TI0 TEME 3aHATHSI, PACKPBIBAIOT U OOBSICHSAIOT OCHOBHBIC SIBICHUS U (haKTHI.
B mpouecce TBOpueckoro oOOCYXAE€HHS U JAMCKYCCHU BBIpAOATHIBAIOTCSI YMEHHUS U HABBIKU
WCIIONB30BaTh MPUOOPETEHHBIC 3HAHMUS JIJIsl PEIICHUS IPAKTUYECKUX 3a/1ad.
B) Pexomenpaumuu mo caMocTosiTeIbHON padore o0y4yaromerocs (CTyIeHTa) Hal
H3y4YaeMbIM MATEPHATIOM

VYenemHoe 0CBOEHUE JaHHOTO Kypca Oa3upyercs Ha palMOHAJIbHOM COYETAaHHWU HECKOJBbKHX
BUJIOB Y4eOHOMU JEATENBbHOCTH - KNI, CEMHHAPCKUX 3aHATHHA, CAMOCTOSTENbHON paboTsl. [Ipu sTOM
CaMOCTOSITENIbHYI0 paboTy cjelyeT paccMaTpuBaTh OIHHM M3 TJIaBHBIX 3BEHBEB MOJHOLIEHHOTO
BbICIIIEr0 00pa30BaHMsl, HAa KOTOPYIO OTBOIUTCS 3HAYUTENbHAS YaCTh Y4€OHOrO BPEMEHH.

CamocTrosiTenbHast paboTa CTYJEHTOB CKJIaJAbIBAETCS U3 CIEAYIOIIUX COCTABISIONIMX:

- paboTa ¢ OCHOBHOH M JOTOJIHUTENBHOW JIUTEPATypOil, ¢ MaTepuaiaMu WHTEPHETa U
KOHCIICKTAMU JICKITUM;

- BHEAyIUTOPHAS TIOATOTOBKA K KOHTPOJBHBIM pa0oTaM, BBHIMOJIHEHHUE JOKIAIOB,
pedeparToB u KypcoBbIX padoT;

- BBITIOJTHEHHE CAMOCTOSTEIbHBIX MPAKTUIECKUX PaboT;

- MIOJrOTOBKA K dK3aMeHaM (3a4eTaM) HEMOCPEACTBEHHO Mepel HUMHU.

Jl5is mpaBUIBLHOW OpraHu3aliu paboThl HEOOXOAUMO YYUTHIBATh MOPSAOK M3yUEHUsS Pa3leioB
Kypca, HaXOASIIMXCA B CTPOroi Jjormueckoil mocienoBarenbHocTH. [loaTomy xoporiee ycBoeHue
OJHOW YacTW JAMCLMIUIMHBI SIBISETCS NPEANOCBUIKOM i YCIEIIHOIO IEepexofa K CIEAYHOLIEH.
3ananusi, NpoOJIeMHbIE BOIPOCHI, MPEAJIOKEHHbIE I W3Y4YEHUs TUCLUIUIMHBI, B TOM YHUCIIE U JJIs
CaMOCTOSITEILHOTO BBIMIOJIHEHUS, HOCIT MEXKIAUCIMUILUTUHAPHBIN XapakTep W 0a3upyroTCs, Mpexiae
BCErO, Ha NPUYMHHO-CJIEJCTBEHHBIX CBS3AX MEXJIy KOMIIOHEHTaMHU OKpYyXKarollero Hac mupa. B
TEYEHHE CEeMEeCTpa, HEeoOXOOUMO IMOArOTOBUTH pedeparbl (IPOEKTHI) C  HMCIOJIb30BaHUEM
pEKOMEHyeMO OCHOBHOM M JOMOJHUTEIBHOW JHUTEpaTypbl M claTb pedeparsl A MPOBEPKU
IIpEeNnoAaBareNnio. BaXHBIM COCTaBIAIONIMM B M3YYEHMM JAaHHOIO Kypca SBISIETCS pEIICHHE
CUTYal[MOHHBIX 33/Ja4 M paldoTa HajJ MpOoOJEeMHO-aHAIUTHUYECKUMM 3aJaHUSIMH, YTO MPEANOiaraeT
3HAHHUE COOTBETCTBYIOILEH HAYYHOU TEPMUHOJIOTHH U T.1I.

JUiga Jnydinero 3armoMUHaHMsS MaTepuaja LeJecoo0pa3HO MCHONb30BaTh HHAWBHyaJIbHbIE
OCOOEHHOCTH M pa3Hble BUABI MaMATH: 3PUTEIbHYIO, CIYXOBYIO, AaCCOLMATUBHYIO. YCHEIIHOMY
3alIOMMHAHUIO TaKXXe CIIOCOOCTBYET NPHUBEIEHUE SPKUX CBUJETENBCTB U HAIVISIIHBIX NPUMEPOB.
Y4eOHbIif MaTepua T0KEeH MOCTOSHHO MOBTOPSATHCS U 3aKPETLISTHCS.

[Ipu BBHIMONHEHUH JOKIIAI0B, TBOPYECKUX, HHPOPMALMOHHBIX, HCCIEIOBATEILCKUX MPOCKTOB
oco0oe BHMMaHHE cieayeT oOpaliaTh Ha MOAOOp MCTOYHHUKOB HMH(POPMAIMH U METOAMKY PadOTHI C
HUMH.

Jl1ia ycrenHoi cjauu sK3aMeHa (3a4eTa) peKoMeHIyeTcsl COOMIoaTh CleAyIOIUe MpaBuia:

1. [ToaroroBka k sK3aMeHy (3a4eTy) AOHKHA MPOBOAMUTHCS CUCTEMATHYECKU, B TEUCHUE
BCET0 CEMecTpa.

2. WHTeHcuBHAs MOATOTOBKA JI0JKHA HAYAThCS HE MO3HEE, YEM 3a MECSI] 10 IK3aMeHa.

3. BpeMmsi HemocpencTBEHHO mMepea K3aMEHOM (3a4eToM) JIyYIlle HCIOJIb30BaTh TaKUM

0o0pa3oM, YTOOBI OCTaBUTH IOCIIEAHUN JI€Hb CBOOOJHBIM JUIsl TIOBTOPEHHUS Kypca B ILEJIOM, JUIS
cucTeMaTu3aluy MaTepuaia u JopaboTKH OTAEIbHBIX BOIPOCOB.

Ha skx3aMeHe BBICOKYIO OLIEHKY MOJIY4YaroT CTYACHTHI, HCIOJIb3YIOIUE JAHHbIC, [IOJyYECHHBIE B
IIpoIeCCce BBIMOIHEHUS CaMOCTOATENbHBIX PaloT, a TaKXKe HUCIHOJb3YIOLIHe COOCTBEHHbIE BBIBOJIBI HA
OCHOBE M3y4YEHHOI0 MaTepHaa.

VYuuThiBas 3HAYMTENbHBI 00BEM TEOPETUYECKOTO Marepuaja, CTYJIEHTaM PEKOMEHIYETCs
peryisipHO€e MOCEIIEHNE U OAPOOHOE KOHCIIEKTUPOBAHUE JIEKLIUH.

8. OCOBEHHOCTH PEAJ/IMBALIUU JUCHUIIJINHBI 151 UHBAJIUIOB U JINL C
OI'PAHUYEHHBIMH BO3MOXHOCTAMMU 310POBbA

OO0yuaromuMcsi ¢ OrpaHU4YEHHBIMH BO3MO)KHOCTSIMU 3710POBbsI IIPEI0CTABIISIOTCS CHELMAIbHbIE
yu4eOHUKHM M yuyeOHble MocoOusi, nHas ydeOHas JuTeparypa, CHEelMaJbHbIe TEXHUYECKHE Cpe/CTBa
00y4yeHHs] KOJUIEKTMBHOIO W WHJUBUYaJbHOTO I10JIb30BAaHUS, IPEIOCTABICHUE YCIYI aCCUCTEHTa
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(TIOMOIIIHMKA), OKa3bIBAIOIIEr0 00YYArOIMMCS HEOOX0IUMYIO TEXHUUYECKYIO TOMOIIb, @ TAaKXKe YCIyTH
CYPIOTIEPEBOMIMKOB H TH(IIOCYPIAOTIEPEBOTIUKOB.

a) U1 CIabOBUASAIIMX:

- Ha TPOMEKYTOYHOH AaTTECTAllMU IPHCYTCTBYET AaCCHUCTECHT, OKAa3bIBAIOIINK CTYICHTY
HEOOXOIMMYI0O TEXHHYECKYI0 IOMOIIb C YYeTOM HHAWBUAYAJIbHBIX OCOOCHHOCTEH (OH IMOMOTraeT
3aHATH pabodyee MECTO, ePEABUTATHCS, TPOUNTATh U OPOPMHUTH 33/I1aHUE, B TOM YHUCIIE 3AITHCHIBAS O]
JTUKTOBKY);

- 3aJaHusl U BBITIOJIHEHHSI, @ TaKKe€ MHCTPYKIHUS O TIOPSIIKE MPOBEICHHS MPOMEXKYTOUHOU
artectanuu oQpOPMIIIOTCS YBEIHMUYEHHBIM MIpU(TOM;

- 3aJIaHMs JUTS BBITTOJTHEHHS HA TIPOMEXKYTOUHOW aTTECTAIlMN 329U THIBAIOTCS aCCUCTEHTOM;

- MUCbMEHHBIE 3a/IaHUs BBITIOTHSIIOTCS Ha Oymare, HaIMKTOBBIBAIOTCSI ACCUCTEHTY;

- obecrneunBaeTCsl MHAWBUIyIbHOE paBHOMEPHOE ocBetenne He Menee 300 Jrokc;

- CTY[EHTY JJISl BBIIIOJIHEHUS 33JaHHs P HEOOXOAUMOCTH MPEIO0CTABISACTCS YBEINUUBAIOLIEE
YCTPOWCTBO;

B) ISl IIYXHX U CIIA00CIBIIIAIINX:

- Ha TPOMEKYTOYHOH aTTECTallMd IPHCYTCTBYET AaCCHUCTECHT, OKAa3bIBAIOIIMN CTYICHTY
HEOOXOMMYI0 TEXHHYECKYI0 IOMOIIb C YYeTOM HHAWBUAYAJIbHBIX OCOOCHHOCTEH (OH IMOMOTraeT
3aHATH paboyee MECTO, MePEABUTaThCs, MPOUNTATh U OPOPMHUTH 33/IaHUE, B TOM YHCIIC 3AITHCHIBAS O]
JUKTOBKY);

- IPOMEKYTOYHO-3a09HAsI aTTECTAIHS TPOBOJAUTCS B IMCBMEHHOU (opme;

- obecreunBaeTCsl HaJIW4YKME 3BYKOYCHJIMBAIOLICH ammaparypbl KOJUIEKTUBHOTO I10JIb30BaHMA,
OpH  HEOOXOAMMOCTH  TOCTYMAIOUIMM  MPEAOCTABISACTCS  3BYKOYCHWJIMBAIOIIAs  ammaparypa
WHIVBUAYATbHOTO MOJIH30BAHNUS;

- TI0 OKECTAHWIO CTYIEHTa MPOMEXKYTOUYHO-3a0YHAsT aTTECTAllUsl MOXKET IPOBOIUTHCS B
MMCbMEHHOU opme;

) JUIS JIMI] C HAapyUICHWSMH OIIOPHO-JBUTATEIHFHOTO ammapara (TSDKENBIMH HapyIIeHUSIMU
JIBUTATEIbHBIX (PYHKINH BEPXHUX KOHEYHOCTEH MIIM OTCYTCTBHEM BEPXHUX KOHEUHOCTEH):

- TIMCbMEHHBIC 3a/aHUs BBINIONHSAIOTCS Ha KOMIBIOTEPE CO  CIEHHATH3HPOBAHHBIM
IIPOrpaMMHBIM 00eCreueHHEeM WM HaIUKTOBBIBAIOTCS ACCUCTEHTY;

- 10 YKEJIAaHHIO CTY/IEHTA MMPOMEKYTOYHO-3a09HAsI aTTECTAIHS TPOBOJAUTCS B YCTHOU (opme.

Ilpumeuanue:

a) /las o0yuarwuierocs (dakajaBpa), 0CBAaMBAIOIIEr0 YICOHYIO TUCITUTUINHY, 00s3aTeTbHBIN
KOMITOHEHT OCHOBHOM MPOQeCCHOHANBLHON 00pa30BaTeIbHON MPOrpaMMBbl BBICIIET0 00pa30BaHUS —
nporpaMMbl OakanaBpuara mo HampapiieHHt0 oArotoBku 09.03.02 UndopmanuoHHbIe CHCTEMBI H
TeXHOJIOTuU (HampaBieHHOCTh (Tpoduib) «HPOpMAIIMOHHBIE TEXHOIOTHNY), popMa OOydeHHS] —
OYHO-3a04Has), ONOOpEHHOW Ha 3acelaHuU YUYEHOro coBeTa 00pa3oBaTeIbHONW OpraHU3aluy,
YTBEPkKAEHHON pekTopoM YacTHOro 00pa3oBaTeIbHOTO YUPEKISHHUS BhICIIET0 0OpazoBaHus «Bricimas
IIKOJIa TPEANPUHUMATEIHCTBAa», MO0 HHAMBHAYAJBLHOMY Yy4deOHOMY MJaHy (npu Hanuuuu gakma
3auucienus 8 06pa308amMeNbHYI0 OP2AHU3AYUI0 MaKo2o obyuarowezocs (bakanraspa)), UIHCTHTYT:

- pa3pabaThIBaET, COMTACOBBIBACT C YUACTHUKAMHU 00pa30BaTEIbHBIX OTHOIICHUH W yTBEP)KIAeT
B YCTAHOBJICHHOM TIOpPSJIKE COIJACHO COOTBETCTBYIOLIEMY JIOKAJIbHOMY HOPMAaTHBHOMY aKTy
HHAUBHUAYAJIbHBIN Y4eOHbIIl IUIAH KOHKpETHOro ooOydaromierocsi (OakamaBpa) (yueOHwvili niaw,
obecneuusarouull 0c60eHuUe KOHKPEMHOU OCHOBHOU 00pa308amenvHoll  Npocpammbvl  8blCULE20
00paz06anus HA OCHO8e UHOUBUOVANUAYUU €€ COOepIHCcaHusi ¢ Yuémom ocobeHHocmel U
0bpazosamenvbHbiX nNompedHoCmell KOHKpemHo20 obyyaowe2ocs (baxanraspa));

- yCTaHaBIMBaeT JJs KOHKpeTHoro oOydwaromerocst (0OakamaBpa) MO WHAWBUAYAJIbHOMY
y4eOHOMY IUIaHY OJMHAKOBbIE IMIAKTHYECKHE eJUHHULBI — DJIEMEHTHl COJEp)KaHUs Y4eOHOro
Marepuaia, U3JI0KEHHOTO B BHJIE YTBEP)KIEHHON B YCTaHOBIEHHOM 00pa30BaTeIbHON OpraHu3anueit
MOPSAJIKE COIVIACHO COOTBETCTBYIOIIEMY JIOKaJbHOMY HOPMAaTHBHOMY aKTy pabodell MporpaMMbl
y4eOHON JUCHUIUTUHBI, OO0s3aTeIbHOTO KOMIIOHEHTa pa3pabdOoTaHHON W peanmusyemoil MHCTUTYTOM
OCHOBHOH TpodeccuoHanbHON 00pa30BaTeIbHON MPOrpaMMbl BBICIIETO 0OPa30BaHUS — MPOTPAMMBI
OaxasnaBpuara 1o HampasiieHuto noarotosku 09.03.02 UndopmanuoHHbie cucTeMbl H TEXHOJIOTMHU
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(nanpaBieHHOCTH (poduis) «MHPOpMALIMOHHBIE TEXHOIOTUNY), GOopMa 00yUEeHHUSI — OYHO-3a04YHAs),
Kak W s oOyuaromiero (OakanaBpa), OCBAaWMBAaIOIIETO OCHOBHYIO OOpa30BaTEbHYIO MPOrpamMmy
BbICIIIEro 00pa3oBaHMs B yueOHOIl rpymre;

- ompejeNseT B MHANBUIYaJIbHOM y4eOHOM IIaHEe KOHKPETHOTO oOydarorierocs (OakaiaBpa)
00b€éM y4eOHOIl IMCUHUILUIMHBI C YKa3aHUEM KoiudecTBa akajgemuyeckux yacoB/ 3ET, BbIaeneHHBIX
Ha €ro KOHTaKTHYI0 paboTy (TpynnoByIO U (WJIM) UHAMBUAYAIbHYIO Pa0OTy) ¢ PyKOBOASIIUMU U (WIIH)
HAy4HO-TIEIarOTHYECKUMH PaOOTHUKAMH, PEATU3YIOUIMMH OCHOBHYIO 00pa3oBaTeNbHYIO MPOTrpaMMy
BBICIIIETO 0Opa30BaHNUS;

- ompenesseT B MHIMBUAYaJbHOM y4eOHOM IIaHE KOHKpETHOro oOydaromerocs (OaxanaBpa)
komnuecTBo akamemuyeckux dvacoB/ 3ET mo ydeOHOW HmHMCHMIUIMHE, BBIACICHHBIX HA €ro
CaMOCTOATENIbHYIO palboTy (npu Heobxooumocmu).

0) s odyuyawomerocs (0akajaBpa) ¢ OrpaHUYEHHBIMH BO3MOKHOCTSIMM 310POBbSI H
HHBAJIWAA, OCBAUBAIOIIEro Yy4eOHYI0 TUCHMIUIMHY, O0SA3aTeJbHBI KOMIIOHEHT OCHOBHOM
npodeCCUOHATBFHON  00pa30BaTeIbHONM  IPOrpPaMMBI  BBICIIETO  OOpa3oBaHUSI —  MPOTPAMMBbI
OakanaBpuara 1no HampasieHHio noaroToBku 09.03.02 UndopMannoHHbIe CHCTeMbI H TEXHOJIOTHH
(manpasneHHoCcTh (Ipodmib) «MHPOpMaIMOHHBIE TEXHOJIOTHIY ), hopMa 00yUIECHHSI — OYHO-3a049HAas),
0Z00peHHOM Ha 3acelaHMM Y4YEHOro coBeTa OOpa30BaTeNbHON OpraHU3aluu, YTBEPKAEHHOU
pexTopom YacTtHOro 00pa30BaTEIBHOTO YUYpPEXKIEHHUS BBICHIETO o0Opa3oBaHus «Bwicmias mikoma
NPEANPUHUMATENBCTBAY, (NpU Hanuuuu pakma 3a4ucienus 8 00pa30e8amenbHyI0 0P2aHU3AYUI0 MAKO20
obyuaroweeocs (bakanaspa) ¢ Y4émom KOHKPEmMHOU (KOHKPEmHbIX) HO30102ul (H030102Ull)),
Hucruryr:

- pa3pabaThIBaET, COMTACOBBIBACT C YUACTHUKAMHU 00pa30BaTEIbHBIX OTHOIICHUH W yTBEP)KIAeT
B YCTAQHOBJIEHHOM IIOpSIKE COIIACHO COOTBETCTBYIOIIEMY JIOKAaJbHOMY HOPMAaTHBHOMY aKTy
HHIMBHUAYAJIbHBIA Y4eOHBIH IJIAH KOHKpPETHOro oOyuaromierocs (OakanaBpa) ¢ OrpaHUYEHHBIMHU
BO3MOXKHOCTSIMU 3J0pOBbsl/ MHBanuna (npu wnamuuuu axma 3aqucienus 8 00paA308amMenbHyIO
Opeanu3ayuI0o makoz2o ooyuaroue2ocs (bakanaspa) ¢ yuémom KOHKpemuou (KOHKpEemHblx) HO30/102UU
(no30n02utl)) (yuebHwvili niaH, obecneuudarOuull 0C8OeHUe KOHKPEMHOU OCHOBHOU 00pa308amenbHOl
npocpamMmuvl  8blcule20 00pa306anuUs HA OCHOBE UHOUBUOYATUIAUUU €€ COOePIHCAHUS C YUEMOM
ocobenHocmell u 00pazosamenbHuvLX NOMpeOHOCMel KOHKPemHo2o ooyuarowe2ocs (bakanaspa));

- yCTaHaBlIMBaeT JUIsi KOHKpETHOro ooOydaromierocs (0akanaBpa) ¢ OrpaHUYEHHBIMU
BO3MO)KHOCTSMU 370pPOBBSI COZIep)KaHHe 00pa3oBaHUs (OAMHAKOBbIE NUAAKTHYECKHE eIWHMIbI —
AJIEMEHTHI COMIepXKaHUsl y4eOHOro Marepuana, Kak u it oOydarormiero (0akajiaBpa), 0CBaMBAIOIIETO
OCHOBHYIO 00pa3oBaTelIbHYI0 MPOrpaMMy BBICIIEr0 OOpa3oBaHMs B Y4eOHOW Tpymme) M yCIOBUS
opraHu3anu 00y4YeHHs, H3JII0KEHHOTO B BUJIE YTBEP)KIEHHON B YCTAHOBIIEHHOM MHCTUTYTOM MOpsiKe
COTJIaCHO COOTBETCTBYIOLIEMY JIOKaJbHOMY HOPMAaTHBHOMY akKkTy paloueil mporpammbl y4eOHOM
TMCHUTUIAHBL, 00S3aTENIbHOTO KOMIIOHEHTa pa3pa0OTaHHON M peaqu3yeMol UM aJanTHpPOBAHHON
OCHOBHOH TpodecCHOHANBHON 00pa3oBaTeNbHON MPOrpaMMbl BBICIIETO OOPa30BaHUS - MPOTPAMMBI
OaxanaBpuara no HarpasiieHuto noarotosku 09.03.02 UndopmanuoHHbie cucTeMbl H TEXHOJIOTHHU
(mampaBneHHOCTH (TIpoduis) «HpOopMaIOHHBIE TEXHOIOTUNY ), (hopMa 00yUYEHHS] — OYHO-3a09HAs),
a Il MHBAJIUIOB TAaKXKE B COOTBETCTBHH C MHIMBHIYaJbHOH MPOTPaMMON peadHINTaIllMyd WHBAJIHIA
(nns koHKpeTHOro oOywaromierocsi (6akanaBpa) C OTrpaHMYEHHBIMH BO3MOXHOCTSMHU 370POBbBs/
uHBAIMAA (npu Hanuuuu paxkma 3aqucieHus 6 00pA306AMENbHYI0  OP2AHUAYUIO  MAKO20
obyuarowezocs (bakanagpa) ¢ y4émom KOHKpemHuou (KOHKpemHblX) HO30/102Uull (HO30102utl));

- ONpeAeNseT B MHIMBUAYAILHOM y4eOHOM IUIaHE KOHKPETHOTO OOydaromierocsi 0akamsaBpa) C
OTPaHMYEHHBIMU BO3MOXHOCTSMHU 370POBbs/ MHBaNuAa (npu Hamuuuu axma 3a4uciieHus maxkozo
obyuaroweeocs (baxanaepa) ¢ yuémom KOHKPemHoU (KOHKPEemHbIX) HOo30702u (Ho30102ull)) 00bEM
y4eOHOIl TMCHUIIMHBI C yKa3aHHEeM KojuuecTBa akanemudeckux 4acoB/ 3ET, BbleneHHBIX Ha €ro
KOHTAKTHYIO0 paboTy (rpynmoByr0 U (WIM) WHIMBHUIYalbHYIO paOOTy) C PYKOBOASILUMHU U (WJIH)
Hay4YHO-TIeJarOTMYECKUMH PAOOTHUKAMU, peaju3yIIIUMUA OCHOBHYIO 00pa30BaTelIbHYIO MPOrPaMMY
BBICIIETO 00Pa30BaHMS;

- ompezenseT B MHANBUAYAIbHOM y4eOHOM IUIaHE KOHKPETHOTrOo oOydaromierocs (0akanaBpa) ¢
OTPaHUYECHHBIMH BO3MOXXHOCTSIMH 3JIOpOBbsI/ HMHBaNHIA (npu Haiuyuu Gakma 3a4ucieHus 8
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0bpasosamenvuylo OpeaHu3ayuio maxozo obyyaioujecocs (baxkanaspa) ¢ YUEMOM KOHKPEMHOLU
(KOHKpemHblX) Ho30102uU  (HO30102uli)) KonudecTBO akajgaemudeckux uacoB/ 3ET mo ydeOHOM
JTUCIUILTAHE, BBIJICJICHHBIX HA €T0 CAMOCTOSTENBHYIO PaboTy (npu Heobxooumocmu).

9. YYEBHO-METOAUYECKOE U WH®OPMAIIMOHHOE OBECIIEYEHUE
JTUCHUIINHBI

9.1 IlepeyeHb OCHOBHOM M JONOJHHUTEIbHON Y4eOHOH JUTEPATypPbl, HEOOXOAMMOM IS
OCBOCHHS THCHHUIINHBI
OcHoBHas JuTeparTypa:

1. MenbaukoB ILII., KommnbioTepHble TEXHOJOTMM B 3KOHOMHKE [DIIEKTpOHHBIN pecypc] :
yuebHoe nocobue / [L.II. MenbuukoB. - M. : KnoPyc, 2022. - 224 c. - ISBN 978-5-406-09812-7. -
Pexum noctyma: https://book.ru/book/943858

2. XnebGHukoB A.A., HpopMallMOHHBIE TEXHOJIIOTUU [DIEKTPOHHBIN pecypc] : yueOHuk / A.A.
XnebnukoB. - M. : KuoPyc, 2022. - 465 c. - ISBN 978-5-406-08923-1. - Pexxum noctyna:
https://book.ru/book/942103

Jlono/IHUTeIbHAS JTUTEpaTypa:

1. HazapoB C.B., D¢d¢dexkTuBHOCTS M ONTHMMHU3ALUSA KOMIBIOTEPHBIX CHUCTEM [DIEKTPOHHBIN
pecypc] : moHorpadus / C.B. Hazapos. - M. : Pycaiinc, 2020. - 293 c. - ISBN 978-5-4365-5576-8. -
Pexum noctyma: https://book.ru/book/941465

2. Koponer II.C., OcHOBBI HaJEKHOCTH BBIYUCIHTEIBHBIX CHUCTEM [DJIEKTPOHHBIN pecypc] :
yuebHoe mocobue / I1.C. Kopones, C.H. ITonecckuii, B.D3. IlBetkoB, K.A. bemnsieB. - M. : KunoPyec,
2023. - 181 c. - ISBN 978-5-406-10932-8. - Pexxum nocryna: https://book.ru/book/947831

9.2 HcmoJsb3yemoe nporpaMMHoe obecredeHue (KoMniekm JIUYeH3UOHHO20 U C80O00HO
PACnpOCMPaHsAemM020 NPOSPAMMHO20 0becneuetus, 6 MoM 4ucie OmedecmeeHHo20 NPouU3B00Ccmed 8
coomeemcmeuu ¢ n.4.3.2. ®I'OC BO 09.03.02):

1. Microsoft Windows 11 Pro win ananornuynas OC, Bkitodas nucTpuOyTuBbl Linux, Hanpumep
Debian, Ubuntu, OpenSuse, B TOM 4ncie 0T€4eCTBEHHOIO Mpou3BoAcTBa, HanpuMep OC Astra Linux
Common Edition (Pa3pabotuuk: AO «HIIO PycbUTex»), OC «POCA» (Paspaborunk: «HTL[ UT
POCAY).

2. Microsoft Office 365 wnu ananornussiii opucHelii naket, Hanpumep OpenOffice, LibreOffice,
ONLYOFFICE, B ToM 4wmcie OTEYeCTBEHHOIO Mpou3BojacTBa, Hampumep MoitOduc (Paspaborumk:
00O «HOBBIE OBJIAYHBIE TEXHOJIOI' ).

3. Adobe Reader mnu ananornussiii npocmorpuk PDF, manpumep Okular, Foxit Reader, B Tom
qucie oTedyecTBEeHHOro npoussoactsa, HanpuMmep Okyisip TOCT (Paspabotuuk: OOO «JlaGoparopus
50»).

4. Google Chrome unu ananoruyHsiii Be6-Opay3ep, Hanpumep Microsoft Edge, Mozilla Firefox, B
TOM 4HCIIE OTEUECTBEHHOTO Mpom3BojAcTBa, Hampumep SAnmekc.bpayszep (Paspaborunk: OOO
IHIAEKCy).

5. Microsoft Visual Studio Code nnu ananoruuynast IDE, nanpumep Sublime Text, Eclipse, B Tom
quciie 0T€4eCTBEHHOIO POU3BOICTBA

6. PyCharm / IntelliJ IDEA / CLion / WebStorm 6o ananoruunas IDE momHoro creka, B ToM
Yuciie 0T€Y€CTBEHHOIO POU3BOICTBA

7. MySQL CE 8.0 / MySQL Workbench wmu amamormunsie CYBJl, mampumep MS SQL,
PostgreSQL, B TOM umciie 0T€4eCTBEHHOTO IPOU3BOACTBA

8. Android Studio nnm ananoruunast IDE st pa3paOoTkyn MOOMIIBHBIX TPUIIOKEHUI, B TOM YHUCIIE
OTEUECTBEHHOT'O MTPOU3BOJICTBA

9. Figma wmu ananormunoe [1O s moarotoBkm MakeTtoB, Hanpumep Penpot, Lunacy, B Tom
quciie 0T€4€CTBEHHOIO MPOU3BOICTBA
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9.3 Ilepeyennb pecypcoB HHGPOPMALMOHHO-TEJIEKOMMYHUKANUOHHON ceTn «UHTepHeT»,
HEOOXOMMMBIX UISi OCBOEHMSI NUCHHUIUIMHBI (Moaynasi) (8 coomeemcmeuu ¢ n.4.3.4. @IrOC BO
09.03.02)

1. OnexTpoHHO-0MOMHoTeyHass cuctema BOOK.RU [OnextponHslil pecypc]. - Pexum
nocrtyna: https://book.ru/

9.4 ba3pl JaHHBIX, HWH(POPMAIMOHHO-CIPABOYHbIE W TOHCKOBBIE CHCTEMBbI (8
coomeemcmeuu ¢ n.4.3.4. ®I'OC BO 09.03.02)

1. Koncynsrantllntoc: cnpaBoyHO-IOMCKOBask cucTemMa [DJIEKTpOHHBIM pecypc]. -
http://www.consultant.ru

2. Muposas nudposas Gubnuoreka: http://wdl.org/ru

3. Hayunas anextponHast Oubnuoreka «Scopus»: https://www.scopus.com

4. Hayunas snexrponnas oubnanoreka ScienceDirect: http:/www.sciencedirect.com

5. Hayunas sanexrponnas oubnuorexka «eLIBRARY»: https://elibrary.ru

6. ITopran «I'ymanutapHoe oOpa3oBanue» http://www.humanities.edu.ru

7. ®enepanbHblil nopran «Poccuiickoe odpasoBanue» http://www.edu.ru

8. @enepanbHoe  xpaHuiume «EnuHas kommekuus HU(POBBIX  00pa30BaTENbHBIX
pecypcoB» http://school-collection.edu.ru

9. [TouckoBeie cuctemsl Yandex, Rambler u ap.

10. OnextpoHHass OubOnmuoreka Poccuiickoit TocymapctBennoit bubmmoreku (PI'B):
http://elibrary.rsl.ru

11. DnexkTpoHHO-0nbmMoTeuHas cucrema http://www.sciteclibrary.ru

10. MarepuainbHO-TEXHHYECKOE O0ecrieyeHue TUCIHIINHBI
[Tomemenust uisi MPOBEACHUS BCEX BHUAOB PaOOThI, MPEAYCMOTPEHHBIX YUYEOHBIM IJIAHOM,
YKOMITJICKTOBAHBI HGO6XO]:[I/IMI>IM O60‘py210BaHI/ICM 1 TCXHUYCCKUMHU CPECACTBAMHA 06yquHs[.

Anxpec (MecTOIOJIOKEHHEe) TOMEleHNH /I
NpOBeeHNs BCceX BUAOB y4eOHOM
AeSITeIbHOCTH, MPEIYCMOTPEHHOM y4eOHbIM
IUIAHOM (B ciIy4ae peajin3anuu
00pa3oBaTeJIbHOM MPOrPaMMBbl B CeTeBOM
(opMe TONMOIHHUTETBHO YKA3bIBACTCS
HAUMEHOBAaHMe OPTraHU3AIUH, C KOTOPOI
3aKJII04€eH J0r0BOP)

HaunmMeHnoBaHue nomenieHui /151 MpoBeIeHUsI
BCeX BHI0B Y4eOHOM 1eATeIbHOCTH,
Npe1ycCMOTPEHHOI Yy4eOHbIM IJIAHOM, B TOM
YyHcJe NoMelleHHs JIs1 CAMOCTOSITeIbHOM
padoThl, ¢ yKa3aHHeM NepevyHsl 0CHOBHOIO
000pya0BaHMsl, Y4eOHO- HAIVISIIHBIX OCOOMIA 1
HCMO0JIb3YeMOI0 MPOrPAMMHOI0 00ecneyeHus

CrnenuajJu3upoBaHHasA
MHOTO()YHKIIHOHAJIbLHAS y4eOHasi ayIuTOPHUSs
JJISI IPOBeleHUsl Y4eOHbIX 3aHATHI
JICKIIMOHHOTO THIIA, TPYNIIOBBIX H
HHIMBHUAYAJIbHBIX KOHCYJIbTAIUH, TEKYIIEro
KOHTPOJISI M IPOMEKYTOYHOM aTTeCTAMH, B
TOM 4McJIe, /sl OPTaHU3AINHU MPAKTHYECKO
NOATOTOBKH 00y4aIOIIMIiCsl, C MepeYHeM
OCHOBHOI'0 000PY10BAHUSA:

- Crombl a5 00yyaloMXCs;

- Crynpsa Ui 00yyaromuxcs;

- Cron negaroruyeckoro paboTHUKA;

- Cryn neparoruueckoro paboTHHKa;

- Komnbrorepsl ¢ BO3MOXKHOCTBIO
MOJKITIOUEHHUs K ceTu «HTepHeT» U
o0ecriedeHrneM JI0CTyTa B AIICKTPOHHYIO
HH(OPMaIIMOHHO-00PAa30BATENBHYIO CPEY

170001, Poccus, ropon Teeps,
ynuua Cnapraka, 1oMm 26a
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JMLICH3UATa;
- MapxkepHas wim MeioBasi JOCKa;
- IIpoextop.

Crnenmnanu3supoBaHHas
MHOTO(pYHKIMOHAJIbHAS Y4eOHAasl ayIuTOPHsi
JJ1s1 IPOBeJIeHUsl Y4eOHBIX 3aHATHI
CeMHHAPCKOI0 THIA, TPYNIOBBIX U
HHIMBUAYAJIbHBIX KOHCYJIbTAIUI, TEKYIIEro
KOHTPOJISI M TPOMEKYTOYHOI aTTecTaAlUN, B
TOM 4HCJIe, 1JIsl OPTAaHU3ANNH MPAKTHYECKOi
MOATOTOBKM 00yYAKOIIUICS, C IepeYHeM
OCHOBHOI'0 000PYI10BAHMSA:

- Cromnbl 11 00yJarOIIMXCS; 170001, Poccus, ropon TBepb,

- Crynbs it 00y4aronuxcs; ynuna Crnapraka, oM 26a

- Cron nmegarorn4eckoro pabOTHHUKA;

- Cryn nenarorn4eckoro pabOTHHKA;

- KomnbroTepbl ¢ BO3MOXKHOCTBIO
MOJKITIOUCHUS K ceTh «VIHTepHeT» U
o0ecredyeHrneM J0CTyTa B AIEKTPOHHYIO
MH(OPMAITMOHHO-00PA30BATEIBHYIO CPEIY
JUIICH3UATa;

- Mapxkepnas wim MenoBasi JOCKa;

- IIpoextop.

Ilomemenne aJisi camocTOSITEIbHON PadoThI
00y4YaIoUIUXCsl ¢ epeyHeM 0CHOBHOTO
o0opynoBaHus:
- Cronbl ans oOyyaronuxcs;
- Crynbps 11 00yqaroixcs;
- CTon nmegarorn4eckoro pabOTHHUKA;
- Cryn negaroruyeckoro paOoOTHHUKA; 170001, Poccus, ropon Teeps,
- Kommbrorepsl ¢ BO3BMOXHOCTBIO ynuia Crapraka, goMm 26a
MOJIKITIOUEHUS K ceTu «VIHTepHeT» U
o0ecredyeHrneM J0CTyTa B AIEKTPOHHYIO
MH(OPMAITMOHHO-00PA30BATEIBHYIO CPEIY
JUIICH3UATa;
- MapxkepHas wim MenoBasi JOCKa;
- Ilpoextop.

IMomemenne A1 NPaKTHYECKUX 3aHATHII Ha
NMePCOHAbHBIX KOMIIbIOTEPAX:

- Cromnbl i1t 00y4arOIINXCS;

- Crynbs 11 00y4darouuxcs;

- CTOn negaroru4eckoro pabOTHUKA;

- Cryn nefarorn4eckoro paboTHHKa;

- KommbroTepsl ¢ BO3MOKHOCTBIO
MOJKITIOUEHHUS K ceTu «IHTepHeT» U
o0ecreueHreM J0CTyMa B AIEKTPOHHYIO
nH(OPMaAIMOHHO-00Pa30BaTENbHYIO
Cpely JUIEH3UaTa;

- HoytOyku ¢ BO3MOXHOCTBIO MOIKIIOYECHHUS
K cet «HTEpHET» N OOECTIeUeHnEM

170001, Poccus, ropon Tepsb,
ymuna Cnapraka, 10M 26a
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JOCTyTIa B 3JIEKTPOHHYIO
MH(OPMAITMOHHO-00Pa30BATENBHYIO CPEIY
JUIICH3UATA;

MapxkepHas UM MeJoBast 10CKa,
[IpoekTop.
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MHUHUCTEPCTBO HAYKHU 1 BBICHIETI'O OBPA3OBAHUA
POCCUUCKOU ®EJEPAIINA

fip,
~—— FA
V

YacTHOe yupekIeHue BbICIHIEro 00pa3oBaHus
«BpIcIIasi MIKoJIa NpeANPUHAMATEIBCTBA (MHCTUTYT)»
(UYBO «BLIII»)

OLOEHOYHBIE MATEPHUAJIBI
10 JUCHMILINHE
b1.0.20 «KomnborepHbie ceTH»

Hanpasaenne nogroropku: 09.03.02 MudopManoHHble CHCTEMBbI M TEXHOJIOTHH
HanpasaenHnocts (mpo¢uiib) nporpaMmmsl 0aKajiappuara
«ndopMannoHHbIe TEXHOJTOTHH»
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IJIAHUPYEMBIE PE3YJIBTATHI OBYUEHHMSA 1O YYEBHOHW JUCIUILIVHE B
PAMKAX INJIAHUPYEMBbIX PE3YJIBTATOB OCBOEHMUA OCHOBHOM
MMPO®ECCUOHAJIBHOMN OBPA3OBATEJIBHOM ITPOT' PAMMBbBI

[Ipouiecc ocBoeHus yueOHOW NHUCUMIUIMHBI HallpaBlieH Ha (OpMHUpOBaHHE Yy OOYyYaroIIMXCs
CJIENYIOIINX KOMIIETEHIINH.

B pesynprare ocBoeHHs yueOHOW IUCHUIUIMHBI OOyYaroUIUiicsl JOIKEH JEeMOHCTPUPOBAThH
cienytomue pesyasrarsl ooyuenus: YK-1, OIIK-5, OIIK-7.

Kon HaunMmenoBanue HNuaexc 1 HauMeHOBaHHeE JleckpunTopbl — OCHOBHBbIE
KOMIIETEHI] KOMII€TEHIIMH HHANKATOPA COlep:KaHUSs NMPU3HAKU 0CBOEHUA (MOKA3aTEH
107 KOMIIEeTEHITHH JOCTH:KEHHUS Pe3yIbTaTa)

VK-1 Cnocoben VK-1.1 3HaTh:
OCYIIECTBIISTH MOUCK, Crioco0eH OCyIIECTBISATh MIOUCK H - MeToabl 1 UHCTPYMEHTHI
KPUTHYCCKUH aHAIN3 U | KPUTUICCKUIA aHAIIN3 WHPOPMAITIH morcka uHpopMmaImy,
CUHTE3 HH(POPMAIUH, OCHOBBI KPUTHYIECKOTO
MIPUMEHSTh MBIIUICHHS.
CHUCTEMHBII MOIAXO0T YMmeTn:
JUTSL PETeHUS - OcymecTBIsATh TOMCK
ITOCTABJICHHBIX 3aa4 HHGOPMAITUH B Pa3IMIHBIX

WCTOYHUKAX, KDUTHUECKH
OLIEHHMBATh U
aHaJIM3UPOBATh
TMIOJTyYSHHBIE JITAaHHBIE.

Brnanerts:

- Hasikamu apexTrBHOTO
norcka HHQOPMALUH 1
KPUTHYECKOTO aHaJIH3a
JAHHBIX.

VK-1.2 3HaTh:

CriocoOeH IpUMEHSATh CHCTEMHBII - IlpuHUIHITEI 1 METOABI

TTOJXOA JUTS PEIICHUS CHCTEMHOTO TT0/IX0/1a,

MOCTaBJICHHBIX 3a/1a4 OCHOBHBIE 3TaIlbl PEIICHUS
3a1ay.

YMmeTs:

- ®opmynupoBarh 3aJauy,
pa3pabarsiBaTh U
peaan3oBbIBaTh
KOMILJIEKCHBIE PELLEHUSI.

Bnaners:

- HaBpikamu cucTeMHOTO
MBIIUICHIS 1 METOJJAMH
peIIeHIsI CIIOKHBIX 3a/1a4.

OIIK-5 Crnocoben OIIK-5.1 3HaTh:
WHCTAJUINPOBATh Crioco6eH MHCTaTHPOBATh - OcHOBHBIE IPUHITUTIBI 1
MPOrPaMMHOE U IPOrpaMMHOE 00eCIIEUeHUE IS METOIbI yCTAaHOBKHU
anmnaparHoe HH(POPMAIHOHHBIX CUCTEM MPOrpPaMMHOTO
obecrieyeHue st obecriedeHus AJIs CETEBOTO
MH()OPMALMOHHBIX U o0opynoBaHus U
ABTOMaTU3UPOBAHHBIX YIIpaBJICHUsI CETHIO.
cucTeM - OCHOBHBIE BHJIBI CETEBOTO
MPOTPaMMHOTO
obecrieueHUs (HammpuMep,
CEeTEeBbIC ONEPALMOHHBIC
CHCTEMBI, YTHIIUTHI
MOHHUTOPHHTA CETH).
YMmerTs:

- MHcrammmposars 1
HacTpauBaTh MPOrPaMMHOE
obecrieueHue Jyist
yIpaBJICHUS U
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MOHHUTOPHHTA
KOMITBIOTEPHBIX CETEH.

- HacrpauBath ceTeBbie
CITY>KOBI ¥ yTHJIUTEI
(marmpumep, DHCP, DNS,
VPN).

Bnaners:

- HaBbIkamu yCTaHOBKH U
HaCTPOMKH IIPOrPaMMHOIO
oOecIieueHus ISt
o0ecrieyeHUsT CTaOMITbHOM
paboThl KOMIIBIOTEPHBIX
ceTei.

- HaBblikamu pabotsI
KOH(UTYPAITHOHHBIMHU
(hatimaMu ceTeBhIX
MIPIIIOKEHUH M CIYXKO.

OIIK-5.2 3Hark:

Crnoco0eH MHCTaTNpOBaTh - OCHOBHbIE IPUHIUIIEI 1

ammaparHoe o0ecIieueHUe IS METOJIBI yCTAaHOBKH

ABTOMAaTH3MPOBAHHBIX CHCTEM ammapaTrHoro oOecreueHus
JUT KOMIIBIOTEPHBIX CeTeH.

- OCHOBHBIE BHBI CETEBOTO
o0opynoBaHus (Hapumep,
MapIIpyTHU3aTOPEI,
KOMMYTAaToOpbl, TOYKHU
JIOCTYyTIa).

YMmeTs:

- Wuacrammmposars n
HACTpanBaTh CETEBOE
obopymoBaHue IS
TIOCTPOCHUS U YTIPABICHHS
KOMIBIOTEPHBIMH CETSIMU.

- Ilonkmrouars u
KOH(HUTYPHUPOBATH CETEBbIC
YCTpOICTBA B COOTBETCTBUU
¢ TpeOOBaHMSIMU CETH.

Bnagers:

- HaBblkamu ycTaHOBKHM U
HACTPOUKH CETEBOIO
o0opymoBaHUS s
obecriedeHnsT HalIe)KHOTO
(hyHKINOHHUPOBaHHSA
KOMITBIOTEPHBIX CETEH.

- HaBpIkamu JTMarHOCTHKH H

yCTpaHEHHS
HEUCIIPABHOCTEN CETEBOTO
000pYyIOBaHMS.
OIIK-7 Cnocoben OIIK-7.1 3HaTh:
OCYIIECTBIIATH BEIOOD Crnoco0eH 0CylIecTBIsTh BBIOOD - Paznuunele miargopmsl s
raropm 1 iathopM ISt peann3aluu MOCTPOCHUS U YIPaBICHUS
HUHCTPYMEHTAIBHBIX MH(POPMALMOHHBIX CHCTEM KOMITBIOTEPHBIMH CETSIMHU U
NpOrpaMMHO-aNnaparH MX 0COOEHHOCTH.
BIX CPEICTB IS - CoBpeMeHHbIEC TEXHOJIOTHU
peanu3anuu Y TCHACHIUH B 00JIaCTH
HHPOPMAITHOHHBIX CEeTEBBIX TIaTPOPM
CHCTEM. (mammpumep, SDN,
BHPTYyaJIM3alns CETH).
YMmers:

- AHanusupoBaTh U BEIOUPATH
MOJXOASAIIHNE TUIATGOPMBI
JUIs HOCTPOEHUS U
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yIIpaBJIeHUsA
KOMITBIOTEPHBIMH CETSIMH.

- CpaBHuBarh miar(GopMsI o
KITFOYEBBIM
XapaKTEePUCTUKAM U
BO3MOXHOCTSIM ISt
peanu3aium CeTeBbIX
pELICHUHN.

Bnaners:

- HaBpikamu BeIOOpa U
OIICHKH TuTaTdopM st
IIOCTPOEHUS U YIIPABICHUA
KOMH])}OTepHI)IMI/I CCTAMU.

- HaBbikamu uHTErpanuu
Pa3IUYHbBIX WIATHOPM JUTs
o0ecrieueHus ux
COBMECTHOM PabOThI B CETH.

OIIK-7.2 3Hark:

Crioco0eH OCyIIEeCTBISATE BBIOOD - OcHoBHEIE

WHCTPYMEHTAIBHBIX MPOTpPaMMHO-aTIIIapaTHbIC

MIPOTPaMMHO-aNNaPaTHBIX CPENICTB CpeZICTBa sl IOCTPOCHUS 1

IUTA peai3anuy HHPOPMAIHOHHBIX YIpaBICHUS

CUCTEM KOMIIBIOTEPHBIMH CETSIMH U
WX BO3MOXKHOCTH.

- CoBpemeHHBIE
HHCTPYMEHTHI U
TEXHOJIOTHH ISt
MOHUTOPHHTA U
YIPABJIEHUS CETBIO.

YMetsb:

- AHanm3mpoBaTh U BEIOUPATH
TIOIXO/IAIITHE
WHCTPYMEHTAJIHHBIE
CpeZICTBa /sl IOCTPOCHUS 1
yIpaBIeHUS
KOMITBIOTEPHBIMU CETSIMHU.

- Hcnonb3oBath pa3inuyHble
WHCTPYMEHTHI TS
JTIUAarHOCTUKA U
ONTUMU3AIMH PAOOTHI CETH.

Bianets:

- Hasrikamu BEIOOpa
HHCTPYMEHTAJIBHBIX
CPEICTB IJISl IOCTPOSHHS U
yIpaBICHUS
KOMIIBIOTEPHBIMH CETSIMH.

- Hasbikamu paboTsI €
WHCTPYMEHTaMH IS
MOHHUTOPHHTA, TUATHOCTHUKH
Y ONITUMHU3ALIUU CETEBOM
HHOPACTPYKTYPHL.

KPUTEPUM OLIEHUBAHUS KOMIIETEHIUA
(mpu3HaK, HA OCHOBAaHUU KOTOPOTO, IPOBOJUTCS OLIEHKA IO BHIOPAaHHOMY MOKAa3aTelio)

Toxazamens oyenusanus Pezynomam Kpumepuu oyenusanusn xomnemenyuii
KOMHemeHyull 00yuenus
3HaTh OOy4aromuiicss TPOAEMOHCTPHPOBAT: TIyOOKHE HCYEPITBIBAIOIIIE

3HaHUS W TIOHMMaHHEe Y4eOHOro MaTepuayia; Coaep)KaTelbHEIEe,
[OJIHbIe, TPaBUJIbHBIE M KOHKPETHBIE OTBEThl Ha BCE BOIMIPOCHI,
BKJIfOUasi JOMOJHUTENbHBIE; CBOOONHOE BIAJEHHE OCHOBHOM H
IOITOJIHUTEJIbHOU JIUTEpPaTypou, PEKOMEHJOBAaHHON  yueOHOM

Brbicokuii ypoBeHb
(oTJINYHO)
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HDOFDaMMOﬁ JUCIHUIIJINHBI.

YMmeTh OO0yuaromuics MPOJIEMOHCTPUPOBAI: MOHUMaHue  y4eOHOro
Marepuaiia; yMeHHE CBOOOJHO pellaTh NpPaKTHYECKHUe 3a/laHus]
(cuTyalMOHHBIE 3a/1a4K), KOTOPBIE CIIEAYET BBHINOJIHNUTH WIIU OTIMCAHHNE]
pe3ynbrara, KOTOPBIA HYXHO TONYYHTh M Jp.; JIOTHYECKH|
MocjeaoBaTeNbHbIe, COAEp)KaTelbHbIe, IIOJHBIE, NPAaBWIbHBIE W]
KOHKPETHBIC OTBETH (PCIICHWS) Ha BCE IIOCTABICHHBIC 3aJaHUs
(BompoCHI), BKJIIOYAs JOTONHUTENBHBIC; CBOOOJHOE  BIAICHHE
OCHOBHOH U [JONOJHUTEIBHOW JUTEPAaTypod, pPEKOMEHIOBAaHHON
yueOHOM MPOrpaMMON JUCIUTIIAHEL.

Baaners OOyuaromuiics  TPOAEMOHCTPHPOBAN:  NOHUMaHWE  y4eOHOTO
Marepuaia; yMEHHE CBOOOTHO pEIIaTh KOMIUIEKCHBIE MPaKTHIECKHUE)
3amaHus (pemeHus 3a1ad M0 HECTAHIAPTHBIM CUTYalHsIM); JIOTHIECKU
TMMOCJICAOBATCIIBHBIC, IOJHBIC, MPAaBUJIBHBIC W KOHKPCTHBIC OTBCTHI B
X0A€ 3allviThbl 3alaHusd, BKIIOYasd JOMOJHUTEIBHBIC YTOUHAIOIINC
BOMPOCH  (3adaHusi);  CBOOOJHOEC  BJIAJCHHE  OCHOBHOH U
JIOTIOJIHUTENBHOW ~ JINTEpPAaTypod,  pPEKOMEHJIOBAaHHOW  yueOHOH
POrpaMMOM AMCIMILINHBL.

3HaTH OOy4aromuicst IPOEMOHCTPHUPOBAJL: TBEPBIE U JIOCTATOYHO TOJIHBIE
3HaHMs y4eOHOro Marepuala; IpaBHIBHOE ITOHUMaHHE CYIIHOCTH Y|
B3aMMOCBSI3M  PacCMaTpHBacMbIX  MPOIECCOB M SIBJIICHH])
[ocJeaoBaTeNbHbIC,  IPaBUIbHBIC,  KOHKPETHBIC  OTBETHl  HA
[IOCTaBJICHHBIE BOIIPOCH! MPU CBOOOTHOM YCTPaHEHHMH 3aMEUYaHUil 10
OTAENBHBIM ~ BONPOCAaM; JOCTAaTOYHOE BIAJCHHE JINTEPATYpPOH,
PEKOMEHIOBAHHOM YUECOHOM MPOTPaMMOM JUCITUATIIHHBI

YmeTh OOyuaromuiicss  TPOAEMOHCTPHPOBAJ:  NOHUMaHHWE  y4eOHOTO
Marepuana;  JIOTHYECKH  IIOCIIEIOBAaTelbHBIE, IPABUJIBHBIE U
KOHKpPETHBIE OTBETHI (PEIICHHS) Ha OCHOBHBIC 3afaHus (BOIIPOCHI),

Cpenuuii ypoBeHb (X0pO1110) BKJIIOYAsl JIOMOJIHUTENbHBIE; yCTpAaHEHHE 3aMEYaHWud MO OTIENIbHBIM|
QlieMeHTaM  3ajaHus  (BOmpoca);  BIIAJICHUE  OCHOBHOW U
TOTIOTHUTEIBHON  JINTEpaTypoi,  PCKOMCHIOBAHHOW  y4ucOHOU
MPOTrPaMMO¥ TUCIIATUIAHBI
Baagers OOyuaromuiicss  HPOJCMOHCTPHPOBAN:  NOHUMAaHHWE  y4eOHOro
MaTepuaia; MPOJEMOHCTPUPOBAJ JIOTMUECKH IOCIeI0BaTeIbHbIE,
I0CTAaTOuHO TMIOJIHBIE, TIpaBHUJIHHEIC OTBECTHI, BKITIOUasi|

JTOIIOJTHUTCIIBHBIC, CaMOCTOATCIIBHO YCTpaHUII 3aMCUYaHUsA 110
OTACJIBHBIM J3JICMCHTAM 3aJlaHusA (Bonpoca); BJIaACHHUC OCHOBHOH U

TOTIOMHUTENBHON  JINTEpaTypoi,  PEKOMEHAOBAaHHOM  y4eOHOU
POTPAMMO TMCIHILIAHBI
JocTraTounsblii ypoBens [3HATH OOyuaromuiicss TpOAeMOHCTPUPOBAJ: TBEPIblC 3HAHUS U MMOHUMAaHHE
(Y10BJIETBOPHUTEJIHLHO) OCHOBHOTO Y4e0OHOTO Marepuana; MpaBIIbHBIE, 03 TPYObIX OMIMOOK,

OTBETHI Ha MOCTABJICHHbIE BOIPOCH! MPH yCTPAaHEHUH HETOYHOCTEH 1
HECYIICCTBEHHBIX OIIMOOK B OCBEUICHUU OTIC/IBHBIX MOJOKEHUH MpH
HaBOIALIMX BOMPOCAX MpEMoAaBaTeNis; HEJOCTaTOYHO IMOJHOE
BIaJICHUE JIUTCPATypOd, PEKOMEHIOBAHHON ydYeOHOH mporpamMmoii]
JTUCIMILIMHEI

YmeTb OOyJaromuiicss  MPOAEMOHCTPUPOBAI:  NOHUMAaHHUE  OCHOBHOTO
y4eOHOr0 Marepuaia; MpaBHIbHBIC, 03 TpyObIX ONIMOOK, OTBETHI
(pemreHus) Ha ~ OCHOBHBIC  3amaHust  (BOMPOCHI),  BKIOUAs
TOTIONTHUTEIBHBIC,  YCTpPaHCHWE, TPH  HABOIAIIUX  BOIPOCAX
MperojaBaTelis, 3aMeuaHWid 10 OTACIBHBIM DJJEMEHTaM 3aJaHus
(Bompoca);  HEIOCTAaTOYHOE IIOTHOE  BIAJACHHE JIMTEPaTypoOi,
pEKOMEHJOBAHHOM YIeOHOM MPOrpaMMOi JUCITUTIINHBI

Baaners OOyuaromuiicss TTOHMMaHHE OCHOBHOTO YYeOHOTO Marepuaia; Oe3|
rpyOBIX OMmMOOK Jajd OTBETHl Ha IIOCTABJICHHBIC BOIPOCH TIPH
YCTpAaHEHHH HETOYHOCTEH M OIMMOOK B PEIICHHAX B XOJE 3aIlUTH]
3amanus  (mpoekTa, MOPTGOAMO) TPH  HABOMIIIMX  BOIpPOCAX
MpernojaBareis; HEeIOCTAaTOuYHO TOJHOE BIQJCHUE JUTEpaTypou,
PEKOMEHIOBAaHHON YU€OHON MPOrpaMMON JIUCITUILTHHEL
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OIIMCAHUME HIKAJI OHEHUBAHMUSA
[Ipp npoBeneHMHM NTPOMEKYTOUHOU
TpaaUIMOHHbIE (POPMBI ATTECTAINH:

arrecragyuu B

YYBO

«BHIII»

HCIIOJIB3YIOTCA

dDopMa NPOMEKYTOUHON aTTecCTAluU

IIxaja oeHuBAHUS

BAYET

KGAYTCHO», KHC3AUYTCHO»

DK3AMEH

[COTJIMYHO», «XOPOII0», «YAOBJICTBOPUTCIBHOY,
[(KHCYOBJICTBOPUTCIIHLHO»

MpOLeTyPbl

- YCTHLII>'I WM IMCbMEHHBIM OTBET Ha BOIIPOC.

KPAUTEPUU U TPOLEJYPbI OIEHUBAHUSI KOMIIETEHIIUI HA
PAJIMYHBIX ITAIIAX UX ®OPMUPOBAHUA
st ouenuBanmsi pesynpraroB oOyuenus B Buge 3HAHHMM ucnonbs3yroTcs cienyromne

1 TCXHOJIOTHH:

TECTHUPOBAHUE.
Jn1a ouenuBaHus pesyisraroB oOyueHus B Buge YMEHHWU u BJIAJAEHUWMU ucnons3yrorcs
CJIELYIOIINE IPOLENYPBI U TEXHOIOTHH:

- IpaKTUYECKHE 3aJaHusl, BKIIOYAIOIIME OJHY WJIM HECKOJbKO 3a7ad (BOIPOCOB) B BUIE KpaTKOH
(GOpMyITUpPOBKU JIEHCTBUIA (KOMIUIEKCca JAEHCTBHI), KOTOpbIE CIEeNyeT BBINOJIHUTH, WIM OIHCAThH
pe3yiabTat, KOTOPbIA HYKHO MOTYYHUTh.

Kputepun oniennBanus pe3yjibTara 00y4eHus M0 JUCHUNIHHE (MOTYJIIO)

PesyabTar LIKAJIA OLIEHVBAHUWSA
o0y4yeHus: 1Mo IIpouenypnl
«YIOBIIETBOPUTENBHO [«HEYTOBICTBOPUTEIBEHO
NACHUIINHE [«OTIHYHO» ((XOPOLIO» OLlEHHBAaHMS
(MOYITI0) » »
YK-1, OOy4aeMblii OOyuaeMblit OO0y4aemblit O0y4yaeMblit TecroBbie
OIIK-5 [TPOJIEMOHCTPHUPOB [POIEMOHCTPUPOB [IPOAEMOHCTPHPOBAI: [TPOIEMOHCTPUPOBAT 3aJaHus
OIIK-7 QJI: TITyOOKHe QI TBEpIBIC U TBEpAbIC 3HAHNSA U [HETIPABMIIbHBIC OTBETHI
3HaTh: MCUEpTIBIBAIONINE  [1OCTATOYHO MTOHUMaHKE Ha OCHOBHBIE BOIIPOCHI;
BHAHUS 1 MOJHBIC 3HAHUS  |OCHOBHOTO y4eOHOTO [rpyOble OMIMOKH B
[TOHUMaHHE yaeOHOrO MarepHuana; 0TBETaxX; HETIOHNMAHUE
[yaeOHOro Marepuana; [paBUIIbHBIE, 03 CYIIIHOCTH M3JIaraeMbIX
MaTepuaa; [MPaBUILHOE rpyObIX OIIHOOK, BOIIPOCOB;
COZICPKATCIbHBIC, [[TOHUMaHUC OTBCTHI HA HCYBCPCHHLIC U
[OJTHBIE, CYIIHOCTH U MOCTaBJICHHBIE HETOYHBIE OTBETHI Ha
[IpaBUIIBHBIE U B3aUMOCBSI3H BOIIPOCHI MU onoHUTENbHBIE
[KOHKpeTHBIE [paccMaTpuBaeMBbIX [ycTpaHEHUH BOITPOCHI; HE BJIaJICET
OTBETHI Ha BCE MPOLIECCOB U HETOYHOCTEH 1 (OCHOBHOM
BOIIPOCHI, BKITIOYas [SIBIICHUIL; HECYIIECTBEHHBIX TTepaTypoi,
TOTIOJTHUTENBHBIC; [TOCTIeI0BATENbHBIC[ONTHOOK B [PEKOMEHJOBaHHON
cBOOOIHOE , IPaBUJIbHEIE, OCBEIICHUH yaeOHO# mporpaMMoit
BraneHue KOHKPETHBIE OTAENBHBIX T CIIUTIIIMHBL.
OCHOBHOM U OTBETHI HA MOJIOKEHUH Tpu
HOHOHHHTGHBHOﬁ ITOCTABJICHHBIC HaBOIAIIUX BOIIPpOCax
TuTeparypoii, BOIIPOCHI ITPU MpernonaBaTe’s;
[PEKOMEHJIOBAaHHOHU [cBOOOIHOM HEJI0CTAaTOYHO
yueOHOM yCTpaHEHUH MOJTHOE BIIaJICHHUE
TporpamMmoit 3amedaHuil no TUTEpaTypoi,
TV CITUTTITHHBL. OT/IEIEHBIM [PEKOMEHJOBaHHON
BOIIpOCAM; yaeOHOH
mocrarodHOe MIPOTrpaMMOM
BIIaICHHE TTICLIUTIIMHBL
JTHTEPaTyPOH.
YK-1. O0y4yaeMbIit O0y4gaeMbIit O0yuaembrit (O0yuaembrit Bompocsr
OIIK-5 [IPOJEMOHCTPUPOB [IPOJEMOHCTPUPOB [IPOJAEMOHCTPUPOBAIL: [IPOAEMOHCTPUPOBAIL: [IpakTnueckue
OIIK-7 QJI: TOHUMaHNE a: MOHNMaHHE|[TOHUMaHHE HETIOHUMAaHHUE 3aJaHus
YMeTh: 4eOHOTO y4eOHOTO OCHOBHOTO Y4€OHOTOJOCHOBHOTO  y4e€OHOTO
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arepuaia, Marepuana; Marepuana; Marepuana; He  Jial
oZleprKarelibHbIe, [ormyecku [paBUIIBHEIE, Oe3|paBUIIbHBIE OTBETHI HA
OJIHBIE, [0CIIe10BaTebHBIE|IPYObIX OLIMOOK,|OCHOBHBIE ~ BOIPOCHI,
paBUIIBHBIC U , TIpaBWJIbHbIE H|OTBETHl HAa OCHOBHBIC|BKIIIOUAs
OHKPETHBIC KOHKPETHBIE BOIIPOCHI,  BKJIIOYAsI|IONIOIHNTENbHBIE;  HE
OTBETHI Ha BCE OTBETEHI Ha|IIOTIOIHUTENbHBIE,  [yCTPaHMI, npy|
[TOCTaBJICHHBIC OCHOBHBIE yCTpaHCHHE, MIPU[HABOAAIINX  BOINPOCAX
BOIPOCHI, BKIIKOYAs [3a 1apmst/BOMPOCK, [HABOSLIMX BOIPOCAX [IperojaBarensl,
TONIOTHUTENBHBIE; [prrouas [pernoaBaTes, 3ameyaHusT U TpyOble
cBOOOIHOE IOMOTHUTENBHBIE; 3aMeYaHui Mo[omuOKM 10 BOIPOCY;
BrianeHue yCTpaHeHue OT/AENbHBIM HE BIajieeT OCHOBHOM
OCHOBHOMU U ZaMeYaHMit mol?ieMeHTaM  3amaHus;[yueOHOM nuTEpaTypoid,
JIOTIONHUTENBHON  |oTnenbHBIM HEJI0CTaTO4uHOe [PEKOMEHJOBaHHOW
T TEepaTypoH, S IeMeHTaM MOJTHOE BlIafieHue|y4eOHOl mporpamMMoi
[PEKOMEH/IOBAHHON |3a51anmst; BriajieHuel TATEPATY PO, T CLIVTTITH B
yueOHOH OCHOBHOI ulpexomennoBanHOM
[iporpamMmoii TOTIOJTHUTETLHON yueOHON
TICITUTITHHBI ureparypoii, MIPOTrpaMMOM
[peKoMeHI0BaHHOM |[AUCIHUIIIMHBL
yueOHOM
porpamMmMoit
T CIIMIIIMHBI
YK-1, OOy4aeMblit OOyuaeMblit OO0y4aemblit O0y4yaeMbIit Bompocst
OIIK-5, [TPOJIEMOHCTPUPOB [IPOIEMOHCTPHUPOB [IPOAEMOHCTPHPOBAII: [TPOIEMOHCTPUPOBAIL: [MpakTnyeckne
OIIK-7 QJI: TTOHUMaHNe QI TOHUMaHNe MTOHUMaHHE HETTOHNMAaHHUE 3aJjaHus
Baaners: [yIeOHOTO YIeOHOTO OCHOBHOTO Y4eOHOTO |[0CHOBHOTO y4E€OHOTO
Marepuana; MarepHana; Marepuana; 6e3 MaTepuana; 1ain
[IpaBUIIBHBIE U MPOIEMOHCTPHPOB |TPyOBIX OMMOOK JJaJl |HETIPABUIIBHBIC OTBETHI
[KOHKpeTHBIE aJ1 JIOTHYECKH OTBETHI HA Ha [TOCTaBJICHHBIE
OTBETHI, BKJIIOYAs  [TOCIIEI0BATENbHBIC|IOCTABICHHBIE BOIIPOCHI; HE BIIaJCET
TOTIOJIHUTEIIBHEI € |, JOCTaTOYHO BOIIPOCHI, B TOM (OCHOBHOM y4eOHOI
[y TOYHSIOIINE [IOJIHBIC, BEPHBIE  |4UCIIE TIPU muTeparypoi,
BOTIPOCHI; OTBETEI; HaBOJSIIIUX BOIPOCAX [pEKOMEHI0BaHHOM
cBOOOIHOE CaMOCTOSTENIBHO  |[IPEIOAaBaTesis; yueOHO¥ ITporpamMmoit
BianeHue yCTpaHHII HEJI0CTaTOYHO T CLIVTTITMH B
locHOBHOI 1 3aMevYaHusl 1o MOJTHOE BIIaJICHHE
[TONIOJIHUTENBEHON  [OTAeTbHBIM T TEpaTypoH,
TuTeparypoii, IIeMEHTaM; [PEKOMEHJOBaHHON
[PEKOMEHOBAHHON [BIIaZIEHUE yaeOHOMH
[yaeOHOI OCHOBHOU 1 IporpamMmMoit
porpaMmMon IIONOJIHUTENbHON | AMCIUTUIMHBI
(M CLIUTUIMHBI IIUTEPaTypOH,
[PEKOMEHA0BAaHHOU
yueOHOM
porpamMmMoit
THCIIMTIIMHBI
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1. OneHo4HbIe MaTepHabI 1JIs1 CAMOCTOSITEIbHOI padoThl 00y4arouXxcs (CTY1eHTOB)

1.1 Pedepar
3 cemecTtp
Pedepar mo3BoNUT CTyaeHTaM yIiIyOUTbCS B MOHUMAaHHE NPHHLUIOB PAaOOThI M Pa3BUTHUS
KOMIIBFOTCPHBIX ceTeﬁ, a TAaKKC€ HUX BAXHOCTL W NPHUMCHCHUC B COBPCMCHHBIX I/IH(bOpMaI_[I/IOHHBIX

cucremax. Pedepar nokpeiBaer komnerenuuu YK-1.1, YK-1.2, OIIK-5.1, OIIK-5.2, OIIK-7.1.

IIpumepHas TemaTuka pedeparos:
1. Hcropus 4 3BOJIOIMSA KOMIBLIOTEPHBIX ceTel
o MHccnenyiite KIt04EBbIE TAIbl PA3BUTHUSL KOMITBIOTEPHBIX CETEH OT MEPBBIX JOKAIBHBIX
ceTeil 10 mo0aIbHBIX CETEBBIX HHDPACTPYKTYP.
2. ApXMTEKTYpPa U TONOJOIMH KOMIILIOTEPHBIX ceTeil
o Ilpoananu3upyiiTe pa3auyHbIe TOMOJOTHH ceTel (3Be3/a, KONbIo, IUHA U T.J.) U UX
BIIMSIHUE HA MTPOU3BOIUTEILHOCTD U HAJICKHOCTh CETH.
3. Mogeas OSI u TCP/IP: cpaBHeHue U IPUMEHEHHE
o Paccmorpute OCHOBHBIE (DYHKIIMM M TPOTOKOJBI KaXJI0H MOAENHU, UX MpUMEHEHHE U
MPEUMYIIECTBA.
4. IIpoToko/ibl MAPHMIPYTU3ALMU B KOMIILIOTEPHBIX CETAX
o Hccnenyiite pasznuusble mporokosbl Mapumpytuszauuun (RIP, OSPF, BGP), wux
aJITOPUTMbI U IPUMEHEHUE.
5. becnpoBogHbIe CeTH M UX TEXHOJIOTHH
o OO6cynute cTaHmapTel U TexHonoruu OecrpoBonubix cereir (Wi-Fi, Bluetooth, LTE) u
WX IPUMEHEHUE.

1.2 Pedepar
4 cemecTp
Pedepar mo3BoauT cryneHTam yriIyOUThCS B TOHHMMAaHUE NPUHIUIOB PaOOTHI U PAa3BUTHS
KOMIIBIOTEPHBIX CETEH, a TaKkKe MX BaXHOCTh U NPUMEHEHHE B COBPEMEHHBIX HMH(POPMAIIMOHHBIX

cucreMax. Pedepar nokpeiBaet komnerennnn YK-1.1, YK-1.2, OIIK-5.1, OIIK-5.2, OIIK-7.1.

IIpumepHas TeMaTuka pedeparos:
1. Bbe30nmacHOCTb KOMIBIOTEPHBIX CeTel
o IIpoananusupyite yrpo3bl M MEXaHW3Mbl 3alIUTBl CETEH, BKIIOYAs MEXKCETEBbIC
skpanbl, VPN u cucremsl oonapysxenus sropskenuit (IDS/IPS).
2. CereBble YCTPOICTBA: MAPIIPYTHU3ATOPbI, KOMMYTATOPbI U TOYKH J0CTyIa
o MWzyunte QYHKIMM W TPUHLOUNBL pabOThl OCHOBHBIX CETEBBIX YCTPOMCTB, HX
KOH(UTYpaLUIO U HACTPOUKY.
3. Bupryanbnbie yacTHble ceT (VPN)
o Paccmorpure npuHUMIBl padoTel VPN, MX THNBI U NpUMEHEHHUE i oOecredeHus
0€301acHOTO JIOCTYyTA K CETSIM.
4. OOnayHble BHIYHCJICHUS U CETH
o Ilpoananu3upyite posb ceTeil B 00Ja4HbIX BEIYUCICHUX, TEXHOJIOTUN BUPTYaIU3aI[H
U pacIpe/ieICHHbIX CUCTEM.
5. Byayumiee KOMNbIOTEPHBIX ceTeii: HOBbIE TEHACHINH M TEXHOJIOTHH
o Hccnenyiite coBpeMeHHbIE TPEHIbl U MEPCHEKTUBBI PAa3BUTHUS CETEBBIX TEXHOJIOTHIA,
BKutoyast [oT u SDN.

I_IeJIL HalmMCaHUus peq)epaTOB: YFle6I/ITL MNOHUMAaHHUEC U KPUTHUUYCCKOC OCMBICICHUC POJIA

KOMIIBFOTCPHBIX ceTel B I/IH(l)OpMaHHOHHBIX CUCTEMAX, pa3BHUBasd aHAJIUTHYCCKHUEC N HAYYHBIC HABBIKU
CTY/ICHTOB.
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Crpykrypa pedepara:
e Baenenue:
o Kparkoe onucanue TeMsl U Leneil pedepara.
O  AKTyaJbHOCTb TEMBI.
o (OcHoBHast YaCTh:
TeopeTnueckue OCHOBBI TEMBI.
Wcropus u 3Bomonus (€ciau NpUMEHUMO).
[IpumeHeHrne B COBPEMEHHOW YKOHOMUKe/On3Hece.
[Ipumepsl U KEHCHI.
[Ipo6aembl 1 BBI3OBHI.
o IlepcrieKTUBBI U TEHAEHIIUN PA3BUTHS.
e 3axioueHue:
O  BbIBOIBI IO pe3yabTaTaM UCCIIEAOBAHMS.
O 3HayeHHE ONEPALUOHHBIX CHCTEM JUISI COBPEMEHHBIX HH(POPMAITMOHHBIX CUCTEM.
e CnHCOK MCIOIb30BAHHBIX HCTOYHUKOB:
o IlepeueHb NCIONIB30BAHHOM JINTEPATYPhl U HHTEPHET-PECYPCOB.

O O O O O

Kpurepuu oueHuBanmus:
e CrpykTrypa u Joruka uznoxenus (20%):
o Yerkas CTpyKTypa paOOoThl (BBEEHHE, OCHOBHASI YACTh, 3aKIFOUEHUE).
0 JIOrMYHOCTb U NOCJIEAOBATENBHOCTD U3JI0KEHNS MaTepuaa.
e Conep:xanne (40%):
o [IlomHOTa pacKphITHS TEMBI.
0 OnucaHue OCHOBHBIX 3TAIIOB Pa3BUTHSI ONIEPALIUOHHBIX CUCTEM.
© AHanu3 COBPEMEHHBIX TCHICHIIUH.
o IIpumepsl MpUMEHEHHS ONIEPALIMOHHBIX CUCTEM B HHPOPMAIIMOHHBIX CUCTEMAX.
e AHajuTuueckasi yactb (20%):
o I'myOuHa aHanM3a pojiM ONEpPallMOHHBIX CUCTEM B MH()OPMAIIMOHHBIX CHCTEMAX.
o Hannune coOCTBEHHBIX BBIBOIOB U OLICHOK.
o Odopmienne (10%):
o CootBercTBUE TpeOOBaHUIM K opopmiieHHIO pedeparoB (IpudT, OTCTYMbI, 3ar0JIOBKU
U T.J.).
o KoppekTHoe oopMIIeHHE CCHIJIOK U CITHCKA JINTEPATYPHI.
o S3pik u cTuab (10%):
O I'paMOTHOCTb U TOUHOCTb U3JIOXKEHHUS.
O0 HayuHbIl CTHIIB TEKCTA.

TpeGoBanus k o0bemy:
O6wem pedepara gomkeH coctaBiiaTh 10-15 crpanun neyatHoro tekcra (mpugt Times New Roman,
pasmep 12, unrepsai 1.5, momnst 2 cM co BCEX CTOPOH).

2. OneHovHbIE MaTepuaJbl I OUCHKU TeRylllei/i aTTeCTalumn Oﬁy‘lalOHII/IXCﬂ (CTYIleHTOB)

2.1 TecToBbIe 32AaHMs 1151 TEKyLIero KOHTPoJIs ycnesaemocTu B Buae SHAHUI
B tecToBOM 3a1aHnM BONIPOCHI, KOTOPBIE UMEIOT 3aKPBIThIM XapaKTep.
[IpaBunbHbBIE OTBETHI BbIIEJIECHBI 3HAKOM +.
3 cemecTp

1. Kakue Tomnonoruu KOMnbOTEPHBIX ceTel cymecTByor? (YK-1.2)

o 3Be3na, KoJIbLIO, IIKHA, IEPEBO +

o JluneliHas, KBaagpaTHasi, TPEyroiabHas

o [IlpoBomHas, 6ecripoBogHAs

o JlokanbHasi, I00anbHasl, IEpCOHaIbHAs
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2. B xaxom yposae mozenu OSI npoucxoaut mapuipytuzaius naaasix? (OITIK-7.1)
0 @u3nyeckuil ypoBeHb
o KananbHblll ypOBEHb
o CereBoil ypoBeHb +
O TpaHCHIOPTHBIN YPOBEHb
3. Kakoit mpoTOKON MCHONB3YETCS JUIsl TMPEIOCTABICHUS HAJIEKHOM, JIBYCTOPOHHEH, MOTOKOBOM
nepenaun ganubix? (OIIK-5.1)

o UDP
o IP

o TCP+
o ICMP

4. Kakue ycTpoiicTBa MCTIONB3YIOTCS ISl pas3JesieHus CeTeBOro Tpaduka Ha ypOBHE KaHAIBHOTO
ypoBus? (OIIK-5.2)
o0  MapuipyTuzaropsl
o Kommyrarops! +
o MopeMsl
o KaGemn
5. Uro rakoe [P-agpecamus? (YK-1.1)
IIponiecc Ha3HauEHMs YHUKAIBHBIX UICHTU(UKATOPOB YCTPOMCTBAM B CETH +
Merton nepenaun JaHHBIX MEXAY CETIMHU
Crioco6 mmudpoBaHus JaHHBIX
o IIpoTokos ynpaBieHHUsl CETEBBIMU MOAKIIOUEHUSIMU
6. Kaxkue npoTokosbl HCIIONIB3YIOTCS IS IuHaMudeckor mapupyTtuzanuu? (OIIK-7.2)

O O O

o RIP, OSPF, BGP +
o FTP, HTTP, SMTP
o TCP, UDP, ICMP
o SSL, TLS, SSH
7. Kak Ha3bIBaeTcs mpolecc NepeAayd JaHHbIX MEXAy JIByMs M Oojiee y3laMu uyepe3 CceTb?
(YK-1.2)
o0  MapupyTtusauus
o Cpssp +

o Appecauus
o Kommyranus
8. Kakoii crangapt 6ecnipoBoaHbIX ceTeit Haubosee pacnpoctpaneH? (OITK-5.2)

o Bluetooth

o Wi-Fi (IEEE 802.11) +
o ZigBee

o NFC

9. Kakue ¢pynkuuu Boinonnser kommyrarop? (OIIK-5.1)
0  MapupyTHu3anus JaHHBIX MEXKAY CETAMU
o0 OObeaMHEHHE CerMEHTOB CETHU Ha KaHAJIbHOM YPOBHE +
o IIpeoOpa3oBaHuE CUTHAJIOB
o OO6ecneyeHue 6€CIPOBOJHOIO COCIUHEHUS
10. Yro Takoe NAT (Network Address Translation)? (OIIK-7.1)
Texnonorust npeodbpa3zoBanus 4acTHbIX [P-anpecoB B myOnnyHbIe 1 HAOOOPOT +
Merton mudpoBaHUs JaHHBIX
[IpoTokon MapupyTH3anuu
Crnioco6 nepenayn JaHHBIX 10 OeCITPOBOHOM CeTH

O O O O

Kpurtepuu onieHKkH pe3yJibTaToB TecTa
1. "HeynoBaersopurenabno' (0-39%)
o CryzneHT oTBEeTWI NpaBUiIbHO Ha MeHee 40% BOIIPOCOB.
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2.

3.

4.

O
O
O

3HaYNUTEILHBIC Hp06€JIBI B 3HAHUAX I10 6OJIBIHI/IHCTBy TCM.
HeraBI/IJIBHOC MMOHMMAaHHE KJIHYEBBIX OHATHHN U IMPUHIIUIIOB.
HecnocobHocTh IMPUMEHUTH TCOPETUICCKUC 3HAHUA HAa ITPAKTHKEC.

"VYnosierBopureabHo' (40-59%)

o
o
O

O

Crynent orBetnn npasuibHO Ha 40-59% Borpocos.

OCHOBHBIE OHATHS ¥ IPUHIUIIBI TOHSTHI YaCTUYHO, €CTh OLIMOKH B OTBETAX.

3Hanuss 10 OONBIIMHCTBY TeM Ha 0a30BOM YpOBHE, HEIOCTaroyHas TIIyOWHA
MIOHUMAaHHMSL.

YactuuHasi CIOCOOHOCTh NMPUMEHATh TEOPETUYCCKUE 3HAHHMS Ha IPAKTHKE, HYKHBI
JIOTIOJTHUTENIbHBIE Pa3bsICHEHHUS.

"Xopomo" (60-79%)

O

O
O
O

CryneHt orBeTni npaBuwibHO Ha 60-79% Borpocos.

Xopoliee MOHUMaHUE KJIFOUEBbIX MOHATHH U IPUHIUIIOB, HE3HAYNUTENIbHbIE OLTHOKH.
3HaHUs 110 BCEM TeMaM Ha JOCTaTOYHOM YPOBHE, OIHAKO €CTh HEKOTOPbIE IPOOEIIBI.
CrocoOHOCTh TNPUMEHATh TEOPETHMYECKHE 3HAHMA Ha TMpakTUKe, HO Tpedyercs
yJIy4IlIEeHHE TOYHOCTH U YBEPEHHOCTH.

"Oriauuno" (80-100%)

O

o
©]
O

Crynent orBetnin npasuibHO Ha 80-100% Bonpocos.

[TonHOE M MpaBUIBHOE NOHMMAaHKE BCEX KIIFOUEBBIX MOHSATHH M MPUHIINATIOB.

['my0Ookwue 3HaHUS 110 BCEM TeMaM, MHHUMAJIbHBIE WIIA OTCYTCTBYIOIIHE ONITHOKH.
Bricokuii ypoBeHb CIIOCOOHOCTH TPUMEHSTH TEOPETHYECKHE 3HAHUS Ha TPAKTHKE,
JEMOHCTpAIHs YBEPEHHOCTH U TOYHOCTH B OTBETAX.

2.2 TecToBbI€e 3aJaHUA ISl TEKYIIEr0 KOHTPOJIS YCIIeBAEeMOCTH B BHJIe 3HAHUM

B TectoBOM 3amaHIM BOIIPOCHI, KOTOPBIE UMEIOT 3aKPBITHIA XapakTep.
[IpaBusIbHBIC OTBETHI BBIIEICHBI 3HAKOM +.
4 cemecTp

Kakoil nmpotokon ncnonp3yercst uisl 3allUIEeHHON nepenayu nanHbix B cetu? (OIIK-7.2)

O

O O O

FTP
HTTP
HTTPS +
SMTP

Urto takoe VPN (Virtual Private Network)? (YK-1.2)

O

O
O
O

Cetp, co3maBaemasi MOBEpX JAPYroil cetu s obecrieueHHs Oe30macHOi mepenadu
JaHHBIX +

[IpoTokon MapmpyTH3anuu

YCTpOUCTBO 7151 COEAMHEHUS CETEN

Meton mmdpoBaHus JaHHBIX

Kakue koMIOHEHTBI BXOZIAT B CETEBYIO onepannoHHyto cuctemy? (YK-1.1)

O
O
O
O

Snpo, npaiiBepsl, ceTeBbIE CIIY>KObI, YTHIUTHI YIPABICHUS CEThIO +
Bpay3ep, TEeKCTOBBII pelakTop, aHTHBHPYC

[IporpammMHOe obecrieueHure, annaparnoe odbecreueHme
[Tpomieccop, mamsiTh, yCTPOHCTBA BBOJa-BBIBO/IA

Kaxo#i mpoTokos uCTonb3yeTcs UIsl yIIpaBieHus nepenadeit anexkrporHoi mourtskl? (OITK-5.1)

O
O
O
O

FTP
SMTP +
DNS
HTTP

Kakue meprl 6€3011acCHOCTH UCTIOIB3YIOTCS IS 3alUTHl KoMIibloTepHbIX ceteit? (YK-1.1)

o
©]

MesxcereBbie skpanbl, VPN, cuctembl oOHapyskeHust Bropxkenuit (IDS/IPS) +
KoMMyTaTopbl, MapIipyTH3aTopbl, KOHIICHTPATOPHI
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10.

11.

12.

13.

14.

15.

o OnTudeckue kabenw, BUTas mapa, KOaKCHaIbHBINA KaOelb
o [P-ampecanus, noxceru, MapuipyTH3aLus
Urto Takoe obmaunsie BerunciaeHus? (OIMK-7.1)
0 Mopaenp npeaoCcTaBIeHUs BEIUNCIUTEIBHBIX PECYPCOB YEPE3 HHTEPHET +
o Meron mmdpoBaHUs TaHHBIX
o [Iporokos MapuIpyTH3au
o TexHonorus nepenayu JaHHbIX
Kakue npenmyinectsa npegocrasinseT ucnonb3zoBanne VLAN (Virtual LAN)? (OIIK-5.2)
o [loBbilieHre 6€30MaCHOCTH U YIIPABISIEMOCTH CETH +
O YBenuuyeHHe MPOIYCKHOU cIocoOHOCTH Kabemnei
O VYMEHBILIEHUE 3aJEPKEK B CETH
O VYnopouieHue GU3NUECKOi CTPYKTYphI CETH
Kak HaspiBaeTcs Impoliecc cO37aHMsl HECKOIBKMX BHUPTYaJbHBIX CETEHl IMOBEPX OJHOMN
dbusnueckoit? (YK-1.2)
o0 Bupryamuszanusa cetu +
o KommyTtanus
o Appecanus
o Iudposanue
Uro takoe DHCP (Dynamic Host Configuration Protocol)? (OITK-5.1)
o IIpotokon aBTOMarnyeckoro HazHaueHus [P-agpecos B cetu +
o [Iporokos MapupyTH3anuu
o Meron mmdpoBaHUs TaHHBIX
O YCTpOWCTBO I COEIUHEHUS CETEN
Kakwne ¢ynkiun Bermonaset nporokoi DNS (Domain Name System)? (YK-1.1)
o IlpeoOpa3zoBaHue JOMEHHBIX HMeH B [P-aagpeca +
o udpoBanue JaHHBIX
O VYmpaneHue MapupyTH3anuen
o ObecnieueHre OECIIPOBOTHOTO COSTUHEHUS
Kaxkue TexHonoruu ucnonb3yrorcs aus peanusanuu VPN? (OI1TK-7.2)
o PPTP, L2TP, OpenVPN +
FTP, SMTP, HTTP
TCP, UDP, IP
SSL, TLS, SSH
Uro takoe QoS (Quality of Service)? (YK-1.2)
0 MexaHu3M yIIpaBlIeHUs IPUOPUTETAMU TpauKa B CETH +
o [Iporokon MapmpyTH3anuu
o TexHonorus 6ecripoBOTHON Tepeaun TaHHBIX
o Meron mmdpoBaHUs
Kakwue 3agaun BeinonHseT MexxceTeBoit skpaH (firewall)? (OITK-5.1)
o0 @uisTpanus ¥ KOHTPOJIb CETEBOTo Tpaduka +
O  VYmpasieHue MapLIpyTH3aLuen
o Iludpoanue naHHBIX
o ObecnieueHre OECIIPOBOTHOTO COSTUHEHUS
Yro takoe SDN (Software-Defined Networking)? (OITK-7.1)
O  ApPXUTEKTYpPHBIA TOAXOA K CO3JAAHUIO YTPABISIEMBIX HPOrPaMMHBIM OOECIeUeHUEM
ceren +
o IIpoTokon MapuipyTH3auu
o TexHonorus nepenayu JaHHbIX
o Merox mmdpoBaHus
Kakue ocobennoctu umeet IPv6 no cpasaenuto ¢ [Pv4? (YK-1.1)
O VYBeNMYEHHOE aJpeCHOE NPOCTPAHCTBO, BCTPOCHHBIE MEXaHW3MBI O€30MaCHOCTH,
yAy4IlIeHHas MOAAEePKKa MOOUIBHBIX YCTPOUCTB +

o O O
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O MeHblllee aapecHOE MPOCTPAHCTBO, OTCYTCTBUE IM(POBAHUS, HHU3KAas CKOPOCTH
nepesadn JaHHbIX

0 OpaMHaKoOBOE aJpPECHOE MPOCTPAHCTBO, YAyULIEHHAs MaplIpyTH3alus, IMOAIEp>KKa
0ecIpOBOHBIX YCTPOUCTB

o OTtcyTcTBHE aJpEeCcHOTO MPOCTPAHCTBA, YAYUYIIEHHBIE METOJbl MapUIpyTH3AIHH,
MOJIEPKKA BUPTyaIU3allui

16. Yrto takoe IDS (Intrusion Detection System)? (OIIK-5.2)

o Cucrema 06H&py>K€HI/I$I H p€arupoBaHus HA IMOIMBITKHM HCCAHKIIUOHUPOBAHHOI'O JOCTYyIIa
B CETh +

o [Iporokos MapupyTHU3au

O YCTpOWCTBO IJIA COCIMHEHUS CETEN

o Meron mmdpoBaHUs TaHHBIX

Kputepuu oneHku pe3yJibTaToB TeCTa
5. "HeynoBaerBoputeabHo' (0-39%)
o CryzneHT oTBEeTWI paBUIbHO HAa MeHee 40% BOIIPOCOB.
O 3HaYMTeNbHBIC TPOOEIBI B 3HAHUSX IO OOJIBIIUHCTBY TEM.
o HenpaBuibHOE MOHUMAaHHUE KIIIOYEBBIX TTOHATUN U MPUHIUIIOB.
o HecnocoOHOCTh MPUMEHUTH TEOPETUYECKHE 3HAHUS HA MPAKTHKE.
6. "VYnosaersopurteabHo' (40-59%)
o CryneHT oTBeTHII ITpaBUIbHO Ha 40-59% BOIpOCOB.
0 OCHOBHBIC TIOHATHUS U TPUHITUIIBI TOHATHl YACTUYIHO, €CTh OITMOKH B OTBETAX.
O 3HaHMA 1O OONBIIMHCTBY TeM Ha 0a30BOM ypOBHE, HEIOCTaroyHas TIyOuWHa
TTOHMMAaHHS.
o YactuyHas CIOCOOHOCTh NPUMEHSTH TEOPETHUYECKUE 3HAHUS Ha TPAKTHKE, HY>KHBI
JIOTIOJIHUTENIbHBIE Pa3bsICHEHUSI.
7. "Xopomo" (60-79%)
o CryneHt orBeTnI npaBuibHO Ha 60-79% Borpocos.
o Xopoliee MOHUMAHNUE KIIOUEBBIX MOHATHI U MPUHIIUIIOB, HE3HAYUTEIbHBIE OITUOKH.
O 3HaHWA 10 BCEM TEMaM Ha JIOCTaTOYHOM YPOBHE, OJHAKO €CTh HEKOTOPbIE MPOOEIIbI.
0 CnocoOHOCTh NPUMEHATh TEOPETUYECKHE 3HAHMS Ha NpPaKTUKE, HO TpelyeTcs
yAy4llIeHHe TOYHOCTU U YBEPEHHOCTH.
8. "Otiamuno" (80-100%)
o CryneHt orBeTHI npaBuiibHO Ha 80-100% BompocoB.
o [lonmHoe ¥ mpaBUJIbHOE MOHUMAHUE BCEX KIIIOUEBBIX MOHATHI U MPUHIIUIIOB.
o I'myOokue 3HaHMSA IO BCEM TeMaM, MUHUMAaJIbHBIE HITH OTCYTCTBYIOIIUE OIINOKH.
O BbICOKHMI ypOBeHb CHOCOOHOCTH MPHUMEHSATh TEOPETUYECKHE 3HAHUS Ha MPAKTHKE,
JIEMOHCTpaIMsl YBEPEHHOCTH ¥ TOUHOCTH B OTBETAaX.

2.3 Bonpochkl 1151 TEKyIIero KOHTPoJIs ycnesaemocTn B Buge YMEHUI
3 cemecTp
1. Yro Takoe KOMIBIOTEPHas ceTh M Kakue (pyHKIuM oHa BbInoaHseT? (YK-1.2)
o IIpaBuabHbIN oTBeT: KOMIBIOTEpHAs CETh — 3TO CUCTEMA CBSI3U MEXKIY ABYMS MU
Oosiee KOMIBIOTEpaMM, IpeJHa3HAYeHHas Uil OOMEHa JaHHBIMH U COBMECTHOIO
UCTONB30BaHusl  pecypcoB. OcCHOBHBIE (YHKIMM BKJIIOYAIOT OOMEH JIaHHBIMH,
COBMECTHOE HCIOJIb30BaHUE (PAljIOB M MPUIIOKEHUH, a TAK)KE YIPABIECHUE pecypcaMu
CeTH.
2. Yrto Takoe moaesab OSI u kakue ypoBHu oHa Briaw4yaer? (YK-1.1)
o IpaBuabHbiii oTBeT: Mogens OSI (Open Systems Interconnection) — 3To TaIOHHAsS
MOJIeNIb B3aUMOJCHCTBUS OTKPBITBIX CHUCTEM, KOTOpasi pas3/ieNsieT ceTeBble PyHKIUH Ha
CeMb YypOBHEH: (U3MUYECKHIA, KaHAILHBIA, CETEBOW, TPAHCIOPTHBIA, CEAHCOBBIMH,
IIPEJCTABJICHUS U IIPUKIIAJHOM.
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10.

Kakue Tonosiornu koMnblOTepHbIX ceteil cymecTByT? (YK-1.2)

o [IIpaBuabHblii oTBeT: OCHOBHBIE TOMOJOTHH KOMIBIOTEPHBIX CETEH BKIIOYAIOT
3B€37000pa3Hyl0, IIMHHYIO, KOJIBLIEBYIO, SYEHCTYI0 U JIPEBOBHJHYIO TOIOJIOTHH.
Kaxxgas u3 HUX UMeeT CBOM OCOOCHHOCTH M 00JIaCTH MPUMEHEHHUS.

Kakue ¢pynkuun spinosanser nporokoa TCP B mogenun TCP/IP? (OIIK-5.1)

o IIpaBuabublil orBeT: [IpoTokon TCP (Transmission Control Protocol) obecnieunBaet
HAJEXKHYI0, NOCIEeI0BaTEIbHYIO NIEpeayy JaHHBIX MEXy y3JaMH B CETU, TapaHTUPYS,
YTO JJAaHHbBIE JOCTABIIAIOTCS 0€3 MOTEepPh U B IPABUIBHOM MOPSIIKE.

Yto Takoe IP-agpec u 1i1s yero on ucnosbdyercsa? (YK-1.1)

o IIpaBuabHbiii oTBeT: [P-agpec — 5T0 yHUKanbHBIA UACHTU(UKATOP YCTPOWCTBA B
CETH, UCTIOIB3YEeMBbIil JUIsl MapLIPyTH3alUU JaHHBIX MeX 1y ycTporicTBaMu. OH COCTOUT
Y3 YUCJIOBBIX 3HAYCHU U MOXKET OBITh TpezicTaBiieH B opmare [Pv4 wmm [Pvo.

Kakue npoToko/ibl HCIOJb3YIOTCS sl AUHAMuYeckoil mapmpyTusauuu? (OI1K-7.2)

o IIpaBuabHblii oTBeT: OCHOBHBIE TMPOTOKOJIBI JWHAMUYECKONW MapIHIpyTHU3aLUH
BkimtoyaroT RIP (Routing Information Protocol), OSPF (Open Shortest Path First) u
BGP (Border Gateway Protocol). OHU MO3BOJIIFOT aBTOMAaTH3HPOBATH IPOIIECC
MapIIpyTU3alUU U aJalTUPOBAThCS K U3MEHEHUSIM B CETH.

Yrto Takoe kKoMMyTaTOP M Kakue pyHKkuuu oH BoinoJHsaeT? (OI1K-5.2)

o IlpaBuabHblid oTBeT: KOMMyTaTop — 3TO ceTeBoe yCTPOHCTBO, KOTOPOE OOBEIUHSET
CEerMEHTBhI CeTH W TepenaerT naHHble Ha ocHoBe MAC-ampecoB. OH paboTaeT Ha
KaHalbHOM ypoBHe Mozenu OSI U Mo3BONSET yBEIUYUTH MPOMYCKHYIO CIIOCOOHOCTH
CEeTH 3a CYET YMEHBIICHUS KOJIMYECTBA KOJUTU3UH.

Yrto Takoe NAT (Network Address Translation) u njs 4yero on ucnoanb3yercsi? (OIIK-7.1)

o IlpaBuabHblii oTBeT: NAT — 3TO TEXHOJOTHSA, KOTOpas IpeoOpa3yeT 4YacTHbHIS
[P-anpeca B myOnmuHBIE M HA0OOPOT, TO3BOJISISI YCTPOWCTBAM C YAaCTHBIMH aJlpecaMu
BBIXOAUTh B MHTepHET. OHa ucnonb3yercs Ui 3koHoMuu [P-ampecoB u ymyurieHus
0€30MacHOCTH CETH.

Kakue cranaapTel 0ecnipoBOIHBIX ceTeil Hanbosee pacnipocTpanensl? (OI1K-5.2)

o IIpaBuabHbli oTBeT: Hanbosee pacnpocTpaneHHbIe cTaHAapThl OECIIPOBOIHBIX CETEH
BmoyaroT Wi-Fi (IEEE 802.11), Bluetooth, LTE u ZigBee. Kaxaprii crangapt umeer
CBOM 0COOEHHOCTH U 00J1aCTH IPUMEHEHUS.

Kakue ¢pynkuun Boinosinser mapmpyrusarop? (YK-1.2)

o IlpaBuabHBIA oOTBeT: MapupyTu3atop — 3TO CETEBOE YCTPOWCTBO, KOTOPOE
HanpaBiseT MAKeThl JAaHHBIX MEXAY pa3iuuHbiMM ceTaMu. OH  ompenenser
ONTHUMAJbHBIA MapIIpyT [UIsi TepeJayd JaHHBIX, OCHOBBIBAsICh Ha TabOIMIAx
MapIIpyTU3alUU U IPOTOKOIAX MapUIpyTH3aL1H.

2.4 Bonpockl 1151 TEKyIIero KOHTPoJIs ycnesaemocT B Buge YMEHUIA

4 cemecTp
Yrto Takoe VPN (Virtual Private Network) u a5 4ero on ucnoab3yercsi? (OIIK-7.2)
o IlpaBuabHblii oTBeT: VPN — 3T0 TEXHOJOTHWsSA, KOTOpas CO37aeT Oe30IMacHOe H

3amM(pOBaHHOE COEIMHEHUE MOBEpX IyOIMYHOW ceTH, Takoil kak uHTepHeT. OHa
ucronb3yercs A obecrieueHus KOH(UIEHLIMATbHOCTH U 0e30MacHOCTH JIaHHBIX,
NepeaaBaeMbIX MEX/TY YIAICHHBIMU Y3JIaMH.

Kakue ¢pynkuuu spinosaser nporokoa HTTPS? (OIIK-5.1)

o IIpaBuabubiii otBer: HTTPS (HyperText Transfer Protocol Secure) — 5310
pacumupenue mnpotokoia HTTP, kotopoe oOecneunBaeT 3alIUIEHHYIO Iepeaady
JTaHHBIX MEXIy BeO-cepBepoM M KIMEHTOM ¢ ucnonb3oBanueM SSL/TLS. On
obecrnieurBaeT KOHPHUAECHIIMATBHOCTD, IEJIOCTHOCTh JAHHBIX U Ay TEHTU(DUKALIMIO.

YTto Takoe ceTeBble ONEPALMOHHBbIE CHUCTEMbI M Kakue (PYHKIHMH OHU BbINOJHAIOT?

(VK-1.1)
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10.

I1.

12.

13.

o IIpaBuabHblii  orBeT: CeteBble omnepauuoHHele cucrembl (COC) — 310
OTIepaIlMOHHbIE CHCTEMBI, TIpeHa3HauYEeHHbIE ISl YIPaBICHHUS CETEBBIMH pecypcamMu U
obecnieunBarone (GpyHKIMH, Takue Kak (DailIoBBIA M TEYaTHBIN CEpBUC, YIPABICHHUE
MOJIb30BaTeNsIMU U Oe3omacHoCTh ceTh. [Ipumeps! Brimtouator Windows Server, Linux u
Unix.

Kakue npoTokoJibl HCIOJb3YIOTCS ISl yIpaBJeHus1 1eKTpoHHoi mourtoii? (OITK-5.1)

o [IIpaBuabHbIi 0TBeT: OCHOBHBIE IPOTOKOJBI JUISl YIPABIEHUS AJIEKTPOHHON MOYTON
BritodaroT SMTP (Simple Mail Transfer Protocol) mis ornpasku noutsl, POP3 (Post
Office Protocol) u IMAP (Internet Message Access Protocol) mist momydeHus u
yIpaBICHUS MTOYTOM.

Kakue Mepbl 0€30aCHOCTH MCIIOJIL3YIOTCH JIf 3a1IUTHI KOMNIbIOTepHBbIX ceTeii? (YK-1.1)

o IlpaBuabHblii oTBeT: OCHOBHBIE Mephl 0€30MACHOCTH BKJIIOYAIOT MCIIOIb30BAHUE
MexceTeBbIx dKkpaHOB (firewalls), VPN, cucrem oOGnapyxenust Bropskenuii (IDS/IPS),
antuBupycHoro 10 u MeTon0B mudpoBaHUs TaHHBIX.

UYro Takoe o00JauyHble BBLIYHCJICHUSI U KaKue MOIeJH O00CIYyKMBAHHMSI CYIIeCTBYKOT?
(OIIK-7.1)

o IIpaBuabHblii oTBeT: OONayHble BBIYUCICHHUS — O3TO MOJENb MPEIOCTABICHUS
BBIUMCJIUTEIBHBIX pECypcoB U yciayr uepe3 uHTepHET. (OCHOBHBIE MOAEIU
obOciyxuBanus BkmodaroT laaS (Infrastructure as a Service), PaaS (Platform as a
Service) u SaaS (Software as a Service).

Kakue npenmymecrtBa npenocrapisier ucnojb3dobanue VLAN (Virtual LAN)? (OIIK-5.2)

o IlpaBuabHblii oTBeT: VLAN T103BONSIET CErMEHTHpPOBaTh (U3HUECKYI0 CETh Ha
JOTMYECKUEe  CeTH  JuId  TOBBINICHHS  OE30MacHOCTH,  YNpPaBIsSEMOCTH U
npousBoAuTeabHOCTH. OHa yHpOIIAaeT YNpaBiIeHHE CEThI0O M YIAydyllaeT KOHTPOJIb

JocTyma.
Yrto Takoe QoS (Quality of Service) n kakue pynkuuu ona sbinosnser? (YK-1.2)
o IlpaBuabHblii oTBeT: QOS — 3TO TEXHOJOTHs, OOECIEUMBAIONIAs YIPABICHUE

puopUTeTaMu Tpaduka B CETH AJs oOecrieueHus: TpeOyeMoro ypoBHs 0OCITyKMBaHUS
pa3IMuYHBIX HpwiIokeHM M yciaylh OHa T1O3BOJISIET YHPABIATH IPOIYCKHOM
CHOCOOHOCTHIO, 3a/IeP’)KKAMH U TOTEPSIMU TTAKETOB.

Kakue pynkunu BeinosnHsier me:xcereBoii 3xpan (firewall)? (OIIK-5.1)

o IIpaBHABHBIA OTBeT: MeEXCEeTEeBOM JKpaH — OTO YCTPOMCTBO WM IPOrPaMMHOE
obecrieueHre, KOTOPOE KOHTPOIHMPYET U (DUIBTPYET BXOIAIIUN U MCXOISAIINN CETEBOM
TpaUk Ha OCHOBE YCTaHOBJIEHHBIX MpaBUJ Oe3omnacHocTH. OH 3alIUIIAET CETh OT
HECaHKIIMOHUPOBAHHOTIO JJOCTyIa U yTPo3.

Yro Takoe SDN (Software-Defined Networking) um kakume npemmyumiecTBa OHa
npenocrasiaser? (OIIK-7.1)

o IIpaBuabHbIi oTBeT: SDN — 3TO0 apXUTEKTYpHBIN OIXO K CO3/IaHUIO YIIPABIIAEMBIX
MPOrpaMMHBIM OOecIiedeHneM ceTel, KOTOpbIi oTAenseT (PyHKUUU yHpaBiIeHHUS OT
arnmaparHoro oOecneyenus. [IpenmyiiecTBa BKIIIOYAIOT THUOKOCTh, YITyYIIEHHOE
YIPABICHUE U aBTOMAaTU3aLUIO CETH.

Kakmue ocodennoctu numeer IPv6 mo cpasuennio ¢ IPv4? (VK-1.1)

o IlpaBuabHbll oTBeT: [PVv6 mpenocraBiser yBEIMUYEHHOE aJPECHOE MPOCTPAHCTBO,
BCTPOEHHBIE MEXaHU3Mbl 0€30MACHOCTH, YIYYIIEHHYI TMOAJAEPKKY MOOMIBHBIX
yCTpoiicTB u 6onee 3hpexTrBHOE yrnpaBieHue TpapukoM 1o cpaBHeHu:o ¢ [Pv4.

Yto Takoe IDS (Intrusion Detection System) u kakue 3agauu ona Bbinojnser? (OI1K-5.2)

o IlpaBuabHblil oTBeT: IDS — 3TO0 cuctema, koTopasi MOHUTOPUT CeTeBOM Tpaduk Ha
MpeIMeT MOAO3PUTEIbHBIX JEHCTBUI M IMOMNBITOK HECAHKIMOHWPOBAHHOIO JOCTYyIA.
Ona oOHapy>KMBaeT U pearupyer Ha MOTEHIIHAIbHbIE YTPO3bl O€30MaCHOCTH.

Yro Takoe DHCP (Dynamic Host Configuration Protocol) m kakume QyHkuum oH
BbinoJiasieT? (OITK-5.1)
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o IIpaBuabHbiii oTBeT: DHCP — 3T0 mpoTOKOIJ, KOTOpBIM aBTOMaTHYE€CKH Ha3HAuaeT
[P-anpeca u jgpyrue ceTeBble HACTpPOMKHM ycTpoiicTBamM B ceTd. OH ympomiaer
ynpasienue [P-agpecamMu 1 yMeHbIIaeT BEPOITHOCTH KOH(MIIMKTA aIpeCcoB.

14. Kakue TeXHOJOTHH MCIOJB3YIOTCA 1Jis peanusanuun VPN? (OI1K-7.2)

o IIpaBuabHbiii oTBeT: OcHoBHBIe TexHonmoruu VPN Bkmtouator PPTP (Point-to-Point
Tunneling Protocol), L2TP (Layer 2 Tunneling Protocol), OpenVPN u IPsec. Otu
TEXHOJIOTUM obecreynBaroT Oe30macHoe M 3allU(pOBAHHOE COEAMHEHHUE MEXKIY
y3J1aMH.

15. Y10 Takoe NAT (Network Address Translation) m kakmue 3aga4ym OH BBINOJHSIET?
(OIIK-7.1)

o IlpaBuabHblii oTBeT: NAT mnpeoOpasyer dvactHbeie [P-aapeca B myOnuuHbIle |
HA00OPOT, MO3BOJISISE YCTPOMCTBAM C YAaCTHBIMM aJpecaMu BBIXOAWUTH B WHTepHET. OH
TaK)Ke YBEITMUMBAET OE30MMaCHOCTh M MO3BOJISIET SKOHOMUTH [P-azpeca.

16. Yto Takoe ceTeBble MPOTOKOJbI 0€30IACHOCTM MW KaKHe U3 HHX HauboJiee
pacnpoctpanensni? (YK-1.1)

o IIpaBuabHblii oTBeT: CeTeBble MPOTOKOJBI O€30MAaCHOCTH OOECHEYMBAIOT 3ALUTY
JAHHBIX U CETeBBIX coennHeHuil. Hanbomnee pacnpocTpaHeHHbIE TPOTOKONIBI BKIIOYAIOT
SSL/TLS jgnst 3amquiieHHbix BeO-coequuenuii, IPsec mms VPN um SSH mis
3alUIIEHHOTO YIaJI€HHOTO I0CTYTIA.

Kpurtepun oueHKH 0TBETOB Ha BOIPOCHI
e "Ot1auuno" (5 6asJ10B)
o Kpurepuu:
m [lonHoe u TOuHOE 0OBSICHEHUE BOIPOCA.
m  OTBeT BKIIIOYAET BCE KIIFOYEBBIE ACTIEKThI U JIETaJIH.
m [Ipumepsl, eciu TpeOyOTCs, MPUBEIEHBI U MPABIIHBHO OOBICHEHBI.
m  OTBeT AEMOHCTPUPYET NTyOOKOE TOHUMAHUE TEMBI.
e "Xopomo" (4 6asa)
o Kpwurtepuu:
m  KoppekTHoe 00bsicHEHHEe BOTIpoca.
m  OTBeT 0XBaTbIBAET OCHOBHBIE aCIIEKThI, HO MOXKET OTCYTCTBOBAThH
HE3HAYMTEbHAs IeTajlb WM IpUMEp.
m JlemMoHCTpUpyeTCs XOpOoLIee, HO HE MTOJIHOE IOHUMAaHUE TEMBI.
e '"VinoBiaerBopureabHo' (3 6aJ1a)
o Kpurtepuu:
m OOmee mpencTaBieHue 0 BOIPOCE.
m  OTBeT BKJIIOYAET OCHOBHBIE ACTIEKThI, HO COACPKUT HETOYHOCTHU WJIM MPOIMYCKHU.
m [Ipumepsl, ecnu TpeOyIOTCS, MOTYT OTCYTCTBOBATh WM OBITH HEBEPHO
OOBSICHCHBI.
m JlemoHcTpupyeTcst 6a30BO€ MOHUMAHHE TEMBI.
e '"HeynoBiaerBopureabno' (2 6asia)
o Kpurepuu:
HexoppekTHoe 1iu HeroiHoe 00bICHEHHE BOTIPOCa.
m  OTCyTCTBHE KJIIOUYEBBIX ACIIEKTOB U JETajeil.
m [Ipumepsl, eciu TpeOyIOTCs, OTCYTCTBYIOT WM TTPUBEACHBI HEBEPHBIE.
m  OTBeT IEMOHCTPUPYET HEAOCTATOUHOE TOHUMAHUE TEMBI.

2.5 33)13‘11/[ HAa COOTBETCTBHE MOHATHIA AJIA TEKYHIEro KOHTPOJISA YCIIEBA€EMOCTHU B BUE
BJAJEHUN
[IpaBunbHBIE OTBETHI PACIONOKEHBI B TaONMIAX Ipyr HANPOTHB ApYyra, BO BPEMs TECTUPOBAHHS
IpeamnojaaracTcs 4To nmopsaaoK JaHHBIX B PaMKaX KaKJ10TO CTOJ'I6I_[a 6yI[eT CﬂyqaﬁHBIM.
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3agauya 1: CooTHecuTe OCHOBHBbIC IOHATHS KOMIIbIOTEPHBIX ceTeil ¢ ux onpeaenenusavu (YK-1.1,
YK-1.2)

UroObl ONpeAenuTh NPABUIBHOE COOTBETCTBUE, HEOOXOIMMO TIOHUMATh OCHOBHBIE MOHSATHUS
KOMIIBIOTEPHBIX CETEN U UX PYHKIMOHAILHBIE O0JIACTH.

[MonsiTue Omnpenesienune

A - KommyTarop 1 - YerpolicTBo, KOTOpo€ OObETUHSIET CETMEHTHI CETH Ha
KaHaJbHOM YPOBHE.

B - MapupyTtuszarop 2 - YeTpoHCTBO, KOTOPOE HAMpPABIISIET AKEThl JaHHBIX MEKIY
Pa3IUYHBIMU CETAMHU.

C - IP-anmpec 3 - YHUKaNbHBIN UACHTU(HUKATOP YCTPOUCTBA B CETH IS
MapUIpyTU3alUH JTaHHBIX.

D - DNS (Domain Name System) | 4 - [Iporoko:n, mpeoOpa3yromiuii ToMeHHbIe nMeHa B [P-anpeca.

IIpaBuabHbIii oTBeT: A-1, B-2, C-3, D-4

3agauya 2: CooTHecuTe OCHOBHBIC IOHATHS KOMIIBIOTEPHBIX ceTeil ¢ ux onpeaenenusavu (YK-1.1,
YK-1.2)

UroObl OmpenenuTh MPAaBHIBHOE COOTBETCTBUE, HEOOXOIMMO TIOHUMATh OCHOBHbBIE MOHSATHUS
KOMIILIOTEPHBIX ceTel M MX GYHKIIMOHAILHBIE 00IaCTH.

[ounsiTue Omnpenesienune

A - DHCP (Dynamic Host Configuration | 1 - IIporokosn, aBTomarnuecku Ha3Havaromuii [P-anpeca
Protocol) YCTPOICTBAM B CETH.

B - NAT (Network Address Translation) | 2 - Texnomorus nmpeodpa3oBanus 4acTHbeIX [P-anpecos
B IyOJIMYHBIE U HA0OOPOT.

C - VPN (Virtual Private Network) 3 - TexHoorusa co3gadus 0€30IIaCHOIO COEIUHEHNS
NOBEPX MyOJIMYHON CETH.

D - QoS (Quality of Service) 4 - MexaHU3M YIIpaBJICHUS IPUOPUTETAMHU TpauKa B
CeTu.

IIpaBuabHbIil oTBeT: A-1, B-2, C-3, D-4

3agaya 3: CooTHecuTe OCHOBHbBIC IOHSITHSI KOMIIBIOTCPHBIX CeTed € HMX ONpeaeeHHAMH
(OIIK-5.1, OIIK-5.2)

UroObl ONpenenuTh MPAaBUIBHOE COOTBETCTBUE, HEOOXOIMMO TIOHUMATh OCHOBHbBIE MOHSATHUS
KOMITBIOTEPHBIX CeTel M MX (DYHKIIMOHAJIbHBIC 00JIACTH.

[onsiTue Omnpenesienune
A -HTTPS 1 - Paciuupenue nporokona HTTP nns 3amuiienHoi nepenadn
JTAHHBIX.
B-FTP 2 - IIpoTtokon nepenayn (GaityioB MEKIy YCTPONUCTBAMH B CETH.
C - SMTP 3 - [IpoToKOa OTHPABKH 3JIEKTPOHHOM MOYTHI.
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D - IMAP

4 - IIpoTokois foCTyna K 3NEKTPOHHON IIOYTE Ha CEPBEpE.

IMpaBuabHblii oTBeT: A-1, B-2, C-3, D-4

3anaua 4: CooTHecuTe OCHOBHBIE ITOHSAITHS KOMIIBIOTEPHBIX ceTeil ¢ ux onpeneaenusvu (YK-1.1,

YK-1.2)

Yrto0OnI OnpeaAcCINTG MPaBUIBHOEC COOTBETCTBHC, HGO6XO}II/IMO IIOHUMaTb OCHOBHBIC IIOHATHUA
KOMIIBIOTCPHBIX CeTeM U UX d)}/HKI_[I/IOHaJIBHLIC 00J1aCTH.

IMonsiTne Onpenesenue

A -TCP 1 - [IpoToko:, oOecneynBaroOIMii HaJIEKHY10, OCIIEI0BATEIBHYIO
repeaadyy JaHHBIX.

B - UDP 2 - [IpoToko, obecrieynBaroLil epeiavyy JaHHbIX 0€3 YCTaHOBJICHUS
COEIMHEHUS.

C-1CMP 3 - IlpoTokoi, UCIIONBb3yeMBbIH AJIs AMATHOCTUKYU M YIIPABICHUS CETSIMH.

D - BGP 4 - ITpoTOKOJI AMHAMHUYECKOW MapIIPyTU3aLuU AJIs1 yIIPABICHHUS
MapuipyTaMu MeXIy aBTOHOMHBIMH CHCTEMaMH.

IMpaBuabHblii oTBeT: A-1, B-2, C-3, D-4

33)13‘13 5: COOTHeCI/ITe OCHOBHBI€ TIOHATHUSA KOMIIBIOTCPHBIX ceTell ¢ mX onpeacacHusIMun
(OTIK-7.1, OTIK-7.2)

I’ITO6IJI OHpeI[eJII/ITB HpaBI/IHLHOG COOTBETCTBUC, HeO6XOIII/IMO IIOHUMAaTb OCHOBHBIC IIOHSTHSA
KOMITBIOTCPHBIX ceTer U ux d)VHKI_[I/IOHaJ'II)HBIC 06J'IaCTI/I.

ousitue Omnpenesienue

A - VLAN 1 - TexHoMOTHS, TTO3BOJIAIOIIAS PA3ACIATh (PU3NUECKYIO CETh Ha
JIOTUYECKUE CETH.

B - MPLS 2 - TexHONOrWsI MapUIPyTHU3ALMH, UCIIOIb3YIOIIAs METKH JUIs [Iepeiadn
JAHHBIX.

C - SDN 3 - ApXUTEKTYpHBIN OAXO0J K CO3JaHUIO YIIPABISIEMBIX IPOrPAMMHBIM
o0ecrieueHrneM ceTeil.

D - IPv6 4 - Bepcus [P ¢ yBeIu4eHHBIM aJIpECHBIM MPOCTPAHCTBOM U YIIYUYIIEHHOM

MOJICP’KKON MOOMIIBHBIX YCTPOMCTB.

I[IpaBuabHbIii oTBeT: A-1, B-2, C-3, D-4

3agaya 6: CooTHecHTe OCHOBHbIE MOHATHS KOMIILIOTEPHBIX ceTell ¢ ux onpeaeaenusavu (YK-1.1,

YK-1.2)
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Uro0bl ompenenuTh TMPaBUIBLHOE COOTBETCTBHE, HEOOXOIMMO TOHUMATh OCHOBHBIC TIOHSATHS
KOMIIBIOTEPHBIX CEeTEH M UX (PYHKITMOHAJIbHBIC 00IaCTH.

IMousitue Omnpenenenue

A - Wi-Fi 1 - becipoBogHAsA TEXHONOTHS MIEPENAYN JAHHBIX HA OCHOBE CTaHAapTa
IEEE 802.11.

B - Bluetooth 2 - becripoBoiHast TEXHOJIOTUS TIEPENAYM TAHHBIX HA KOPOTKHE
pacCTOsHHUS.

C-LTE 3 - TexHomorusi 6eCIPOBOIHOMN TIEpPeIavYH TAHHBIX JIJIT MOOMIIBHBIX
YCTPOWCTB.

D - ZigBee 4 - becripoBogHas TEXHOJIOTHUSA IS NIepeadr JaHHBIX C HU3KUM
HHEPronoTpedICHUEM.

I[IpaBuabHblii oTBeT: A-1, B-2, C-3, D-4

Kputepun oneHKH BbINOJTHEHHUS 32124 HA COOTBETCTBHE MOHSATHIA
e [IpaBHIBHOCTH COOTBETCTBHI:
o OtamuHo (5): Bce cOOTBETCTBUS BBITTOJIHEHBI IPABUIIBHO.
Xopomuo (4): 1 ommbka B COOTBETCTBUSIX.
YaoBjeTBOpUTEIBLHO (3): 2 OMIMOKN B COOTBETCTBUSIX.
HeynoiierBopuresibHo (2): 3 u 6osee ommOOK B COOTBETCTBUSX.

o O O

3. OneHOYHbIE MATEePHAJIbI VI IPOBEJICHHUS IPOMEKYTOYHOM aTTecTAlNH 00y4aroIMXCs
(cTyneHToB)

3.1 Bonpocsl 1151 IpOBeieHNsl IPOMeKYTOUHOi arTecTanuu B popme 3AUETA
3 cemecTp
1. Yro Takoe KOMIIBIOTEPHasl CeTh M KaKOBbI ee OCHOBHbIe pynkuun? (YK-1.2, YK-1.1)
o IIpaBuabHbIN oTBeT: KOMIBIOTEPHAs CETh — 3TO CUCTEMA CBSI3U MEXKIY ABYMS MU
Oosee KOMIBIOTEpAMHM, IpeAHAa3HaYeHHast Jii oOMEeHa JaHHBIMM U COBMECTHOTO
UCHONB30BaHUs pecypcoB. OcCHOBHBIE (YHKLIMU BKJIIOYAOT OOMEH JIaHHBIMH,
COBMECTHOE HCIOJIb30BaHUE (hailjioB M MPUIIOKEHHM, a TaK)Ke YIpPaBIE€HUE pecypcaMu
CETH.
2. Kakwue Tonosiorun KoMnbrTepHbIX ceTeil cymecTByoT? (YK-1.2, YK-1.1)
o IIpaBuabHbIi 0oTBeT: OCHOBHBIE TOMNOJOIMM KOMIIBIOTEPHBIX CETEH BKIIOYAIOT
3Be37000pa3Hyl0, IIMHHYIO, KOJBLEBYIO, SYEHCTYI0 U JPEBOBHIHYIO TOMOJIOTHH.
Kaxxiast 13 HUX UMeeT CBOM 0COOCHHOCTH U 00JIAaCTH PUMEHEHHSI.
3. Yro Takoe moaesb OSI n kakue ypoBuu ona sriawuaer? (YK-1.2, YK-1.1)
o IlpaBuabHnblii oTBeT: Monens OSI (Open Systems Interconnection) — 3T0 3TayioOHHAs
MOJIeNIb B3aUMOJCHCTBUSL OTKPBITBIX CHUCTEM, KOTOpasi pa3/ieNsieT ceTeBble PyHKIUH Ha
CeMb YpOBHEH: (PU3NUECKUMW, KAHAIBbHBIA, CETEBOW, TPAHCIOPTHBIM, CEaHCOBBIN,
IIPEJICTABICHNS] U ITPUKIIATHOM.
4. Kaxwue ¢pyHkunum Boinojnser nporoxkosa TCP B moneaun TCP/IP? (OIIK-5.1, VK-1.1)
o IlIpaBuabublii orBeT: [IpoTokon TCP (Transmission Control Protocol) obecrieunBaet
HAaJIeXKHYI0, OCIEA0BATEIbHYIO NIEpeiady JAHHBIX MEX]Y Y3JIaMH B CETH, FapaHTUPYH,
YTO JJAaHHBIE TOCTABISAIOTCS 0€3 MOTEeph U B IPABUIBLHOM IMOPSIIIKE.
5. 4Yro Takoe IP-aapec u 15 vero on ucnoabsyercs? (YK-1.2, YK-1.1)
o IIpaBuabHbIii oTBeT: [P-agpec — 3T0 yHUKaNbHBIA WACHTU()HUKATOP YCTPOWCTBA B
CETH, UCHOJIb3YEMBIN JUIsI MApUIPYTU3ALMH JTAHHBIX MEXKY ycTpoiicTBaMu. OH COCTOUT
W3 YUCJIOBBIX 3HAYCHU U MOXKET OBITh TpesicTaBiieH B opmare [Pv4 wmm [Pvo.
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10.

I1.

12.

13.

14.

15.

Kakune nporoko/ibl HCHONB3YHTCH A8 AWHaMuYeckoil mapmpyrusamuu? (OIIK-7.2,
YK-1.1)

o IIpaBuabHblii  oTBeT: OCHOBHBIE TPOTOKOJIBI JWHAMUYECKONW MapHIpyTHU3alUH
Birouaror RIP (Routing Information Protocol), OSPF (Open Shortest Path First) u
BGP (Border Gateway Protocol). OHU MO3BOJISIFOT aBTOMAaTH3HPOBATH IPOIIECC
MapuIpyTHU3alUH U aJalTUPOBATHCS K U3BMEHEHHSIM B CETH.

Yr1o Takoe KoMMyTATOP M Kakue pyHkuun oH Bpimonser? (OIIK-5.2, VK-1.1)

o IlpaBuabHbIi oTBeT: KOMMyTaTop — 3TO ceTeBoe yCTPOHCTBO, KOTOPOE OObEIUHSET
CEerMEHTBhI CeTH M Tepenaer naHHble Ha ocHoBe MAC-ampecoB. OH paboTaeT Ha
KaHalIbHOM ypoBHe Mozenu OSI U 1Mo3BoJSEeT yBENIWYUTH MPOIMYCKHYIO CIIOCOOHOCTH
CEeTH 3a CYET YMEHBIICHUS KOJUYECTBA KOJUIU3UH.

Yrto Takoe NAT (Network Address Translation) u nJst yero on ucnoan3yercs? (OIIK-7.1,
YK-1.1)

o IIpaBuabHbiii oTBeT: NAT — 3TO TEXHOJNOTHS, KOTOpas MpeoOpa3yeT 4YacTHBIC
[P-anpeca B myOnu4HBIE U HAOOOPOT, MO3BOJISS YCTPOMCTBAM C YAaCTHBIMHU aJIpeCaMu
BBIXOJUTh B MHTEpHET. OHa Hconb3yeTcs s 3koHoMuu IP-ampecoB u ymyurieHus
0€301acCHOCTH CETH.

Kakue cranaaprsl OecnipoBoAHbIX ceTeil HanboJiee pacnpocrpanensl? (OIIK-5.2, VK-1.1)

o IIpaBuabHbli oTBeT: Hanbomnee pacnpocTpaHeHHbIe CTaHAAPThI OECIIPOBOIHBIX CETEMH
BkmouatoT Wi-Fi (IEEE 802.11), Bluetooth, LTE u ZigBee. Kaxnplii cranmgapt umeer
CBOM 0COOEGHHOCTH U 001aCTH PUMEHEHUS.

Kakue ¢pynkuun spinosser mapmpyruszarop? (OIIK-7.2, YK-1.1)

o IlpaBuabHBIA OTBeT: MapupyTu3arop — 3TO CETEBOE YCTPOWCTBO, KOTOPOE
HampaBisieT MakKeThl JaHHBIX MEXAY pa3iuuHbiMu ceTsMu. OH ompenenser
ONTHUMAJBHBIA MapIIPpyT JUIsi TIepeJayd JaHHBIX, OCHOBBIBASCh Ha TabnHIax
MapIIpyTU3aLUU U MPOTOKOIAX MapUIpyTH3AIIH.

Yro Takoe DHCP (Dynamic Host Configuration Protocol) m kakme (yHKuMm oH
BbInosHseT? (OIIK-5.1, YK-1.1)

o IIpaBuabHbiii orBeT: DHCP — 3T0 mpoTOKOIJ, KOTOpBIM aBTOMaTMYECKH Ha3HAuaeT
IP-anpeca u jgpyrue ceTeBble HACTpPOMKM ycTpoiictBamM B ceTtd. OH ympoliaer
ynpasienue [P-angpecamMu 1 yMeHbIIaeT BEPOITHOCTD KOH(IIMKTA aIpeCcoB.

Kakue ¢pynkuuu BoinoiHsieT npoToko DNS (Domain Name System)? (YK-1.2, YK-1.1)

o IlpaBuabHblii 0TBeT: DNS — 3T0 mpOTOKOII, KOTOPHINA MTpeoOpaszyeT JOMEHHbBIE HMEHA
B IP-agpeca, mo3Bossisi MONb30BaTesIsiM HUCHOIB30BaTh YAOOHBIC JUISl YellOBEKa MMEHa
BMECTO YMCIOBBIX [P-anpecoB mist jocTyna K pecypcaMm B MHTEPHETE.

Yrto Ttakoe VPN (Virtual Private Network) um nias yero o ucnoabsyercsa? (OIIK-7.2,
YK-1.1)

o IlpaBuabHblii oTBeT: VPN — 3TO TEXHONOTHWs, KOTOpas co3maeT Oe3omacHoe M
3amu(poOBaHHOE COCIMHEHHUE TIOBEPX IyOJWYHOM CETH, TakoW Kak WHTepHEeT. OHa
UCTIONB3YeTCsT Uit OOecredeHuss KOH(HUICHIIMATBHOCTH M O€30MacHOCTH JaHHBIX,
MepeAABAEMBIX MEXKY YAAJIECHHBIMU Y3JIaMH.

Kakue ¢pynkuun spimosnsier nporokoan HTTPS? (OIIK-5.1, YK-1.1)

o IIpaBuabubiii otBer: HTTPS (HyperText Transfer Protocol Secure) — 5310
pacumupenue mporokoina HTTP, koropoe oOecrneunBaeT 3alUIIEHHYIO Tepenady
JTaHHBIX MEXIy BeO-cepBepoM M KIMEHTOM ¢ wucnonb3oBanueM SSL/TLS. On
obecrieunBaeT KOHPHUACHIINATBFHOCTD, IEJIOCTHOCTh JaHHBIX U Ay TCHTU(HUKAIIHIO.

Kakue ¢ynknum BbinmosHsier mnporokoa SMTP (Simple Mail Transfer Protocol)?
(OIIK-5.1, YK-1.1)

o IIpaBuabHblii oTBeT: SMTP — 3TO mIPOTOKOJ, HCHONIB3YEMBIH [UIsl OTIPaBKU
AJIEKTPOHHOM TMOUYTHl MEXJAy cepBepamMH 3EeKTpOHHONW mouthl. OH oOecrednBaer
nepeaavyy cooOIIEHUI OT KIIMeHTa K CEPBEPY M MEXKIly CepBepamH.
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16. Yro Takoe ICMP (Internet Control Message Protocol) m xkakue 3axa4u OH BbINOJIHSET?
(OIIK-7.2, YK-1.1)

o IIpaBuabHbiii orBeT: ICMP — »3TO mnporokos, wucnonb3yemslid Ui Nepenadu
cooOmieHuit 00 omuOKax W JIpyrod AuarHoctuueckord mHpopmaruu B cersax IP. On
UCTIONB3YeTCs, HAIPUMEp, B YTWINTE ping JAJIsl MPOBEPKHU TOCTYIHOCTH Y3JIOB.

17. Kakue ¢pyHKIMHU BBITIOJHsIET MexkceTeBoi dkpaH (firewall)? (OIIK-5.1, YK-1.1)

o IIpaBuabHBIA OTBeT: MEXKCETEBOW PKpaH — 3TO YCTPOMCTBO WM MPOrpaMMHOE
obecriedeHre, KOTOpoe KOHTPOJIUPYET U (DUIBTPYET BXOASALIMHA U UCXOASIIUI ceTeBOM
TpauK Ha OCHOBE YCTAHOBJIEHHBIX NpaBui Oe3zomacHocTd. OH 3alUIAET CETh OT
HECAHKLIMOHUPOBAHHOIO OCTYIA U YIPO3.

18. Kakue TUnbI ceTeBbIX TOMOJOTHIl MCHOJBL3YIOTC B KoMIblOTepHbIX cerax? (YK-1.2,
YK-1.1)

o IIpaBHIBbHBIA OTBeT: B KOMIBIOTEPHBIX CETAX HCIOJNB3YKOTCSA CIEAYIOIINE THUIIbI
TOIIOJIOTUI: 3Be€3[a, KOJbIO, LIMHA, sYeUcTas U JApeBoBUAHad. Kaxnas Ttomosorus
HMMEET CBOM MTPEUMYILECTBA U HETOCTATKU B 3aBUCUMOCTH OT IPUMEHEHUSI.

19. Yto Takoe ARP (Address Resolution Protocol) m kak o ucnoandyercsa? (OIIK-7.2,
YK-1.1)

o IIpaBuabHblii oTBeT: ARP — 3TO mpoTOKOIN, MCHONB3YeMBbI IJii COMOCTaBICHUS
[P-anpecoB ¢ MAC-agpecamu yCTpOHCTB B JIOKaJbHOM ceTu. OH MO3BOJSET
YCTPOWCTBAM B OJJTHOM CETH HaXOIUTh (PU3MUECKUE asipeca ApyT ApyTa.

20. Yo Takoe OSI u TCP/IP monenu u kak onu cootHocsares? (YK-1.2, VK-1.1)

o IlpaBuabHblii oTrBeT: Monmens OSI (Open Systems Interconnection) pazaensiet
ceTeBble (YHKIMM Ha CeMb YypOBHEW: (U3MuUECKUi, KaHAJIbHBIM, CETEeBOil,
TPAHCIIOPTHBIN, CEaHCOBBIM, TpeacTaBieHus u npukiagHoi. Mogens TCP/IP umeer
YeTblpe YpOBHs: CeTeBOM MHTepdeilc, MHTEPHET, TPAHCIOPT U MPUKIAJAHON. YPOBHH
OSI u TCP/IP MoryT OBITH COTIOCTABJICHBI JIJII TIOHUMAHHS B3aUMOJICHCTBUS CETEBBIX
IIPOTOKOJIOB.

Kpurtepun onenuBanus s 3a4era (3a4eT/He3adyer)
1. IloHuMaHHMe OCHOBHBIX IOHATHH U TEPMHHOB
o 3aver: CTyIeHT NPaBUJIbHO MCIOJIb3yET OCHOBHBIE MOHATHUS U TEPMUHBI, OOBACHSAET UX
B KOHTEKCTE.
o He3zauer: CryaeHT He 3HaeT WIM HENPABUIbHO MCIOJIb3YET OCHOBHbBIE IMOHSATUS U
TEPMUHBI, HE MOXXET OOBSCHUTD UX.
2. TouyHOCTH M MOJHOTA OTBETOB HA TeOpeTHYECKHE BONPOCHI
o 3avet: OTBEeTHl Ha OOJBIIMHCTBO BOIIPOCOB MOJIHBIEC M TOYHBIE, OCHOBHBIE ACTIEKTHI TEM
PaCKpBITHI.
o He3auer: OTBEThl HENOJHBIE, COAEPKAT 3HAUYUTEIIbHBIE OLIMOKU WM OTCYTCTBYIOT
Ba)KHBIE ACIEKThI TEM.
3. Cnoco0HOCTb K IPMMEHEHHUI0 3HAHNI HA NPAKTHKe
o0 3aver: CTyleHT NpaBWJIbHO PEIIAET IIPAKTUUECKHUE 3a7ayu, BbIIONHIET SQL-3anpockl
0e3 oInOOK.
o Hesauer: CTyneHT J0MyCKaeT OMMOKU NP PEIICHUHU NMPAKTUYECKUX 33]a4, HE MOXKET
MPaBUIBHO BBITOJIHUTE SQL-3ampochl.
4. KadecTBO BBINOJHEHHS NPAKTHYECKUX 3aJaHUMH
o 3aver: [IpakTHueckue 3ajaHUs BBIIOIHEHBI KOPPEKTHO, BCE HEOOXOAUMBIE 3IE€MEHTHI
MPUCYTCTBYIOT.
o He3auer: [IpakTrueckue 3aJaHusi BBIOJHEHbI HEKOPPEKTHO, COAEPIKAT OUIMOKU WM
HEIIOJIHBIE.

OxoHuaTeIbHOE pellleHHe MO0 3a4eTy:
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3aver: CTyneHT NEMOHCTpUPYET NMOHUMAaHHE OCHOBHBIX IMOHSTHHM, KOPPEKTHO OTBEYaeT Ha
TEOPETUYECKUE BOIIPOCHI U BBINOIHAET IIPAKTUYECKUE 3aJaHu.

He3zauer: CTyneHT HE 1eMOHCTPUPYET MOHUMAaHUS OCHOBHBIX IIOHATUMN, OTBEYAET C OLIMOKaMHU
Ha TEOPETHYECKUE BOIIPOCHI U/WIIM HE CIIPABISETCS C MPAKTUUECKUMU 33/1aHUSMHU.

3.2 Bonpocsl 1151 IPOBeeHNsl TPOMEeKYTO4HOI arTecTanuu B popme JK3AMEHA

4 cemecTp
Bonpoc: O0bsicHUTe, YTO TaKOe KOMIBIOTEPHAsI CeTh M KAKOBBI €¢ OCHOBHbIC (DYHKIIHH.
(YK-1.1, VK-1.2)

o OtBer: KommbloTepHas ceTb — 3TO CHUCTEMa CBSI3M MEXIy IByMs Win Oonee
KOMIIBIOTEpaMM, INpeAHa3HaueHHass [uii OOMEHa JaHHBIMHU UM  COBMECTHOIO
UCTONB30BaHusl  pecypcoB. OCHOBHBIE (YHKIMM BKJIIOYAIOT OOMEH JIaHHBIMH,
COBMECTHOE HCIOJIb30BaHUE (PAlIOB M MPUIIOKEHUH, a TAK)KE YIPABIECHUE pecypcaMu
CeTH.

Bonpoc: OnummTe OCHOBHBIE TONMOJOIMM KOMIBIOTEPHBIX CeTeid M MX OCOOEHHOCTH.
(YK-1.1, VK-1.2)

o OtBer: OCHOBHBIE TOIOJOTHHM BKJIIOYAIOT 3BE34000pa3HYyIO, IIMHHYIO, KOJBIIEBYIO,
SIYEUCTYI0 U JPEBOBUJHYIO TOMOJOTMH. 3BE31000pa3Hasi TOMOJIOTHUS XapaKTepU3yeTcs
LEHTPAJIBHBIM y3JI0M, K KOTOPOMY IOJKJIIOYEHBI BCE OCTalbHble y3ibl. [llnHHAs
TOTIOJIOTHS UCIIONIb3YEeT OOIMi Kabenb AJid nepenadyu naHHbIX. Kombiesass Tomosorus
COEIUHSAET Y3JIbl B KOJIBLIO, TA€ Ka)KIbIM y3€ll CBA3aH C AByMs COCEeNHMMH. fdencras
TOIOJIOTHSI 00eCIeYyMBaeT MHOKECTBEHHBIE MYTH MEXIy Y3JaMH, a JPEBOBUIHAsS
COYETAET IEMEHTHI 3B€3000pa3HOM U MIMHHON TOMOJIOTHH.

Bonpoc: Urto Takoe moxenb OSI u kakue ypoBuu ona Bkiodaer? (YK-1.1, VK-1.2)

o OrtBer: Mogens OSI (Open Systems Interconnection) — 3TO 3TaJOHHAas MOJAETH
B3aMMOJEHCTBUSI OTKPBITBIX CHUCTEM, pas3jeisionias ceTeBble (YHKIMM Ha CEMb
ypoBHe#:  (u3MUeckuii, KaHANbHBINA, CETEBOW, TPAHCIOPTHBIM, CEaHCOBBIH,
MIPEJICTABICHUSI U TPUKIIATHOM.

Bonpoc: Kakue ¢ynkuum Bbinoansier nporokon TCP B momesm TCP/IP? (OIIK-5.1,
VYK-1.2)

o Ortset: IIporokon TCP (Transmission Control Protocol) obecrieunBaer HamexHYIO,
IIOCJIEJOBATENBHYIO IIEpefady AaHHBIX MEXKIY y3JaMH B CETH, TAPAaHTUPYs, YTO aHHBIE
JOCTaBIISAIOTCA 0€3 MoTeph U B npaBuibHOM nopsake. TCP ycranaBinBaeT coeJUHEHHE
MEXy OTIIPABUTEIIEM U MOJIy4aTeIEM U yIPABIISET IOTOKOM JAHHBIX.

Bonpoc: O0bsicauTe, 4yT0 Takoe IP-anpec u ais yero on ucnoJn3dyercst. (YK-1.1, VK-1.2)

o OtBer: [P-ampec — »3TO yHUKaJbHBI HAEHTHUPUKATOP YCTPOWCTBA B CETH,
HCIIONIB3YEeMBIM JUII MapUIpyTH3allMM JAaHHBIX MEXAy YycTrpouctBaMu. [P-ampeca
osiBatoT B (opmare [Pv4 (32-6utnsiif) u IPv6 (128-6utHeiif). OHM HEOOXOMUMBI NS
OTIpe/ieNICHUs] ICTOYHUKA U Ha3HAYCHUS! IaHHBIX B CETH.

Bonpoc: Ilepeunciaure OCHOBHBIE MPOTOKOJIbI JUHAMHYECKOH MAPIIPYTH3AUMH H
o0bsicuuTe uxX pynkuum. (OI1K-7.2, VK-1.1)

o0 OrtBer: OCHOBHBIE IPOTOKOJIBI JWHAMUYECKOW MapHIpyTH3alMKU BKIodaoT RIP
(Routing Information Protocol), OSPF (Open Shortest Path First) u BGP (Border
Gateway Protocol). RIP ncnonb3yeT KoIM4ecTBO XONOB ISl ONIPEACIICHUS] HAWTYYIIero
mapuipyta. OSPF  wucnonb3dyeT aiaroputM Kpardyaumiero myTd ISl MOCTPOCHUS
MapupytoB. BGP ynpasnser Mapuipytuzanueil MeXQy aBTOHOMHBIMU CHUCTEMAMH B
UHTEPHETE.

Bonpoc: Uro Takoe KOMMYTATOp M KakHe (PYHKUHMH OH BBINOJHACT B KOMIBLIOTEPHOH
ceru? (OIIK-5.2, VK-1.2)

o OtBer: KoMMyTaTop — 3TO CETEBOE YCTPOMCTBO, KOTOPOE OOBEIUHAET CETMEHTHI CETH
U nepenaer naHHble Ha ocHoBe MAC-aapecoB. KoMmMyTtarop paboTaeT Ha KaHaJIbHOM
ypoBae Mmonmenun OSI u MO3BOJISET YBEIMYUTH HPOMYCKHYIO CHOCOOHOCTH CETH,
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10.

I1.

12.

13.

14.

15.

yYMEHbIIas KONUYECTBO KOJUIM3UN U oOecrieunBas 3(PQPEeKTUBHOE paclpeneicHue
Tpaduka.
Bonpoc: OObsichute npuHuun padorbl NAT (Network Address Translation) m ero
ucnoJib3oBanue B cerax. (OIIK-7.1, YK-1.2)

o OtBer: NAT npeobpasyer uactHble [P-angpeca B myOnudHble U HAOOOPOT, MO3BOJISSA
YCTPOWCTBAM € YACTHBIMHU aJpecaMu BBIXOAUTH B UHTEepHET. OH 3koHOMHUT [P-anpeca u
o0ecreyrBaeT JOMOTHUTEIBHBIN yPOBEHb 0€301MaCHOCTH, CKpPBIBasi BHYTPEHHHE aapeca
OT BHEIIIHKX IT0JI30BaTEIIEH.

Bonpoc: Kakue craniaprsl 0ecripoBOIHBIX ceTell HandoJ1ee pacpocTPaHEeHbl M KAKOBBI
X ocHOBHbIe xapakTepuctuku? (OIIK-5.2, VK-1.1)

o OtBer: Haubonee pacrmpocTpaHeHHBbIE CTAaHIAPTHI OCCIPOBOMHBIX CETEH BKIIOYAIOT
Wi-Fi  (IEEE 802.11), Bluetooth, LTE wu ZigBee. Wi-Fi o0ecneunBaer
BBICOKOCKOPOCTHYIO —Ilepefiauy JaHHbIX Ha Oosbliux pacctosHusx. Bluetooth
UCHONb3yeTcsd A Nepefadd JaHHbIX Ha KopoTkue paccrosHus. LTE oGecrneunBaer
BBICOKOCKOPOCTHYIO MOOWIBbHYIO Iiepefady JaHHbIX. ZigBee mnpeanasHaueH i
YCTPOUCTB ¢ HU3KUM SHEPronoTpeOiIeHueM.

Bonpoc: Kakue ¢yHkuuu BbINOJIHSET MapLIPYTH3ATOP B KOMIBLIOTEPHOH ceTH?
(OIIK-7.2, YK-1.2)

o Otser: MapupyTu3aTop HanpasJIseT MAKeThl JAHHBIX MEXAY pa3IndHbIMU ceTsIMU. OH
OmpeneNnsieT ONTUMAJIbHBIA MapHipyT Mg TMepelaud [aHHbIX, OCHOBBIBAsICh Ha
TaOIMIIaX MapIIpyTHU3alMA W MPOTOKOJIaX Mapmpytu3anuu, Takux kak RIP, OSPF u
BGP. MapuipyTtusarop Takxe MOKeT BHIIONHATH GyHKIUN NAT, 6panamayspa u VPN.

Bomnpoc: Yto takoe DHCP (Dynamic Host Configuration Protocol) u kakue pyHKkunu oH
BbinoJiHseT? (OIIK-5.1, YK-1.1)

o OtBer: DHCP — 3T0 mpoTokoJ, KOTOpbI aBTOoMarudyecku HazHadaeT [P-ampeca u
JpyTUe CeTeBble HACTpOMKM ycTpoiictBaM B ceth. OH yIpollaeT YIpaBie€HUE
[P-anpecamu, npegoTBpaiiaeT KOHPIUKTHL aApEeCcOB U 00JIer4aeT MOAKIIOYEHHE HOBBIX
YCTPOMCTB K CETH.

Bonpoc: Kakue ¢pynkuuu Boinosnsier nporokoi DNS (Domain Name System)? (VK-1.2,
YK-1.1)

o OtBet: DNS npeobpasyer nomenHsle umMeHa B IP-agpeca, 1mo3Bossisi moiab30BaTeNsIM
HCIIONIB30BaTh yIAOOHBIE MJIsi 4YEJIOoBeKa MMEHa BMeECTO 4ucioBbiX [P-agpecoB s
J0CcTymna K pecypcaMm B mHTepHeTe. DNS-cepBepbl XpaHAT MH(OPMAIMIO O JOMEHHBIX
MMEHaX M UX COOTBEeTCTBYyIomMUX [P-anpecax.

Bonpoc: O0bsicuute, uto Takoe VPN (Virtual Private Network) m nas 4ero oH
ucnoasnsyercs. (OIIK-7.2, VK-1.2)

o OtBer: VPN — 3T0 TexHONOrus, KOTOpas co3gaeT Oe3omacHoe U 3amu(ppoBaHHOE
COCIMHEHHE TIOBEpX MyOIMYHOW CeTH, Takoi Kak mHTepHeT. VPN ucronb3yercs s
3alIUThl JTAaHHBIX, OOECTEYeHUs KOH(QUACHIUMAIBHOCTH U 0€30MacHOT0 YIAJIEHHOTO
JIOCTYTIa K KOPIIOPAaTUBHBIM PECYPCAM.

Bonpoc: Kakme ¢ynxknum Bbinosansier nporoxkoa HTTPS um kak oH oGecneumBaer
oe3omacHocth 1aHHbIX? (OIIK-5.1, YK-1.1)

o Otser: HTTPS (HyperText Transfer Protocol Secure) — 310 pacmmpenue nmpoTokoia
HTTP, xotopoe oGecrieunBaeT 3alMIEHHYIO Mepeaavy JaHHBIX MEXIy BEO-CepBEpPOM U
kimueHToM ¢ wucrons3oBanneM SSL/TLS. O obecneunBaeT KOH(HIEHINATHHOCTD,
LIEJIOCTHOCTh JaHHBIX U ayTeHTU(UKALMIO, TPEAOTBpaIasi epexBaT JAaHHBIX U aTaKu
"yenoBek mocepeanHe".

Bonpoc: O0bsichuTe HazHadeHue u padory mporokona SMTP (Simple Mail Transfer
Protocol). (OIIK-5.1, YK-1.1)

o OtBer: SMTP — 3TO NpOTOKOJ, UCIIOJIB3YEMBIN ISl OTIIPABKU SJIEKTPOHHOMN I1OYTHI

MEXIy CepBepaMH 3JEKTPOHHOM mouThl. OH oOecreunBaeT nepeaadyy COOOIICHUN OT
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16.

17.

18.

19.

20.

21

22.

KIIMEHTa K CEepBEepy U MEXIYy CepBepaMu, HCIOJIb3ysS KOMAaHJIbl JJisi yCTaHOBKHU
COEIMHEHMSI, ITepe/laur JaHHbIX U 3aBEPIICHUS CEeaHCca.

Bonpoc: Yto Ttakoe ICMP (Internet Control Message Protocol) m kakme 3agayu OH

BbInosiHseT? (OIIK-7.2, VK-1.1)

o OrtBer: ICMP — »3TO TpOTOKOJ, HCIOJNB3YEeMBIH I Tepefadu COOOIICHH 00
omuOKax W APYroi AuarHoctuueckord mHpopMmanuu B ceTsax IP. O ucnonb3yercs mist
MPOBEPKH JOCTYIIHOCTH Y3JIOB (ping), ompeneneHuss MapuipyToB (traceroute) u
repeaayu cooomeHnit 00 ommobkax (Hampumep, unreachable host).

Bonpoc: Kakne ¢pynkuuu BbinojHsetr Me:xcereBoi s3xkpan (firewall) nu kak on 3amminaer
cern? (OIIK-5.1, YK-1.1)

o OrtBer: MexcereBoil skpan (firewall) xoHTponupyer u GuIbTpyeT BXOAALIMN U
UCXOJSIIINIA CeTEeBOM TpaduK Ha OCHOBE YCTAHOBJICHHBIX MpaBuil Oe3omacHocTu. OH
3alMIIAeT CEeTh OT HECAaHKUHMOHUPOBAHHOIO JIOCTYIA, MpeNoTBpallaeT aTakw,
ONOKUpYeT BPEIOHOCHBIE IaHHBIE U YIPABJISAET JOCTYIIOM K CETEBBIM pecypcaM.

Bonpoc: OnummnTe OCHOBHBIE THIIBI CETEBBIX TOMOJOTH W HX MpeUMyllecTBa M
Hegocrarku. (YK-1.2, YK-1.1)

o OrtBer: 3Be3gooOpa3zHas TOMONOTHUA oOecreyrBaeT MPOCTOTY YIpaBlIEHUS U
JIMarHOCTHKH, HO LEHTPAJIbHBIA y3€l SBISETCS TOUYKOW oTkaza. IIIlmHHas Tomosorus
TpeOyeT MeHbIe Kalens, HO MMEET OTPaHWYCHHYIO IMPOMYCKHYI CIIOCOOHOCTh H
ysi3BUMa K  KoOITM3usM. KonblieBas TOMONOTHS — OOECHEUrMBaeT PaBHOMEPHOE
pacnpezneneHue Tpaduka, HO CIOXKHA B YCTAHOBKE U OOCHyXHBaHHM. Sueucras
TOTIOJIOTHUST 00ECIIEYMBACT BBHICOKYIO HAJIEKHOCTh U OTKAa30yCTOMYMBOCTH, HO TpeOyeT
0O0JIBIIOTO KOJMYECTBAa Kabelel M CIOKHOrO ympasiieHus. [[peBoBHIHAS TOMOIOTHS
coYyeTaeT »JJIEMEHTHI 3BE37000pa3HONl ¥ IMUHHOW, obecreunBas THUOKOCTH H
MacITabuPyeMOCTb.

Bonpoc: Yto Takoe ARP (Address Resolution Protocol) u kak on ucnosab3yercsi B cetu?
(OIIK-7.2, YK-1.1)

o OtBer: ARP — 310 mportokosn, ucnonb3dyemslid aiis conocrasieHus [P-agpecos c
MAC-anpecamu yCTpONCTB B JIOKajJbHOU ceTu. Korjga ycTpoilCTBO XOYET OTHpPaBUTH
JAaHHBIE Ha JpPYrod y3ea B TOM ke ceTd, OHO ucnonbdyer ARP mis momydenus
MAC-anpeca no uzBectnomy IP-anapecy.

Bonpoc: Oobsicuute pazuuny mexay IPv4 u IPv6, u nouemy Bo3HHKJ/Ia HEOOXOAUMOCTH B
IPv6. (YK-1.2, YK-1.1)

o OtBer: [Pv4 ucnone3yer 32-OutHbie anpeca, obecreunBas okoio 4,3 MwuMapaa
YHUKAJIbHBIX aJIpECOB, YTO CTaJl0 HEIOCTATOYHO M3-3a POCTa yucia ycTpoucTB. IPvo
ucnons3dyer 128-6utHble aapeca, obecrneynBasi OrPOMHOE KOJIMYECTBO YHHKAJIbHBIX
aapecoB (340 AEKCWUTMOHOB), YIYUYLICHHYIO MOAJNEPKKY MOOHIBHBIX YCTPOWCTB U
BCTPOCHHbIE MEXaHU3Mbl OE30MTACHOCTH.

. Bonnpoc: Kakue ¢pynknuu Bbinojnser nporokoj FTP (File Transfer Protocol) n kak on

ucnoab3yercs? (OIIK-5.1, YK-1.1)
o OtBet: FTP — 53T0 nmpoTokoi, ucnoiabp3yeMblit 1Ist iepenadn (HailioB MeXAy KIHEHTOM
u cepepoM B cetu. OH NO3BOJSET 3arpyXkarb M BbII'PYXaTh (ailiibl, yHpaBiIsTh
JUPEKTOPUSAMU M yCTaHaBIuBarTh mnpasa jpoctyna. FTP paGoraer B akTUBHOM wWiH
MIaCCUBHOM PEKUMax M UCHOJIb3YeT KOMaH/IbI IS yIpaBJIeHus nepenadeil (ainos.
Bonpoc: O0bsicHuTe, uT0 Takoe VLAN M Kakne nmpeuMyliecTBa OHAa NpeAoCTaBJIsIeT.
(OIIK-7.2, YK-1.2)
o Ortsetr: VLAN (Virtual Local Area Network) mo3Bosier pa3nensaTs GU3NIECKYIO CETh
Ha JIOTMYECKHME CEerMEeHThl Ui YAyYIIeHWs YIpaBieHHs, Oe30MacHOCTH U
npousBoguTeabHOCTH. VLAN  ofecneunmBaeT W30mA0MI0 Tpaduka, YMEHbBIIAET
KOJIMYECTBO IIMPOKOBEIIATENBHBIX JOMEHOB U IT03BOJISIET IPYNIMPOBATh YCTPOMCTBA 110
(YHKIMOHAJIHLHOCTH HE3aBHCUMO OT UX (PU3NYECKOTO PACIIONOKEHHUSI.
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23. Bompoc: Yto Takoe QoS (Quality of Service) u kak ona ucnoJn3yercs B cersix? (OIIK-7.1,
YK-1.1)

o OtBetr: Q0S — 3T0 HA0Op TEXHOJOTHI U MEXaHW3MOB, 00ECIICUYMBAIOIINX yIIPABICHHE
pUOpUTETaMU Tpaduka B ceTu i obecredeHus: TpeOyeMoro ypoBHs 00CITyKUBaHHS
pa3NUYHBIX TPHIOKEHUH U yciyr. QoS ympaBiseT NpOMyCcKHOH CIOCOOHOCTHIO,
3aJiepKKaMHU, JPKUTTEPOM U NOTEPSMU MAKETOB Il KPUTUYECKH BaXKHBIX MPUIIOKEHUH.

24. Bonpoc: Kakne ¢pynkuun Boinosnnsier nporokoa BGP (Border Gateway Protocol) u rae
oH ucnoabsyercsi? (OI1K-7.2, YK-1.2)

o OrtBer: BGP — 3T0 mporokosn nuHaMHYecKON MapHIpyTHU3allH, UCIOJIb3YEeMbIH IS
yIOpaBICHUs MapuipyTaMM MEKIy AaBTOHOMHBIMH cucTeMaMu B HHTepHeTe. OH
olnpeseNnsieT Hawlydllde MapuIpyThl JUIs NepeAadd JAHHbIX HAa OCHOBE IOJIMTUKH,
MeTpuk U myTH. BGP obecrieunBaer cTaOMIbHOCTh M MacIITaOUPyeMOCTh I100aTbHON
UHTEPHET-CTPYKTYPBHI.

KpuTtepuu onieHKH 0TBETOB Ha IK3aMeHe
e "Omiuuno" (5 0a/J10B)
o Kpwurtepuu:
m [lonHoe u TouHOE OOBSICHEHUE BOIIPOCA.
m  OTBeT BKIIIOUAET BCE KITFOYEBBIE ACTIEKTHI U JICTAJIH.
m [Ipumepsl, ecnu TpeOyroTCs, NPUBEAEHBI U MPABUIBHO OOBSICHEHBI.
m  OtBer AeMOHCTpHUPYET MyOOKOEe MOHUMaHHUE TEMBI.
e "Xopomo" (4 6as1a)
o Kpurepuu:
m  KoppekTHoe 00bsCHEHHE BOIpoca.
m  OTBeT 0XBaThIBaE€T OCHOBHBIE ACIIEKTHI, HO MOJKET OTCYTCTBOBAThH
HE3HAuUTeNIbHAasl JeTallb WU IPUMeEp.
m JleMoHcTpHpyeTcs Xopollee, HO He TIOJTHOE TOHUMAaHUE TEMBI.
e "VnoBiaerBopureibno' (3 6aa)
o Kpurepuu:
m  OOuiee npeacTaBiIeHre O BOIIPOCE.
m  OTBeT BKIIIOUAET OCHOBHBIE aCIEKThI, HO COAEP>KUT HETOYHOCTH UJIH MTPOIYCKH.
m [Ipumepsl, ecimu TpeOYIOTCS, MOTYT OTCYTCTBOBATh WJIA OBITH HEBEPHO
OOBSICHEHBI.
m JlemMoHcTpHpyeTcs 6a30BO€ IOHUMAHUE TEMBI.
e "HeynoBiersopureabHo" (2 6aJia)
o Kpurepumn:
m  HexoppekTHoe UK HenojaHoe 00bsICHEHHE BOIIPOCa.
m  OTcyTCTBHE KIIIOUEBBIX ACTIEKTOB U JI€TajeH.
m [Ipumepsl, ecinu TpeOyIOTCS, OTCYTCTBYIOT MJIH NIPUBEICHBI HEBEPHEIE.
m  OTBeT AEeMOHCTPHUPYET HEAOCTATOUHOE IOHUMAHUE TEMBI.

Pabouas mporpaMma 1 OLIEHOYHBIE MaTepHaibl Mo nuctuinimee « Komnsrorepasie cetm» — 44 cTp.



